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Command Groups

Introduction

The Command Line Interface (CLI) is a network management application
operated through an ASCII terminal without the use of a Graphic User
Interface (GUI) driven software application. By directly entering commands,
the user has greater configuration flexibility. The CLI is a basic command-line
interpreter similar to the UNIX C shell.

A switch can be configured and maintained by entering commands from the
CLIL which is based solely on textual input and output with commands being
entered by a terminal keyboard and the output displayed as text via a terminal
monitor. The CLI can be accessed from a console terminal connected to an
EIA/TTA-232 port or through a Telnet/SSH session.

This guide describes how the CLI is structured, describes the command
syntax, and describes the command functionality.

This guide also provides information for configuring the PowerConnect
switch, details the procedures, and provides configuration examples. Basic
installation configuration is described in the User’s Guide and must be
completed before using this document.
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Command Groups

The system commands can be broken down into three sets of functional
groups, Layers 2, Layer 3, and Utility.

Table 1-1.

System Command Groups

Command Group

Description

Layer 2 Commands

AAA Configures connection security including authorization
and passwords.

ACL Configures and displays ACL information.

Address Table Configures bridging address tables.

Auto-VolP Configures Auto VolP for IP phones on a switch.

CDP Interoperability Configures Cisco Discovery Protocol (CDP).

Data Center Bridging

Provides priority-based flow control that can pause
(inhibit transmission) of individual priorities within a
single physical link.

DHCP 12 Relay

Enables the Layer 2 DHCP Relay agent for an interface.

DHCP Management
Interface

Configures DHCP snooping and whether an interface is
trusted for filtering.

Dynamic ARP Inspection

Conlfigures for rejection of invalid and malicious ARP
packets.

Ethernet Configuration

Configures all port configuration options for example
ports, storm control, port speed and auto-negotiation.

Ethernet CFM Configures and displays GVRP configuration and
information.
IGMP Snooping Configures IGMP snooping and displays IGMP

configuration and IGMP information.

IGMP Snooping Querier

Configures IGMP Snooping Querier and displays IGMP
Snooping Querier information.

IP Addressing Configures and manages [P addresses on the switch.
IPv6 ACL Configures and displays ACL information for IPv6.
IPv6 MLD Snooping Configures [Pv6 MLD Snooping.
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Table 1-1. System Command Groups (continued)

Command Group

Description

[Pv6 MLD Snooping Contigures IPv6 Snooping Querier and displays [Pv6
Querier Snooping Querier information.

Link Dependency Configures and displays link dependency information.
LLDP Configures and displays LLDP information.

Port Aggregator Provides server administrators the ability to map internal

ports to external ports casily.

Port Channel

Configures and displays Port channel information.

Port Monitor

Monitors activity on specific target ports.

QoS Configures and displays QoS information.

Radius Configures and displays RADIUS information.
Spanning Tree Configures and reports on Spanning Tree protocol.
TACACS + Configures and displays TACACS + information.
VLAN Configures VLANs and displays VLAN information.
802.1x Conlfigures and displays commands related to 802.1x

security protocol.

Layer 3 Commands

ARP (IPv4)

Manages Address Resolution Protocol functions.

DHCP Server and Relay
Agent (IPv4)

Manages DHCP/BOOTP operations on the system.

DHCPv6

Contfigures IPv6 DHCP functions.

DVMRP (Mcast)

Configures DVMRP operations.

IGMP (Mcast)

Configures IGMP operations.

IGMP Proxy (Mcast)

Manages IGMP Proxy on the system.

IP Helper/DHCP Relay | Configures relay of UDP packets.

IP Routing (IPv4) Configures IP routing and addressing.
[Pv6 Multicast Manages IPv6 Multicasting on the system.
[Pv6 Routing Configures IPv6 routing and addressing.
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Table 1-1.

System Command Groups (continued)

Command Group

Description

Loopback Interface
(IPv6)

Manages Loopback configurations.

Multicast (Mcast)

Manages Multicasting on the system.

OSPF (IPv4)

Manages shortest path operations.

OSPFv3 (IPv6)

Manages IPv6 shortest path operations.

Router Discovery
Protocol (IPv4)

Manages router discovery operations.

Routing Information
Protocol (IPv4)

Configures RIP activities.

Tunnel Interface (IPv6)

Managing tunneling operations.

Virtual Router
Redundancy (IPv4)

Controls virtual LAN routing.

Virtual Router
Redundancy (IPv4)

Manages router redundancy on the system.

Utility Commands

Auto-Install

Automatically configures switch when a configuration file
is not found.

Captive Portal

Blocks clients from accessing network until user
verification is established.

Clock

Configures the system clock.

Command Line
Configuration Scripting

Manages the switch configuration files.

Denial of Service

Provides several Denial of Service options.

Line Configures the console, SSH, and remote Telnet
connection.
Management ACL Configures and displays management access-list

information.

Password Management

Provides password management.

PHY Diagnostics

Diagnoses and displays the interface status.
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Table 1-1. System Command Groups (continued)

Command Group

Description

RMON

Can be configured through the CLI and displays RMON

information.

Serviceability Tracing

Controls display of debug output to serial port or telnet
console.

sklow Configures sFlow monitoring.

SNMP Configures SNMP communities, traps and displays SNMP
information.

SSH Configures SSH authentication.

Syslog Manages and displays syslog messages.

System Management

Configures the switch clock, name and authorized users.

Telnet Server

Configures Telnet service on the switch and displays
Telnet information.

User Interface

Describes user commands used for entering CLI
commands.

Web Server

Configures web-based access to the switch.

Mode Types

The tables on the following pages use these abbreviations for Command

Mode names.

*  AAA — IAS User Configuration
* ARPA — ARP ACL Configuration
*  CC — Cirypto Configuration

*  CP — Captive Portal Configuration

*  CPI — Captive Portal Instance

¢ CMC — Class-Map Configuration

* DP — IP DHCP Pool Configuration

*  GC — Global Configuration

* 1C — Interface Configuration (reached via interface vlan xxx command)
e [P —1IP Access List Configuration
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* IR — Interface Range

*  KC — Key Chain

* KE—Key

* L — Logging

* LC — Line Configuration

* LD — Link Dependency

¢ MA — Management Access-level

*  MC — MST Configuration

*  MDC — Maintenance Domain Configuration
* ML — MAC-List Configuration

*  MSC — Mail Server Configuration

e MT — MAC-acl

* PA— Port Aggregator

* PE — Privileged EXEC

* PM — Policy Map Configuration

*  PCGC — Policy Map Global Contiguration

*  PCMC — Policy Class Map Configuration

* R — Radius

* RIP — Router RIP Contfiguration

* RC — Router Configuration

* ROSPF — Router Open Shortest Path First

*  ROSV3 — Router Open Shortest Path First Version 3
*  SG — Stack Global Configuration

e SP— SSH Public Key

* SK— SSH Public Key-chain

* TC —TACACS Configuration

* TRC — Time Range Configuration

e UE — User EXEC

*  VLAN — VLAN Configuration (reached via vlan database command)
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*  vOACL — IPv6 Access List Configuration
*  v0CMC — IPv6 Class-Map Configuration
*  v6DP — IPv6 DHCP Pool Configuration

Layer 2 Commands

AAA

Command Description Mode?

aaa authentication dotlx  |Specifies an authentication method for 802.1x  |GC

default clients.

aaa authentication enable |Defines authentication method lists for GC
accessing higher privilege levels.

aaa authentication login | Defines login authentication. GC

aaa authorization network |Enables the switch to accept VLAN assignment |GC

default radius by the RADIUS server.

aaa ias-user username Configures IAS users and their attributes. Also |GC
changes the mode to aa user config mode.

clear aaa ias-users Deletes all IAS users. PE

enable authentication Specifies the authentication method list when |LC
accessing a higher privilege level from a remote
telnet or console.

enable password Sets a local password to control access to the  |GC
normal level.

ip http authentication Specifies authentication methods for http. GC

ip https authentication Specifies authentication methods for https. GC

login authentication Specifies the login authentication method list  |LC
for a remote telnet or console.

password (IAS) Configures a password for a user. AAA

password Specifies a password on a line. LC

password Specifies a user password UE

show aaa ias-users Displays configured IAS users and their PE

attributes.
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Command Description Mode?

show authentication Shows information about authentication PE

methods methods.

show user accounts Displays information about the local user PE
database.

show users login-history Displays information about login histories of ~ |PE
users.

username Establishes a username-based authentication |GC
system.

username password Transfers local user passwords between devices |GC

encrypted username unlock |without having to know the passwords.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

ACL

Command Description Mode?

access-list Creates an Access Control List (ACL) thatis |GC
identified by the parameter accesslistnumber:

deny | permit The deny command denies traffic if the ML
conditions defined in the deny statement are
matched. The permit command allows traffic if
the conditions defined in the permit statement
are matched.

1p access-group Attaches a specified access-control list toan  |GC or
interface. IC

mac access-group Attaches a specific MAC Access Control List  |GC or
(ACL) to an interface in the in-bound IC
direction.

mac access-list extended | Creates the MAC Access Control List (ACL) |GC
identified by the name parameter.

mac access-list extended | Renames the existing MAC Access Control List |GC

rename (ACL) name.

service-acl input Blocks Link Local Protocol Filtering (LLPF) IC

protocol(s) on a given port.
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Command

Description

Mode?

show service-acl interface

Displays the status of LLPF rules configured on
a particular port or on all the ports.

PE

show ip access-lists Displays an Access Control List (ACL) and all |PE
of the rules that are defined for the ACL.

show mac access-list Displays a MAC access list and all of the rules |PE
that are defined for the ACL.

a. Forthe meaning of each Mode abbreviation, see Mode Typeson page 77.

Address Table

Command Description Mode?

clear mac address-table Removes any learned entries from the PE
forwarding database.

mac address-table aging-  |Sets the address table aging time. GC

time

mac address-table multicast |Enables filtering of Multicast addresses. GC

filtering

mac address-table multicast |Forbids adding a specific Multicast address to  |IC

forbidden address specific ports.

mac address-table multicast |Forbids a port to be a forwarding-unregistered- |IC

forbidden forward- multicast-addresses port.

unregistered

mac address-table multicast | Enables forwarding of all Multicast packets on a |IC

forward-all port.

mac address-table multicast | Enables the forwarding of unregistered IC

forward-unregistered multicast addresses.

mac address-table multicast |Registers MAC-layer Multicast addresses to the |IC

static bridge table, and adds static ports to the group.

mac address-table static Adds a static MAC-layer station source address |IC
to the bridge table.

port security Disables new address learning on an interface. |IC
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Command

Description

Mode?

port security max

Configures the maximum addresses that can be
learned on the port while the port is in port
security mode.

show mac address-table Displays dynamically created entries in the PE
bridge-forwarding database.

show mac address-table Displays all entries in the bridge-forwarding UE or

address database for the specified MAC address. PE

show mac address-table Displays the number of addresses present in the |PE

count Forwarding Database.

show mac address-table Displays all entries in the bridge-forwarding UE or

dynamic database. PE

show mac address-table Displays the Multicast filtering configuration. |PE

filtering

show mac address-table Displays the mac forwarding table entries fora |UE or

interface specific interface. PE

show mac address-table Displays Multicast MAC address table PE

multicast information.

show mac address-table Displays statically created entries in the bridge- |PE

static forwarding database.

show mac address-table Displays all entries in the bridge-forwarding UE or

vlan database for the specified VLAN. PE

show ports security Displays the port-lock status. PE

show ports security Displays current dynamic addresses in locked ~ |PE

addresses ports.

a. For the meaning of each Mode abbreviation, see Mode Typeson page 77.

Auto-VoIP

Command Description Mode?

switchport voice detect Enables the VoIP Profile on all the interfaces of |GC or

auto the switch. IC

show switchport voice Displays the status of auto-voip on an interface |PE

or all interfaces.
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a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

CDP Interoperability
Command Description Mode?
clear isdp counters Clears the ISDP counters. PE
clear isdp table Clears entries in the ISDP table. PE
isdp advertise-v2 Enables the sending of ISDP version 2 packets |GC
from the device.
isdp enable Enables ISDP on the switch. GCor
IC
isdp holdtime Configures the hold time for ISDP packets that |GC
the switch transmits.
isdp timer Sets period of time between sending new ISDP |GC
packets.
show isdp Displays global ISDP settings. PE
show isdp interface Displays ISDP settings for the specified PE
interface.
show isdp entry Displays ISDP entries. PE
show isdp neighbors Displays the list of neighboring devices. PE
show isdp traffic Displays ISDP statistics. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Data Center Bridging

Command Description Mode?

clear priority-flow-control  |Clears all or interface Priority-Flow-Control PE

statistics statistics.

datacenter-bridging Enters the Data Center Bridging mode. IC

priority-flow-control mode |Enables Priority-Flow-Control (PFC) on an DCB

on interface.

priority-flow-control Enables the priority group for lossless behavior |DCB

priority (PFC enabled).

show interfaces datacenter- | Displays the datacenter-bridging configuration, |PE

bridging status and counters for a given interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

DHCP 12 Relay

Command Description Mode?

dhep 12relay Enables the Layer 2 DHCP Relay agent foran |GC or
interface or globally. IC

dhcep 12relay circuit-id Enables user to set the DHCP Option 82 GC
Circuit ID for a VLAN.

dhep 12relay remote-id Enables user to set the DHCP Option 82 GC
Remote ID for a VLAN.

dhcep 12relay vlan Enables the L2 DHCP Relay agent for a set of |GC
VLAN:S.

dhep 12relay trust Configures an interface to trust a received IC
DHCP Option 82.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

DHCP Management Interface

Command Description Mode?

release dhep Forces the DHCPv4 client to release aleased | PE

address.
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Command

Description

Mode?

renew dhep

Forces the DHCP client to immediately renew
an [Pv4 address lane.

PE

debug dhep packet Displays debug information about DHCPv4 PE
client activities and traces DHCP v4 packets to
and from the local DHCPv4 client.
show dhep lease Displays IPv4 addresses leased from a DHCP | PE
sCrver.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
DHCP Snooping
Command Description Mode?
clear ip dhep snooping Clears all DHCP Snooping entries. PE
binding
clear ip dhep snooping Clears all DHCP Snooping statistics. PE
statistics
ip dhep snooping Enables DHCP snooping globally or on a GC or
specific VLAN. IC
ip dhep snooping binding | Configures a static DHCP Snooping binding.  |GC
ip dhep snooping database | Configures the persistent location of the DHCP |GC
snooping database.
ip dhep snooping database |Configures the interval in seconds at which the |GC
write-delay DHCP Snooping database will be stored in
persistent storage.
ip dhep snooping limit Controls the maximum rate of DHCP IC
messages.
ip dhep snooping log- Enables logging of DHCP messages filtered by |IC
invalid the DHCP Snooping application.
ip dhep snooping trust Configure a port as trusted for DHCP snooping. |1C
ip dhep snooping verify Enables the verification of the source MAC GC
mac-address address with the client MAC address in the
received DHCP message.
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Command Description Mode?

show ip dhep snooping Displays the DHCP snooping global and per PE
port configuration.

show ip dhep snooping Displays the DHCP snooping binding entries. |PE

binding

show ip dhep snooping Displays the DHCP snooping configuration PE

database related to the database persistence.

show ip dhep snooping Displays the DHCP Snooping status of the PE

interfaces interfaces.

show ip dhep snooping Displays the DHCP snooping filtration PE

statistics statistics.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Dynamic ARP Inspection

Command Description Mode?

arp access-list Creates an ARP ACL. GC

clear ip arp inspection Resets the statistics for Dynamic ARP PE

statistics Inspection on all VLANG.

ip arp inspection filter Configures the ARP ACL to be used for a single |GC
VLAN or a range of VLANS to filter invalid ARP
packets.

ip arp inspection limit Configures the rate limit and burst interval IC
values for an interface.

ip arp inspection trust Configures an interface as trusted for Dynamic |IC
ARP Inspection.

ip arp inspection validate | Enables additional validation checks like source |GC
MAC address validation, destination MAC
address validation or IP address validation on
the received ARP packets.

ip arp inspection vlan Enables Dynamic ARP Inspection on a single  |GC
VLAN or a range of VLAN:G.

permit ip host mac host Configures a rule for a valid IP address and ARPA

MAC address combination used in ARP packet
validation.
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Command Description Mode?

show arp access-list Displays the configured ARP ACLs with the PE
rules.

show ip arp inspection Displays the Dynamic ARP Inspection PE

interfaces configuration.

show ip arp inspection Displays the Dynamic ARP Inspection PE

interfaces configuration on all the DAI enabled interfaces.

show ip arp inspection vlan |Displays the Dynamic ARP Inspection PE
configuration on all the VLANG in the given
VLAN range.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Email Alerting

Command Description Mode?

logging email Enables email alerting and sets the lowest GC
severity level for which log messages are
emailed.

logging email urgent Sets the lowest severity level at which log GC
messages are emailed in an urgent manner.

logging traps Sets the lowest severity level at which SNMP  |GC
traps are logged.

logging email message-type |Configures the To address field of the email.  |GC

to-addr

logging email from-addr Configures the From address of the email. GC

logging email message-type |Configures the subject. GC

subject

logging email logtime Configures the value of how frequently the GC
queued messages are sent.

logging email test message- | Tests whether or not an email is being sent to an |GC

type

SMTP server.
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Command Description Mode?
show logging email Displays information on how many emails are | PE
statistics sent, how many emails failed, when the last
email was sent, how long it has been since the
last email was sent, how long it has been since
the email changed to disabled mode.
clear logging email statistics | Clears the email alerting statistics. GC
security Sets the email alerting security protocol. MSC
mail-server ip- Configures the SMTP server IP address and GC
address | hostname changes the mode to Mail Server Configuration
Mode.
port (Mail Server Configures the TCP port to use for MSC
Configuration Mode) communication with the SMTP servers.
username (Mail Server Configures the username required by the MSC
Configuration Mode) authentication.
password (Mail Server Configures the password required to MSC
Configuration Mode) authenticate to the email server.
show mail-server Displays the configuration of all the mail servers |PE
or a particular mail server.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Ethernet Configuration
Command Description Mode?
clear counters Clears statistics on an interface. PE
description Adds a description to an interface. IC
duplex Configures the full/half duplex operation ofa  |IC
given Ethernet interface when not using auto-
negotiation.
flowcontrol Configures the flow control on a given interface.| GC
interface Enters the interface configuration mode to GCor
configure parameters for an interface. IC
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Command Description Mode?

interface range Enters the interface configuration mode to GC,
execute a command on multiple ports at the  |IC, IR
same time.

mtu Enables jumbo frames on an interface by IC
adjusting the maximum size of a packet or
maximum transmission unit (MTU).

show interfaces advertise | Displays information about auto negotiation ~ |PE
advertisement.

show interfaces Displays the configuration for all configured UE

configuration interfaces.

show interfaces counters | Displays traffic seen by the physical interface. |UE

show interfaces description |Displays the description for all configured UE
interfaces.

show interfaces detail Displays the detail for all configured interfaces. |UE

show interfaces status Displays the status for all configured interfaces. |UE

show statistics Displays statistics for one port or for the entire |PE
switch.

show statistics switchport | Displays detailed statistics for a specific port or |PE
for the entire switch.

show storm-control Displays the storm control configuration. PE

shutdown Disables interfaces. IC

speed Configures the speed of a given Ethernet IC
interface when not using auto-negotiation.

storm-control broadcast Enables Broadcast storm control. IC

storm-control multicast Enables the switch to count Multicast packets |IC
together with Broadcast packets.

storm-control unicast Enables Unicast storm control. IC

switchport protected Sets the port to Protected mode. IC

switchport protected name |Configures a name for a protected group. GC

show switchport protected |Displays protected group/port information. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Ethernet CFM

Command Description Mode?

ethernet cfm domain Enters into maintenance domain config mode |GC
for an existing domain. Use the optional level
parameter to create a domain and enter into
maintenance domain config mode.

service Associates a VLAN with a maintenance domain. [MDC

ethernet cfm cc level Initiates sending continuity checks (CCMs) at |GC
the specified interval and level on a VLAN
monitored by an existing domain.

ethernet cfm mep level Creates a Maintenance End Point (MEP) on an |IC
interface at the specified level and direction.

ethernet cfm mep enable  |Enables a MEP at the specified level and IC
direction.

ethernet cfm mep active | Activates a MEP at the specified level and IC
direction.

ethernet cfm mep archive- |Maintains internal information on a missing IC

hold-time MEP

ethernet cfm mip level Creates a Maintenance Intermediate Point IC
(MIP) at the specified level.

ping cthernet cfm Generates a loopback message (LBM) from |PE
the configured MEP.

traceroute ethernet cfm Generates a link trace message (LT'M) from the |PE
configured MEP.

show ethernet cfm errors | Displays the cfm errors. PE

show ethernet cfm domain | Displays the configured parameters in a PE
maintenance domain.

show ethernet cfm Displays the configured local maintenance PE

maintenance-points local | points.

show ethernet cfm Displays the configured remote maintenance  |PE

maintenance-points remote | points.

show ethernet cfm statistics| Displays the CFM statistics. PE

debug cfm Enables CFM debugging. PE
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a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

GVRP
Command Description Mode?
clear gvrp statistics Clears all the GVRP statistics information. PE
garp timer Adjusts the GARP application join, leave, and  |IC
leaveall GARP timer values.
gvrp enable (global) Enables GVRP globally. GC
gvrp enable (interface) Enables GVRP on an interface. IC
gvrp registration-forbid De-registers all VLANS, and prevents dynamic  |IC
VLAN registration on the port.
gvrp vlan-creation-forbid  |Enables or disables dynamic VLAN creation.  |IC
show gvrp configuration Displays GVRP configuration information, PE
including timer values, whether GVRP and
dynamic VLAN creation is enabled, and
which ports are running GVRP.
show gvrp error-statistics | Displays GVRP error statistics. UE
show gvrp statistics Displays GVRP statistics. UE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IGMP Snooping
Command Description Mode?
ip igmp snooping (Global) |In Global Config mode, Enables Internet GC
Group Management Protocol (IGMP)
snooping.
1p igmp snooping Enables Internet Group Management Protocol |IC
(Interface) (IGMP) snooping on a specific VLAN.
ip igmp snooping host- Configures the host-time-out. IC
time-out
ip igmp snooping leave- Configures the leave-time-out. IC
time-out
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Command

Description

Mode?

1p igmp snooping mrouter-
time-out

Configures the mrouter-time-out.

IC

show ip igmp snooping Displays Multicast groups learned by IGMP UE
groups snooping.
show ip igmp snooping Displays IGMP snooping configuration. PE
interface
show ip igmp snooping Displays information on dynamically learned ~ |PE
mrouter Multicast router interfaces.
ip igmp snooping (VLAN) |In VLAN Config mode, enables IGMP snooping | VLAN
on a particular VLAN or on all interfaces
participating in a VLAN.
ip igmp snooping fast-leave | Enables or disables IGMP Snooping fast-leave |VLAN
mode on a selected VLAN.,
ip igmp snooping Sets the IGMP Group Membership Interval VLAN
groupmembership-interval |time on a VLAN.
1p igmp snooping Sets the IGMP Maximum Response time ona |VLAN
maxresponse particular VLAN.
1p igmp snooping Sets the Multicast Router Present Expiration  |VLAN
mcertrexpiretime time.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IGMP Snooping Querier
Command Description Mode?
ip igmp snooping querier | Enables/disables IGMP Snooping Querier on |GG,
the system (Global Configuration mode) or on |VLAN
a VLAN.
ip igmp snooping querier | Enables the Snooping Querier to participate in |VLAN
election participate the Querier Election process when it discovers
the presence of another Querier in the VLAN.
ip igmp snooping querier | Sets the IGMP Querier Query Interval time. GC
query-interval
ip igmp snooping querier | Sets the IGMP Querier timer expiration period. |GC

timer expiry
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Command Description Mode?

ip igmp snooping querier | Sets the IGMP version of the query that the GC

version snooping switch is going to send periodically.

show igmp snooping Displays IGMP Snooping Querier information. |PE

querier

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

IP Addressing

Command Description Mode?

clear host Deletes entries from the host name-to-address  |PE
cache.

clear ip address-conflict- | Clears the address conflict detection status in ~ |PE

detect the switch.

interface out-of-band Brings up the OOB port configuration menu.  |GC

ip address-conflict-detect | Triggers the switch to run active address conflict |GC

run detection by sending gratuitous ARP packets for
IPv4 addresses on the switch.

ip address dhep Acquires an IP address on an interface from the |IC
DHCEP server.

ip default-gateway Defines a default gateway (router). GC

ip domain-lookup Enables IP DNS-based host name-to-address  |GC
translation.

ip domain-name Defines a default domain name to complete GC
unqualified host names.

ip host Configures static host name-to-address GC
mapping in the host cache.

ip name-server Configures available name servers. GC

ipv6 address Set the IPv6 address of the management GC
interface.

ipv6 address dhep Enables the DHCPv6 client on an IPv6 IC
interface.

ipv6 enable Enable IPv6 on the management interface. GC
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Command Description Mode?

show arp switch Displays the entries in the ARP table. PE

show hosts Displays the default domain name, a list of UE
name server hosts, static and cached list of host
names and addresses.

show ip address-conflict Displays the status information corresponding | UE or
to the last detected address conflict. PE

show ip helper-address Displays the ip helper addresses configuration. |PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

IPv6 ACL

Command Description Mode®

{deny | permit} Creates a new rule for the current IPv6 access | vOACL
list.

1pv6 access-list Creates an IPv6 Access Control List (ACL) GC
consisting of classification fields defined for the
[P header of an IPv6 frame.

1pv6 access-list rename Changes the name of an IPv6 ACL. GC

ipv6 traffic-filter Attaches a specific IPv6 ACL to an interface or |GC
associates it with a VLAN ID in a given IC
direction.

show ipv6 access-lists Displays an IPv6 access list (and the rules PE
defined for it).

a. For the meaning of each Mode abbreviation, see Mode Types on page 77.

IPv6 MLD Snooping

Command Description Mode?

ipv6 mld snooping Enables or disables MLD Snooping immediate- |IC

immediate-leave leave admin mode on a selected interface or VLAN
VLAN.

ipv6 mld snooping Sets the MLD Group Membership Interval IC

groupmembership-interval |time on a VLAN or interface. VLAN

94 | Command Groups




Command Description Mode?
ipv6 mld snooping Sets the MLD Maximum Response time for an |IC or
maxresponse interface or VLAN. VLAN
ipv6 mld snooping Sets the Multicast Router Present Expiration  |IC
mcertexpiretime time.
ipv6 mld snooping (Global) | Enables MLD Snooping on the system (Global |GC
Config Mode).
ipv6 mld snooping Enables MLD Snooping on an interface. IC
(Interface)
ipv6 mld snooping (VLAN) |Enables MLD Snooping on a particular VLAN | VLAN
and all interfaces participating in that VLAN.
show ipv6 mld snooping Displays MLD Snooping information. PE
show ipv6 mld snooping | Displays the MLD Snooping entries in the PE
groups MFDB table.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IPv6 MLD Snooping Querier
Command Description Mode?
ipv6 mld snooping querier |Enables MLD Snooping Querier on the system |GC or
orona VLAN. VLAN
ipv6 mld snooping querier |Sets the global MLD Snooping Querier address |GC or
address on the system or on a VLAN. VLAN
ipv6 mld snooping querier |Enables the Snooping Querier to participate in |VLAN
election participate the Querier Election process when it discovers
the presence of another Querier in the VLAN.
ipv6 mld snooping querier |Sets the MLD Querier Query Interval time. GC
query-interval
ipv6 mld snooping querier |Sets the MLD Querier timer expiration period. |GC
timer expiry
show ipv6 mld snooping | Displays MLD Snooping Querier information. |PE

querier

a. For the meaning of each Mode abbreviation, see Mode Types on page 77.
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IP Source Guard

Command Description Mode?

ip verify source Enables filtering of IP packets matching the IC
source [P address.

ip verify source port- Enables filtering of IP packets matching the IC

security source 1P address and the source MAC address.

ip verify binding Conlfigures static bindings. GC

show ip verify interface Displays the IPSG interface configuration. PE

show ip verify source Displays the bindings configured on a particular |PE

interface interface.

show ip source binding Displays all bindings (static and dynamic). PE

a.
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iSCSI Optimization

Link Dependency

Command Description Mode?

Iscsi aging time Sets aging time for iSCSI sessions. GC

Iscsi cos Sets the quality of service profile that willbe  |GC
applied to iSCSI flows.

iscsi enable Enables Global Configuration mode command |GC
globally enables iSCSI awareness.

iscsi target port Configures an iSCSI target port (optionally GC
configures target port address and name).

show iscsi Displays the iSCSI settings. PE

show iscsi sessions Displays the iSCSI sessions. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Command Description Mode?

action Indicates if the link-dependency group should |LD
mirror or invert the status of the depended on
interfaces.

link-dependency group Enters the link-dependency mode to configure |GC
a link-dependency group.

add gigabitethernet Adds member gigabit Ethernet port(s) to the |LD
dependency list.

add tengigabitethernet Adds member ten gigabit Ethernet port(s) to |LD
the dependency list.

add port-channel Adds member port-channels to the LD
dependency list.

depends-on Adds the dependent Etheret ports or port  |LD
channels list.

show link-dependency Shows the link dependencies configured ona |PE
particular group.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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LLDP

Command Description Mode?

clear lldp remote-data Deletes all data from the remote data table. PE

clear lldp statistics Resets all LLDP statistics. PE

1ldp notification Enables remote data change notifications. IC

1ldp notification-interval ~ |Limits how frequently remote data change GC
notifications are sent.

1ldp receive Enables the LLDP receive capability. IC

1ldp timers Sets the timing parameters for local data GC
transmission on ports enabled for LLDP.

1ldp transmit Enables the LLDP advertise capability. IC

lldp transmit-mgmt Specifies that transmission of the local system  |IC
management address information in the
LLDPDUs is included.

1ldp transmit-tlv Specifies which optional TLVs in the §02.1AB  |IC
basic management set will be transmitted in the
LLDPDUs.

show lldp Displays the current LLDP configuration PE
summary.

show lldp interface Displays the current LLDP interface state. PE

show Ildp local-device Displays the LLDP local data. PE

show lldp remote-device | Displays the current LLDP remote data. PE

show lldp statistics Displays the current LLDP traffic statistics. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Multicast VLAN Registration

Command Description Mode?

mvr Enables MVR. GC or

IC
mvr group Adds an MVR membership group. GC
mvr mode Changes the MVR mode type. GC
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Command Description Mode?
mvr querytime Sets the MVR query response time. GC
mvr vlan Sets the MVR multicast VLAN. GC
mvr immediate Enables MVR Immediate Leave mode. IC
mvr type Sets the MVR port type. IC
mvr vlan group Use to participate in the specific MVR group. |IC
show mvr Displays global MVR settings. PE
show mvr members Displays the MVR membership groups PE
allocated.
show mvr interface Displays the MVR enabled interface PE
configuration.
show mvr traffic Displays global MVR statistics. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Port Channel
Command Description Mode?
channel-group Associates a port with a port-channel. IC
interface port-channel Enters the interface configuration mode of a |GC
specific port-channel.
interface range port- Enters the interface configuration mode to  |GC
channel configure multiple port-channels.
hashing-mode Sets the hashing algorithm on trunk ports.  |1C (port-
channel)
lacp auto Sets the LACP (Link Aggregation) mode to  |PA
dynamic for that Aggregator Group.
lacp off Sets the LACP (Link Aggregation) mode to | PA
off for that Aggregator Group.
lacp port-priority Configures the priority value for physical IC
ports.
lacp static Sets the LACP (Link Aggregation) mode to |PA
static for that Aggregator Group.
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100 |

Command Description Mode?
lacp system-priority Configures the system LACP priority. GC
lacp timeout Assigns an administrative LACP timeout. IC

no lacp Sets the LACP (Link Aggregation) mode to | PA

default for that Aggregator Group.

port-channel min-links

Sets the minimum number of links that must
be up in order for the port channel interface
to be declared up.

show interfaces port- Displays port-channel information. PE
channel
show lacp Displays LACP information for ports. PE
show statistics port- Displays port-channel statistics. PE
channel
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Port Aggregator
Command Description Mode?
add ethernet Adds member Ethernet port(s) to | PA
the Aggregator Group.
duplex Configures the full/half duplex PA

operation of all member ports in the
aggregator group/zone.

minimum active uplinks

Sets the minimum number of
uplinks to be active for the Group.

PA

mtu disable

Sets the mtu size to default (1518)
on all the member ports in the
aggregator group/zone.

PA

negotiation

Enables auto-negotiation of all
member ports in the aggregator
group/zone.

PA

port-aggregator group

Enters Port Aggregator mode to
configure aggregator group
attributes.

GC
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Command Description Mode?
show bridge address-table Shows the MAC address table fora | PE
particular aggregator group.
speed Contigures the speed of all member | PA
ports in the aggregator group/zone.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Port Monitor
Command Description Mode?
monitor session Configures a port monitoring session. GC
show monitor session Displays the port monitoring status. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
QoS
Command Description Mode?
assign-queue Modifies the queue ID to which the associated |PCMC
traffic stream is assigned.
class Creates an instance of a class definition within |PMC
the specified policy for the purpose of defining
treatment of the traffic class through
subsequent policy attribute statements.
class-map Defines a new DiffServ class of type match-all, | GC
match-any, or match-access-group. For now,
only match-allis available in the CLI.
class-map rename Changes the name of a DiffServ class. GC
classofservice dotlp- Maps an 802.1p priority to an internal traffic  |GC or
mapping class for a switch. IC
classofservice ip-dscp- Maps an [P DSCP value to an internal traffic  |GC
mapping class.
classofservice trust Sets the class of service trust mode of an GCor
interface. IC
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Command Description Mode?
conform-color Specifies for each outcome, the only possible  |PCMC
actions are drop, setdscp-transmit, set-prec-
transmit, or transmit.
cos-queue min-bandwidth |Specifies the minimum transmission GC or
bandwidth for each interface queue. IC
cos-queue random-detect  |Configures WRED queue management policy |IC
on an interface CoS queue.
cos-queue strict Activates the strict priority scheduler mode for |GC or
each specified queue. IC
diffserv Sets the DiffServ operational mode to active. |GC
drop Use the drop policy-class-map configuration |PCMC
command to specify that all packets for the
associated traffic stream are to be dropped at
ingress.
mark cos Marks all packets for the associated traffic PCMC
stream with the specified class of service value
in the priority field of the 802.1p header.
mark ip-dscp Marks all packets for the associated traffic PCMC
stream with the specified [P DSCP value.
mark ip-precedence Marks all packets for the associated traffic PCMC
stream with the specified IP precedence value.
match class-map Adds add to the specified class definition the |CMC
set of match conditions defined for another
class.
match cos Adds to the specified class definition a match |[CMC
condition for the Class of Service value.
match destination-address |Adds to the specified class definition a match |CMC
mac condition based on the destination MAC
address of a packet.
match dstip Adds to the specified class definition a match |[CMC

condition based on the destination IP address
of a packet.
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Command

Description

Mode?

match dstip6

Adds to the specified class definition a match
condition based on the destination IPv6
address of a packet.

v6CMC

match dstl4port

Adds to the specified class definition a match
condition based on the destination layer 4 port
of a packet using a single keyword, or a numeric
notation.

CMC

match cthertype

Adds to the specified class definition a match
condition based on the value of the ethertype.

CMC

match ip6flowlbl

Adds to the specified class definition a match
condition based on the IPv6 flow label of a
packet.

v6CMC

match ip dscp

Adds to the specified class definition a match
condition based on the value of the IP DiffServ
Code Point (DSCP) field in a packet.

CMC

match ip precedence

Adds to the specified class definition a match
condition based on the value of the IP.

CMC

match ip tos

Adds to the specified class definition a match
condition based on the value of the IP TOS
field in a packet.

CMC

match protocol

Adds to the specified class definition a match
condition based on the value of the IP Protocol
field in a packet using a single keyword
notation or a numeric value notation.

CMC

match source-address mac

Adds to the specified class definition a match
condition based on the source MAC address of
the packet.

CMC

match srcip

Adds to the specified class definition a match
condition based on the source IP address of a
packet.

CMC

match srcip6

Adds to the specified class definition a match
condition based on the source IPv6 address of a
packet.

voCMC
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Command Description Mode?

match srcl4port Adds to the specified class definition a match |[CMC
condition based on the source layer 4 port of a
packet using a single keyword, a numeric
notation, or a numeric range notation.

match vlan Adds to the specified class definition a match |[CMC
condition based on the value of the layer 2
VLAN Identifier field.

mirror Mirrors all the data that matches the class PCMC
defined to the destination port specified.

police-simple Establishes the traffic policing style for the PCMC
specified class.

policy-map Establishes a new DiffServ policy or enters GC
policy map configuration mode.

redirect Specifies that all incoming packets for the PCMC
associated traffic stream are redirected to a
specific egress interface (physical port or port-
channel).

service-policy Attaches a policy to an interface in a particular |GC or
direction. IC

show class-map Displays all configuration information for the |PE
specified class.

show classofservice dotlp- | Displays the current Dotlp (802.1p) priority  |PE

mapping mapping to internal traffic classes for a specific
interface.

show classofservice ip- Displays the current IP DSCP mapping to PE

dscp-mapping internal traffic classes for a specific interface.

show classofservice trust | Displays the current trust mode setting fora  |PE
specific interface.

show diffserv Displays the DiffServ General Status PE
information.

show diffserv service Displays policy service information for the PE

interface specified interface and direction.

show diffserv service Displays policy service information for the PE

interface port-channel

specified interface and direction.
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show diffserv service brief | Displays all interfaces in the system to which a |PE
DiffServ policy has been attached.

show interfaces cos-queue | Displays the class-of-service queue PE
configuration for the specified interface.

show interfaces random- | Displays the WRED policy on an interface. PE

detect

show policy-map Displays all configuration information for the |PE
specified policy.

show policy-map interface |Displays policy-oriented statistics information |PE
for the specified interface and direction.

show service-policy Displays a summary of policy-oriented PE
statistics information for all interfaces.

traffic-shape Specifies the maximum transmission GC or
bandwidth limit for the interface as a whole.  |IC

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Radius

Command Description Mode?

aaa accounting network Enables RADIUS accounting on the switch. GC

default start-stop group
radius

acct-port

Sets the port that connects to the RADIUS
accounting server.

auth-port Sets the port number for authentication requests |R
of the designated radius server.

deadtime Improves Radius response times when a server is |R
unavailable by causing the unavailable server to
be skipped.

key Sets the authentication and encryption key for all [R

RADIUS communications between the switch
and the RADIUS daemon.
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communication with RADIUS servers.

Command Description Mode?

msgauth Enables the message authenticator attribute to |R
be used for the RADIUS Authenticating server
being configured.

name Assigns a name to a RADIUS server. R

primary Specifies that a configured server should be the |R
primary server in the group of authentication
servers which have the same server name.

priority Specifies the order in which the servers are to be |R
used, with 0 being the highest priority.

radius-server deadtime Improves RADIUS response times when servers |GC
are unavailable. Causes the unavailable servers
to be skipped.

radius-server host Specifies a RADIUS server host. GC

radius-server key Sets the authentication and encryption key for |GC
all RADIUS communications between the
switch and the RADIUS daemon.

radius-server retransmit Specifies the number of times the software GC
searches the list of RADIUS server hosts.

radius-server source-ip Specifies the source IP address used for GC
communication with RADIUS servers.

radius-server timeout Sets the interval for which a switch waits fora |GC
server host to reply.

retransmit Specifies the number of times the software R
searches the list of RADIUS server hosts before
stopping the search.

show aaa servers Displays the list of configured RADIUS servers |UE or
and the values configured for the global PE
parameters of the RADIUS client.

show radius-servers Displays the RADIUS server settings. PE

show radius-servers Shows the statistics for an authentication or PE

statistics accounting server.

source-ip Specifies the source IP address to be used for ~ |R
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Command Description Mode?

timeout Sets the timeout value in seconds for the R
designated radius server.

usage Specifies the usage type of the server. R

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Spanning Tree

Command Description Mode?

clear spanning-tree Restarts the protocol migration process on all  |PE

detected-protocols interfaces or on the specified interface.

exit (mst) Exits the MST configuration mode and applies |MC
configuration changes.

instance (mst) Maps VLANSs to an MST instance. MC

name (mst) Defines the MST configuration name. MC

revision (mst) Defines the configuration revision number. MC

show spanning-tree Displays spanning tree configuration. PE

show spanning-tree Displays spanning tree settings and parameters |PE

summary for the switch.

spanning tree Enables spanning-tree functionality. GC

spanning-tree auto-portfast |Sets the port to auto portfast mode. IC

spanning-tree bpdu Allows flooding of BPDUs received on GC

flooding nonspanning-tree ports to all other non-
spanning-tree ports.

spanning-tree bpdu- Enables BPDU protection on a switch. GC

protection

spanning-tree cost Configures the spanning tree path cost for a IC
port.

spanning-tree disable Disables spanning tree on a specific port. IC

spanning-tree forward-time |Configures the spanning tree bridge forward GC
time.

spanning-tree guard Selects whether loop guard or root guard is IC
enabled on an interface.
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hold-count

bridge is allowed to send within a hello time
window (2 seconds).

Command Description Mode?

spanning-tree loopguard | Enables loop guard on all ports. GC

spanning-tree max-age Configures the spanning tree bridge maximum |GC
age.

spanning-tree max-hops Sets the MSTP Max Hops parameter to a new |GC
value for the common and internal spanning
tree.

spanning-tree mode Conlfigures the spanning tree protocol. GC

spanning-tree mst Enables configuring an MST region by entering |GC

configuration the multiple spanning-tree (MST) mode.

spanning-tree mst cost Configures the path cost for multiple spanning |IC
tree (MST) calculations.

spanning-tree mst port- Configures port priority. IC

priority

spanning-tree mst priority | Configures the switch priority for the specified |GC
spanning tree instance.

spanning-tree portfast Enables PortFast mode. IC

spanning-tree portfast Discards BPDUs received on spanningtree ports | GC

bpdufilter default in portfast mode.

spanning-tree portfast Enables Portfast mode on all ports. GC

default

spanning-tree port-priority |Configures port priority. IC

spanning-tree priority Configures the spanning tree priority. GC

spanning-tree tenguard Prevents a port from propagating topology IC
change notifications.

spanning-tree transmit Set the maximum number of BPDUs that a GC

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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TACACS+

Command Description Mode?

key Specifies the authentication and encryption key | TC
for all TACACS communications between the
device and the TACACS server.

port Specifies a server port number. TC

priority Specifies the order in which servers are used. | TC

show tacacs Displays TACACS + server settings and PE
statistics.

tacacs-server host Specifies a TACACS+ server host. GC

tacacs-server key Sets the authentication and encryption key for |GC
all TACACS+ communications between the
switch and the TACACS + daemon.

tacacs-server timeout Sets the interval for which the switch waits for a |GC
server host to reply.

timeout Specifies the timeout value in seconds. TC

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

VLAN

Command Description Mode?

dvlan-tunnel ethertype Configures the EtherType for the interface. GC

interface vlan Enters the interface configuration (VLAN) GC
mode.

interface range vlan Enters the interface configuration mode to GC
configure multiple VLANs.

mode dvlan-tunnel Enables Double VLAN tunneling on the IC
specified interface.

name Configures a name to a VLAN. IC

protocol group Attaches a vianidto the protocol-based VLAN | VLAN
identified by groupid.

protocol vlan group Adds the physical unit/slot/port interface to the |IC
protocol-based VLAN identified by grouprd.
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Command Description Mode?

protocol vlan group all Adds all physical unit/slot/port interfaces to the |GC
protocol-based VLAN identified by grouprd.

show dvlan-tunnel Displays all interfaces enabled for Double PE
VLAN Tunneling.

show dvlan-tunnel interface | Displays detailed information about Double PE
VLAN Tunneling for the specified interface.

show interfaces switchport | Displays switchport configuration. PE

show port protocol Displays the Protocol-Based VLAN information | PE
for either the entire system or for the indicated
group.

show vlan Displays detailed information, including PE
interface information and dynamic vlan type,
for a specific VLAN.

show vlan association mac | Displays the VLAN associated with a specific ~ |PE
configured MAC address.

show vlan association Displays the VLAN associated with a specific | PE

subnet configured IP subnet.

switchport access vlan Configures the VLAN ID when the interface is |IC
in access mode.

switchport forbidden vlan | Forbids adding specific VLANs to a port. IC

switchport general Discards untagged frames at ingress. IC

acceptable-frame-type

tagged-only

switchport general allowed |Adds or removes VLANSs from a port in General |IC

vlan mode.

switchport general ingress- | Disables port ingress filtering. IC

filtering disable

switchport general pvid Configures the PVID when the interface isin  |IC
general mode.

switchport mode Configures the VLAN membership mode of a  |IC
port.

switchport trunk Adds or removes VLANSs from a trunk port. IC
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Command Description Mode?
vlan Creates a VLAN., VLAN
vlan (Global Config) Configures a VLAN. GC
vlan association mac Associates a MAC address to a VLAN. VLAN
vlan association subnet Associates an [P subnet to a VLAN. VLAN
vlan database Enters the VLAN database configuration mode. |GC

vlan makestatic

Changes a dynamically created VLAN to a static
VLAN.

VLAN

vlan protocol group Adds protocol-based VLAN groups to the GC
system.
vlan protocol group add Adds a protocol to the protocol-based VLAN  |GC

protocol

identified by groupid.

vlan protocol group name

Adds a group name to the protocol-based VLAN
identified by groupid.

GC

vlan protocol group remove |Removes the protocol-base VLAN group GC
identified by groupid.

vlan routing Enable routing on a VLAN. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

802.1x

Command Description Mode?®

dotlx dynamic-vlan enable |Enables the capability of creating VLANs GC
dynamically when a RADIUS-assigned VLAN
does not exist in the switch.

dot1x initialize Begins the initialization sequence on the PE
specified port.

dotlx mac-auth-bypass Enables MAB on an interface. IC

dotlx max-req Sets the maximum number of times the switch |IC
sends an EAP-request frame to the client before
restarting the authentication process.
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Command

Description

Mode?

dot1x max-users

Sets the maximum number of clients supported
on the port when MAC-based 802.1X
authentication is enabled on the port.

history

information during successful and unsuccessful
dot1x authentication processes.

dot1x port-control Enables manual control of the authorization — |IC
state of the port.
dot1x re-authenticate Manually initiates a re-authentication of all PE
802.1x-enabled ports or a specified 8§02.1X
enabled port.
dot1x reauthentication Enables periodic re-authentication of the client.|1C
dotlx system-auth-control |Enables 802.1X globally. GC
monitor
dotlx timeout guest-vlan- | Sets the number of seconds that the switch IC
period waits before authorizing the client if the client
is a dotlx unaware client.
dotlx timeout quiet-period |Sets the number of seconds the switch remains |IC
in the quiet state following a failed
authentication attempt.
dotlx timeout re- Sets the number of seconds between re- IC
authperiod authentication attempts.
dot1x timeout server- Sets the number of seconds the switch waits for [IC
timeout a response from the authentication server
before resending the request.
dotlx timeout supp- Sets the number of seconds the switch waits for [IC
timeout a response to an EAP-request frame from the
client before retransmitting the request.
dotlx timeout tx-period Sets the number of seconds the switch waits for [IC
a response to an EAP-request/identify frame
from the client before resending the request.
show dot1x Displays 802.1X status for the switch or the PE
specified interface.
show dotlx authentication- | Displays the dotlx authentication events and | PE
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Command Description Mode?

show dotlx clients Displays detailed information about the users | PE
who have successfully authenticated on the
system or on a specified port.

show dotlx interface Shows the status of MAC Authentication PE
Bypass.

show dot1x statistics Displays 802.1X statistics for the specified PE
interface.

show dotlx users Displays active 802.1X authenticated users for |PE
the switch.

clear dot1lx authentication- |Clears the authentication history table captured | PE

history during successful and unsuccessful
authentication.

dotlx guest-vlan Sets the guest VLAN on a port. IC

dotlx unauth-vlan Specifies the unauthenticated VLAN on a port. |IC

dotlIx guest-vlan Defines a guest VLAN. IC

show dotlx advanced Displays 802.1X advanced features for the PE
switch or specified interface.

radius-server attribute 4 Sets the network access server (NAS) IP address | GC
for the RADIUS server.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Layer 3 Commands

ARP (IPv4)

Command Description Mode?

arp Creates an Address Resolution Protocol (ARP) | GC
entry.

arp cachesize Configures the maximum number of entries in | GC
the ARP cache.

arp dynamicrenew Enables the ARP component to automatically | GC
renew dynamic ARP entries when they age out.

Command Groups
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arp purge Causes the specified IP address to be removed | PE
from the ARP cache.

arp resptime Configures the ARP request response timeout.  |GC

arp retries Configures the ARP count of maximum request |GC
for retries.

arp timeout Configures the ARP entry age-out time. GC

clear arp-cache Removes all ARP entries of type dynamic from |PE
the ARP cache.

clear arp-cache Removes all entries from the ARP cache learned | PE

management from the management port.

ip local-proxy-arp Enables proxying of ARP requests. IC

Ip proxy-arp Enables proxy ARP on a router interface. IC

show arp Displays the Address Resolution Protocol (ARP) |PE
cache.

show arp brief Displays the brief Address Resolution Protocol | PE
(ARP) table information.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

DHCP Server and Relay Agent (IPv4)

Command Description Mode?

ip dhep pool Defines a DHCP address pool that can be used |GC
to supply addressing information to DHCP
client. This command puts the user into DHCP
Pool Configuration mode.

bootfile Sets the name of the image for the DHCP DP
client to load.

clear ip dhep binding Removes automatic DHCP server bindings. PE

clear ip dhep conflict Removes DHCP server address conflicts. PE

client-identifier Identifies a a Microsoft DHCP client to be DP
manually assigned an address.

client-name Specifies the host name of a DHCP client. DP
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Command

Description

Mode?

default-router

Sets the IPv4 address of one or more routers for
the DHCP client to use.

DP

dns-server (IP DHCP Pool
Conlfig)

Sets the IPv4 DNS server address which is
provided to a DHCP client by the DHCP server.

Dp

domain-name (IP DHCP  |Sets the DNS domain name which is provided |DP

Pool Config) to a DHCP client by the DHCP server.

hardware-address Specifies the MAC address of a client to be DP
manually assigned an address.

host Specifies a manual binding for a DHCP client |DP
host.

ip dhep bootp automatic  |Enables automatic BOOTP address GC
assignments.

ip dhep conflict logging Enables DHCP address conflict detection. GC

ip dhep excluded-address | Excludes one or more DHCP addresses from  |GC

automatic assignment.

ip dhep ping packets

Configures the number of pings sent to detect if
an address is in use prior to assigning an address

from the DHCP pool.

GC

lease

Sets the period for which a dynamically
assigned DHCP address is valid.

Dp

netbios-name-server

Configures the IPv4 address of the Windows
Internet Naming Service (WINS) for a
Microsoft DHCP client.

DP

netbios-node-type

Sets the NetBIOS node type for a Microsoft
DHCP client.

Dp

network

Defines a pool of IPv4 addresses for distributing
to clients.

DP

next-server Sets the IPv4 address of the TFTP server to be |DP
used during auto-install.
option Supplies arbitrary configuration information to |DP
a DHCP client.
service dhep Enables local IPv4 DHCP server on the switch. |GC
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sntp Sets the IPv4 address of the NTP server tobe  |DP
used for time synchronization of the client.

show ip dhep binding Displays the configured DHCP bindings. PE

show ip dhep conflict Displays DHCP address conflicts for all relevant |PE
interfaces or a specified interface.

show ip dhep global Displays the DHCP global configuration. PE

configuration

show ip dhep pool Displays the configured DHCP pool or pools.  |UE or

PE

show ip dhcp server Displays the DHCP server binding and message |PE

statistics counters.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

DHCPv6

Command Description Mode?

clear ipv6 dhcp Clears DHCPvO6 statistics for all interfaces or for | PE
a specific interface.

dns-server Sets the IPv6 DNS server address which is v6DP
provided to a DHCPv6 client by the DHCPv6
Server.

domain-name Sets the DNS domain name which is provided |v6DP
to a DHCPv6 client by the DHCPvO6 server.

ipv6 dhep pool Enters IPv6 DHCP Pool Configuration mode. |GC

ipv6 dhep relay Conlfigures an interface for DHCPV6 relay IC
functionality.

ipv6 dhep server Configures DHCPV6 server functionality on an |IC
interface.

prefix-delegation Defines Multiple IPv6 prefixes within a pool for |v6DP
distributing to specific DHCPv6 Prefix
delegation clients.

service dhepv6 Enables DHCPv6 configuration on the router. |GC

show ipv6 dhep Displays the DHCPv6 server name and status. |PE
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show ipv6 dhep binding Displays the configured DHCP pool. PE

show ipv6 dhep interface | Displays DHCPv6 information for all relevant  |UE
interfaces or a specified interface.

show ipv6 dhcep pool Displays the configured DHCP pool. PE

show ipv6 dhep statistics | Displays the DHCPV6 server name and status.  |UE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

DVMRP

Command Description Mode?

ip dvmrp Sets the administrative mode of DVMRP in the |GC
router to active. IC

ip dvmrp metric Configures the metric for an interface. IC

show ip dvmrp Displays the system-wide information for PE
DVMRP.

show ip dvmrp interface Displays the interface information for DVMRP | PE
on the specified interface.

show ip dvmrp neighbor Displays the neighbor information for DVMRP. |PE

show ip dvmrp nexthop Displays the next hop information on PE
outgoing interfaces for routing multicast
datagrams.

show ip dvmrp prune Displays the table that lists the router’s PE
upstream prune information.

show ip dvmrp route Displays the multicast routing information for |PE
DVMRP.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

GMRP

Command Description Mode?

gmrp enable Enables GMRP globally or on a port. GCor

IC
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Command Description Mode?
show gmrp configuration | Displays GMRP configuration. GCor
IC
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IGMP
Command Description Mode?
ip igmp Sets the administrative mode of IGMP in the |GC
system to active.
ip igmp last-member-query- |Sets the number of Group-Specific Queries  |IC
count sent before the router assumes that there are
no local members on the interface.
ip igmp last-member-query- | Configures the Maximum Response Time IC
interval inserted in Group-Specific Queries which are
sent in response to Leave Group messages.
ip igmp query-interval Configures the query interval for the specified |IC
interface. The query interval determines how
fast IGMP Host-Query packets are transmitted
on this interface.
Ip igmp query-max- Configures the maximum response time IC
response-time interval for the specified interface.
ip igmp robustness Configures the robustness that allows tuning  |IC
of the interface.
ip igmp startup-query-count |Sets the number of queries sent out on IC
startup—at intervals equal to the startup
query interval for the interface.
ip igmp startup-query- Sets the interval between general queries sent |IC
interval at startup on the interface.
ip igmp version Configures the version of IGMP for an IC
interface.
show ip igmp Displays system-wide IGMP information. PE
show ip igmp groups Displays the registered multicast groups on the |PE

interface.
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show ip igmp interface Displays the IGMP information for the PE
specified interface.
show ip igmp interface Displays the list of interfaces that have PE
membership registered in the multicast group.
show ip igmp interface stats | Displays the IGMP statistical information for |PE
the interface.
ip igmp router-alert-optional | Sets IGMP to not require the Router-Alert GC
field.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IGMP Proxy
Command Description Mode?
1p Igmp-proxy Enables the IGMP Proxy on the router. IC
ip igmp-proxy reset-status  |Resets the host interface status parameters of  |IC
the IGMP Proxy router.
ip igmp-proxy unsolicited- |Sets the unsolicited report interval for the IC
report-interval IGMP Proxy router.
show ip igmp-proxy Displays a summary of the host interface status |PE
parameters.
show ip igmp-proxy Displays a detailed list of the host interface PE
interface status parameters.
show ip igmp-proxy groups |Displays a table of information about multicast |PE
groups that IGMP Proxy reported.
show ip igmp-proxy groups |Displays complete information about multicast |PE
detail groups that IGMP Proxy has reported.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
IP Helper/DHCP Relay
Command Description Mode?
bootpdhcprelay Configures the maximum allowable relay agent |GC
maxhopcount hops for BootP/DHCP Relay on the system.
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packets processed and relayed by the UDP relay
agent.

Command Description Mode?
bootpdhcprelay Configures the minimum wait time in seconds |GC
minwaittime for BootP/DHCP Relay on the system.
clear ip helper statistics Resets (to 0) the statistics displayed in show ip |PE
helper statistics.
ip dhep relay information | Enables DHCP Relay to check that the relay GC
check agent information option in forwarded
BOOTREPLY messages is valid.
ip dhep relay information  |Enables DHCP Relay to check that the relay — |IC
check-reply agent information option in forwarded
BOOTREPLY messages is valid.
ip dhep relay information | Enables the circuit ID option and remote agent |GC
option ID mode for BootP/DHCP Relay on the system
(also called option 82).
ip dhep relay information | Enables the circuit ID option and remote agent |GC
option-insert ID mode for BootP/DHCP Relay on the circuit
ID option and remote agent ID mode for
BootP/DHCP Relay on the interface (also called
option 82).
ip helper-address (global Configures the relay of certain UDP broadcast |GC
configuration) packets received on any interface.
ip helper-address (interface | Configures the relay of certain UDP broadcast |IC
configuration) packets received on a specific interface.
ip helper enable Enables relay of UDP packets. GC
show ip helper-address Displays the IP helper address configuration.  |PE
show ip dhcp relay Displays the BootP/DHCP Relay information. |UE or
PE
show ip helper statistics Displays the number of DHCP and other UDP |PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

120 | Command Groups




IP Routing

Command Description Mode?

encapsulation Configures the link layer encapsulation type for |IC
the packet.

ip address Configures an IP address on an interface. IC

1Ip mtu Sets the IP Maximum Transmission Unit IC
(MTU) on a routing interface.

ip netdirbcast Enables the forwarding of network-directed |IC
broadcasts.

ip route Configures a static route. Use the no form of  |GC
the command to delete the static route.

ip route default Configures the default route. Use the no form |GC
of the command to delete the default route.

ip route distance Sets the default distance (preference) for static |GC
routes.

ip routing Globally enables IPv4 routing on the router. GC

routing Enables IPv4 and IPv6 routing for an interface. |IC

show ip brief Displays all the summary information of the IP. |PE

show ip interface Displays all pertinent information about the IP |PE
interface.

show ip protocols Displays the parameters and current state of the | PE
active routing protocols.

show ip route Displays the routing table. PE

show ip route preferences | Displays detailed information about the route | PE
preferences.

show ip route summary Shows the number of all routes, including best |PE
and non-best routes.

show ip traffic Displays IP statistical information. UE or

PE

show ip vlan Displays the VLAN routing information for all |PE
VLANSs with routing enabled.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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IPv6 Multicast

Command Description Mode?

ipv6 pimsm (Global Administratively enables PIMSM for IPv6 GC

Conlfig) multicast routing.

ipv6 pimsm (VLAN Administratively enables PIM-SM multicast IC

Interface Config) routing mode on a particular IPv6 router
interface.

ipv6 pimsm bsr-border Prevents bootstrap router (BSR) messages from |IC
being sent or received through an interface.

ipv6 pimsm bsr-candidate | Configures the router to announce its GC
candidacy as a bootstrap router (BSR).

ipv6 pimsm dr-priority Sets the priority value for which a router is IC
elected as the designated router (DR).

ipv6 pimsm hello-interval | Administratively configures the PIM-SM Hello |IC
Interval for the specified interface.

1pv6 pimsm join-prune- Administratively configures the interface IC

interval join/prune interval for the PIM-SM router,

ipv6 pimsm register- Configures the Register Threshold rate for the |GC

threshold RP router to switch to the shortest path.

ipv6 pimsm rp-address Statically configures the Rendezvous Point (RP) |GC
address of a PIM for one or more multicast
groups.

ipv6 pimsm rp-candidate | Configures the router to advertise itself to the |GC
bootstrap router (BSR) as a PIM candidate
rendezvous point (RP).

ipv6 pimsm spt-threshold | Configures the Data Threshold rate for the last-|GC
hop router to switch to the shortest path on the
router.

ipv6 pimsm ssm Defines the Source Specific Multicast (SSM)  |GC
range of multicast addresses.

show ipv6 pimsm Displays global status of IPv6 PIMSM and its  |PE
IPv6 routing interfaces.

show ipv6 pimsm bsr Displays the bootstrap router (BSR) PE

information.
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show ipv6 pimsm interface |Displays interface config parameters. PE
show ipv6 pimsm neighbor | Displays IPv6 PIM neighbors learned on the PE

routing interfaces.

show ipv6 pimsm rphash

selected for a specified group.

Displays which rendezvous point (RP) is being |PE

show ipv6 pimsm rp
mapping

router is aware (either configured or learned
from the bootstrap router (BSR).

Displays all group-to-RP mappings of which the |PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

IPv6 Routing

Command Description Mode?

clear ipv6 neighbors Clears all entries in the IPv6 neighbor table |PE
or an entry on a specific interface.

clear ipv0 statistics Clears IPv6 statistics for all interfaces or fora |PE
specific interface, including loopback and
tunnel interfaces.

ipv6 address Configures an IPv6 address on an interface  |IC
(including tunnel and loopback interfaces).

ipv6 enable Enables IPv6 routing on an interface IC
(including tunnel and loopback interfaces)
that has not been configured with an explicit
IPv6 address.

ipv6 hop-limit Configures the hop limit used in IPv6 PDUs |GC
originated by the router.

ipv6 host Defines static host name-to- ipv6 address GC
mapping in the host cache.

ipv6 mld last-member- Sets the number of listener-specific queries  |1C

query-count sent before the router assumes that there are | (VLAN)

no local members on the interface.
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ipv6 mld last-member- Sets the last member query interval for the  |IC

query-interval MLD interface, which is the value of the (VLAN)
maximum response time parameter in the
groupspecific queries sent out of this
interface.

ipv6 mld-proxy Enables MLD Proxy on the router. IC

ipv6 mld-proxy reset- Resets the host interface status parameters of |I1C

status the MLD Proxy router.

ipv6 mld-proxy unsolicit- |Sets the unsolicited report interval for the  |IC

rprt-interval MLD Proxy router.

ipv6 mld query-interval | Sets the MLD router's query interval for the |IC
interface.

ipv6 mld query-max- Sets MLD querier's maximum response time |{IC

response-time for the interface.

ipv6 mld router Enables MLD in the router in global GCor
configuration mode and for a specific IC
interface in interface configuration mode.

ipv6 mtu Sets the maximum transmission unit (MTU) |IC
size, In bytes, of IPv6 packets on an interface.

ipv6 nd dad attempts Sets the number of duplicate address IC
detection probes transmitted while doing
neighbor discovery.

ipv6 nt managed-config- |Sets the managed address configuration flag |IC

flag in router advertisements.

ipv6 nd ns-interval Sets the interval between router IC
advertisements for advertised neighbor
solicitations.

ipv6 nd other-config-flag |Sets the other stateful configuration flagin  |IC
router advertisements sent from the
interface.

ipv6 nd prefix Sets the IPv6 prefixes to include in the router |IC
advertisement.

ipv6 nd ra-interval Sets the transmission interval between router |IC

advertisements.
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ipv6 nd ra-lifetime Sets the value that is placed in the Router  |IC
Lifetime field of the router advertisements
sent from the interface.

ipv6 nd reachable-time | Sets the router advertisement time to IC
consider a neighbor reachable after neighbor
discovery confirmation.

ipv6 nd suppress-ra Suppresses router advertisement IC
transmission on an interface.

ipv6 route Configures an IPv6 static route GC

ipv6 route distance Sets the default distance (preference) for GC
static routes.

1pv6 unicast-routing Enables forwarding of IPv6 unicast GC
datagrams.

ping ipvo Determines whether another computer is on |PE
the network.

ping ipv0 interface Determines whether another computer is on |PE
the network using Interface keyword.

show ipv6 brief Displays the IPv6 status of forwarding mode |PE
and IPv6 unicast routing mode.

show ipv6 interface Shows the usability status of IPv6 interfaces. |PE

show ipv6 mld groups Displays information about multicast groups |PE
that MLD reported.

show ipv6 mld interface | Displays MLD related information for an PE
interface.

show ipv6 mld-proxy Displays a summary of the host interface PE
status parameters.

show ipv6 mld-proxy Displays information about multicast groups |PE

groups that the MLD Proxy reported.

show ipv6 mld-proxy Displays information about multicast groups |PE

groups detail that MLD Proxy reported.

show ipv6 mld-proxy Displays a detailed list of the host interface  |PE

interface

status parameters.
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show ipv6 mld traffic Displays MLD statistical information for the |PE
router.
show ipv6 neighbors Displays information about IPv6 neighbors. |PE
show ipv6 route Displays the IPv6 routing table. PE
show ipv6 route Shows the preference value associated with | PE
preference the type of route.
show ipv6 route summary |Displays a summary of the routing table. PE
show ipv6 traffic Shows traffic and statistics for IPv6 and UE
ICMPv6.
show ipv6 vlan Displays IPv6 VLAN routing interface PE
addresses.
traceroute ipv6 Discovers the routes that packets actually PE
take when traveling to their destination
through the network on a hop-by-hop basis.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Loopback Interface
Command Description Mode?
interface loopback Enters the Interface Loopback configuration  |GC
mode.
show interface loopback | Displays information about configured PE
loopback interfaces.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Multicast
Command Description Mode?
ip mcast boundary Adds an administrative scope multicast IC
boundary.
1p mroute Creates a static multicast route for a source GC
range.
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ip multicast Sets the administrative mode of the IP GC
multicast forwarder in the router to active.

ip multicast ttl-threshold  |Applies a #/value to a routing interface. IC

Ip pim Administratively configures PIM mode for [P |IC
multicast routing on a VLAN interface.

ip pim bsr-border Administratively disables bootstrap router IC
(BSR) messages from being sent or received
through an interface.

ip pim bsr-candidate Configures the router to advertise itself as a GC
bootstrap router (BSR).

ip pim dense Administratively configures PIM dense mode  |GC
for IP multicast routing.

ip pim dr-priority Administratively configures the advertised IC
designated router (DR) priority value.

ip pim hello-interval Administratively configures the PIM Hello IC
messages on the specified interface.

ip pim join-prune-interval |Administratively configures the frequency of IC
join/prune messages on the specified interface.

1p pim register-rate-limit Sets a limit on the maximum number of PIM  |GC
register messages sent per second for each (S,G)
entry.

ip pim rp-address Defines the address of a PIM RP for a specific  |GC
multicast group range.

ip pim rp-candidate Configures the router to advertise itself to the |IC
bootstrap router (BSR) as a PIM candidate
rendezvous point (RP) for a specific multicast
group range.

Ip pim sparse Administratively configures PIM sparse mode |GC
for IP multicast routing.

ip pim ssm Administratively configures PIM Source GC

Specific Multicast (SSM) range of addresses for
IP multicast routing.

Command Groups

127



128 |

Command Description Mode?

ip pim spt-threshold Sets the multicast traffic threshold rate for the |GC
last-hop router to switch to the shortest path on
the router.

show bridge multicast Displays statistical information about the PE

address-table count entries in the multicast address table.

show ip mcast Displays the system-wide multicast PE
information.

show ip mcast boundary Displays the system-wide multicast PE
information.

show ip mcast interface Displays the multicast information for the PE
specified interface.

show ip mcast mroute Displays a summary or all the details of the PE
multicast table.

show ip mcast mroute Displays the multicast configuration settings of |PE

group entries in the multicast mroute table.

show ip mcast mroute Displays the multicast configuration settings of |PE

source entries in the multicast mroute table.

show ip mcast mroute Displays all the static routes configured in the |PE

static static mcast table.

show ip pim bsr-router Displays the bootstrap router (BSR) PE
information.

show ip pim interface Displays PIM interface status parameters. If no |UE or
interface is specified, the command displays the | PE
status parameters of all PIM-enabled interfaces.

show ip pim neighbor Displays PIM neighbors discovered by PIMv2 ~ |UE or
Hello messages. If no interface is specified, the |PE
command displays the neighbors discovered on
all PIM-enabled interfaces.

show ip pimrphash Displays the rendezvous point (RP) selected for |UE or
the specified group address. PE

show ip pim rp mapping Displays the mappings for the PIM group to the |UE or
active rendezvous points (RPs). PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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OSPF

Command Description Mode?
area default-cost Configures the advertised default cost for the ROSPF
stub area.
area nssa Configures the specified area ID to function as an |ROSPF
NSSA.
area nssa default-info- Configures the metric value and type for the ROSPF
originate default route advertised into the NSSA.
area nssa no-redistribute | Configures the NSSA Area Border router (ABR) |ROSPF
so that learned external routes are not
redistributed to the NSSA.
area nssa no-summary | Configures the NSSA so that summary LSAs are |ROSPF
not advertised into the NSSA.
area nssa translator-role | Configures the translator role of the NSSA. ROSPF
area nssa translator-stab- | Configures the translator stability interval of the |ROSPF
intv NSSA.
area range Creates a specified area range for a specified ROSPF
NSSA.
area stub Creates a stub area for the specified area ID. ROSPF
area stub no-summary | Prevents Summary LSAs from being advertised |ROSPF
into the NSSA.
area virtual-link Creates the OSPF virtual interface for the ROSPF
specified area-id and neighbor router.
area virtual-link Configures the authentication type and key for  |ROSPF
authentication the OSPF virtual interface identified by the area
ID and neighbor ID.
area virtual-link dead- Conlfigures the dead interval for the OSPF virtual | ROSPF
interval interface on the virtual interface identified by
area-id and neighbor router.
area virtual-link hello- Configures the hello interval for the OSPF virtual | ROSPF
interval interface on the virtual interface identified by the
area ID and neighbor ID.
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Command Description Mode?
area virtual-link Configures the retransmit interval for the OSPF |ROSPF
retransmit-interval virtual interface on the virtual interface identified
by the area ID and neighbor ID.
area virtual-link Configures the transmit delay for the OSPF ROSPF
transmit-delay virtual interface on the virtual interface identified
by the area ID and neighbor ID.
auto-cost Allows user to change the reference bandwidth ~ |ROSPF
used in computing link cost.
bandwidth Allows user to change the bandwidth used in IC
computing link cost.
capability opaque Enables Opaque Capability on the router. RC
clear ip ospf Resets specific OSPF states. PE
compatible rfc1583 Enables OSPF 1583 compatibility. ROSPF
default-information Controls the advertisement of default routes. ROSPF
originate
default-metric Sets a default for the metric of distributed routes. [ ROSPF
distance ospf Sets the route preference value of OSPF in the  |ROSPF
router.
distribute-list out Specifies the access list to filter routes received | ROSPF
from the source protocol.
enable Resets the default administrative mode of OSPF |ROSPF
in the router (active).
exit-overflow-interval Configures the exit overflow interval for OSPE. |ROSPF
external-lsdb-limit Configures the external LSDB limit for OSPE. ROSPF
ip ospf area Enables OSPFEv2 and sets the area ID of an IC
interface.
ip ospf authentication | Sets the OSPF Authentication Type and Key for |IC
the specified interface.
ip ospf cost Configures the cost on an OSPF interface. IC
ip ospf dead-interval Sets the OSPF dead interval for the specified IC
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ip ospf hello-interval Sets the OSPF hello interval for the specified IC
interface.

ip ospf mtu-ignore Disables OSPF maximum transmission unit IC
(MTU) mismatch detection.

ip ospf network Configure OSPF to treat an interface as a point- |IC
to-point, rather than broadcast interface.

ip ospf priority Sets the OSPF priority for the specified router  |IC
interface.

ip ospf retransmit- Sets the OSPF retransmit Interval for the IC

interval specified interface.

ip ospf transmit-delay | Sets the OSPF Transit Delay for the specified IC
interface.

maximum-paths Sets the number of paths that OSPF can report | ROSPF
for a given destination.

nsf Enables OSPF graceful restart. ROSPF

nsf helper Allow OSPF to act as a helpful neighbor for a ROSPF
restarting router.

nsf helper strict-lsa- Set an OSPF helpful neighbor exit helper mode |ROSPF

checking whenever a topology change occurs.

nsf restart-interval Configures the length of the grace period on the |ROSPF
restarting router.

network area Enables OSPFv2 on an interface and sets its area | ROSPF
ID if the IP address of an interface is covered by
this network command.

passive-interface Sets the interface or tunnel as passive. IC

passive-interface default |Enables the global passive mode by default for all |ROSPF
interfaces.

passive-interface (router |Sets the interface or tunnel as passive. ROSPF

mode)

redistribute Configures OSPF protocol to allow redistribution | ROSPF
of routes from the specified source
protocol/routers.
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router-id Sets a 4-digit dotted-decimal number uniquely ~ |ROSPF
identifying the router OSPF ID.

router ospf Enters Router OSPF mode. GC

show ip ospf Displays information relevant to the OSPF PE
router.

show ip ospf abr Displays the internal OSPF routing table entries |PE
to Area Border Routers (ABR).

show ip ospf arca Displays information about the identified OSPF |PE
area.

show ip ospf asbr Displays the internal OSPF routing table entries |PE
to Autonomous System Boundary Routes
(ASBR).

show ip ospf database | Displays information about the link state PE
database when OSPF is enabled.

show ip ospf database | Displays the number of each type of LSA in the |PE

database-summary database for each area and for the router.

show ip ospf interface | Displays the information for the IFO object or  |PE
virtual interface tables.

show ip ospf interface | Displays brief information for the IFO object or |PE

brief virtual interface tables.

show ip ospf interface | Displays the statistics for a specific interface. PE

stats

show ip ospf neighbor | Displays information about OSPF neighbors. PE

show ip ospf range Displays information about the area ranges for | PE
the specified area-id.

show ip ospf statistics | Displays information about recent Shortest Path | PE
First (SPF) calculations.

show ip ospf stub table | Displays the OSPF stub table. PE

show ip ospf virtual-link |Displays the OSPF Virtual Interface information |PE
for a specific area and neighbor.

show ip ospf virtual-link |Displays the OSPF Virtual Interface information |PE

brief

for all areas in the system.
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timers spf Configures the SPF delay and hold time. ROSPF
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
OSPFv3
Command Description Mode?
arca default-cost Configures the monetary default cost for the stub |[ROSV3
area.
area nssa Configures the specified areaid to function as an |[ROSV3
NSSA.
area nssa default-info- | Configures the metric value and type for the ROSV3
originate default route advertised into the NSSA.
area nssa no-redistribute |Configures the NSSA ABR so that learned ROSV3
external routes will not be redistributed to the
NSSA.
area nssa no-summary | Configures the NSSA so that summary LSAs are |[ROSV3
not advertised into the NSSA.
area nssa translator-role | Configures the translator role of the NSSA. ROSV3
area nssa translator-stab- | Configures the translator stability interval of the |[ROSV3
intv NSSA.
area range Creates an area range for a specified NSSA. ROSV3
area stub Creates a stub area for the specified area ID. ROSV3
arca stub no-summary | Disables the import of Summary LSAs for the  |ROSV3
stub area identified by areard.
area virtual-link Creates the OSPF virtual interface for the ROSV3
specified areaid and neighbor.
area virtual-link dead- | Configures the dead interval for the OSPF virtual [ROSV3
interval interface on the virtual interface identified by
areaid and neighbor.
area virtual-link hello- | Configures the hello interval for the OSPF virtual [ROSV3
interval interface on the virtual interface identified by
areaid and neighbor.
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area virtual-link Configures the retransmit interval for the OSPF |ROSV3

retransmit-interval virtual interface on the virtual interface identified
by areard and neighbor:

area virtual-link Configures the transmit delay for the OSPF ROSV3

transmit-delay virtual interface on the virtual interface identified
by areard and neighbor:

default-information Controls the advertisement of default routes. ROSV3

originate

default-metric Sets a default for the metric of distributed routes. | ROSV3

distance ospf Sets the route preference value of OSPF in the  |[ROSV3
router.

enable Resets the default administrative mode of OSPF |[ROSV3
in the router (active).

exit-overflow-interval Configures the exit overflow interval for OSPE. |ROSV3

external-Isdb-limit Configures the external LSDB limit for OSPE. ROSV3

ipv6 ospf Enables OSPF on a router interface or loopback |IC
interface.

ipv6 ospf area Sets the OSPF area to which the specified router |IC
interface belongs.

ipv6 ospf cost Configures the cost on an OSPF interface. IC

ipv6 ospf dead-interval | Sets the OSPF dead interval for the specified IC
interface.

ipv6 ospf hello-interval | Sets the OSPF hello interval for the specified IC
interface.

ipv6 ospf mtu-ignore Disables OSPF maximum transmission unit IC
(MTU) mismatch detection.

ipv6 ospf network Changes the default OSPF network type for the |IC
interface.

ipv6 ospf priority Sets the OSPF priority for the specified router  |IC
interface.

ipv6 ospf retransmit- Sets the OSPF retransmit interval for the IC

interval

specified interface.
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ipv6 ospf transmit-delay |Sets the OSPF Transmit Delay for the specified |IC
interface.

1pv6 router ospf Enters Router OSPFv3 Configuration mode. GC

maximum-paths Sets the number of paths that OSPF can report  |ROSV3
for a given destination.

nsf Enables OSPF graceful restart. ROSV3

nsf helper Allows OSPF to act as a helpful neighbor fora ~ |[ROSV3
restarting router.

nsf helper strict-lsa- Requires that an OSPF helpful neighbor exit ROSV3

checking helper mode whenever a topology change occurs.

nsf restart-interval Configures the length of the grace period on the |[ROSV3
restarting router.

passive-interface Sets the interface or tunnel as passive. IC

passive-interface default |Enables the global passive mode by default for all [ROSV3
interfaces.

redistribute Configures the OSPFv3 protocol to allow ROSV3
redistribution of routes from the specified source
protocol/routers.

router-id Sets a 4-digit dotted-decimal number uniquely ~ |ROSV3
identifying the Router OSPF ID.

show ipv6 ospf Displays information relevant to the OSPF PE
router.

show ipv6 ospf abr Displays the internal OSPFv3 routes to reach PE
Areca Border Routers (ABR).

show ipv6 ospf area Displays information about the area. PE

show ipv6 ospf asbr Displays the internal OSPFv3 routes to reach PE
Autonomous System Boundary Routes (ASBR).

show ipv6 ospf border- | Displays internal OSPFv3 routers to reach Area  |UE or

routers Border Routers (ABR) and Autonomous System | PE
Boundary Routers (ASBR).

show ipv6 ospf database |Displays information about the link state PE
database when OSPFv3 is enabled.
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show ipv6 ospf database
database-summary

Displays the number of each type of LSA in the
database and the total number of LSAs in the
database.

PE

show ipv6 ospf interface |Displays the information for the IFO object or  |PE
virtual interface tables.

show ipv6 ospf interface | Displays brief information for the IFO object or | PE

brief virtual interface tables.

show ipv6 ospf interface |Displays the statistics for a specific interface. UE

stats

show ipv6 ospf interface |Displays OSPFv3 configuration and status PE

vlan information for a specific VLAN.

show ipv6 ospf neighbor | Displays information about OSPF neighbors. PE

show ipv6 ospf range Displays information about the area ranges for | PE
the specified area identifier.

show ipv6 ospf stub table|Displays the OSPF stub table. PE

show ipv6 ospf virtual- | Displays the OSPF Virtual Interface information |PE

links for a specific area and neighbor.

show ipv6 ospf virtual- | Displays the OSPFV3 Virtual Interface PE

link brief information for all areas in the system.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Router Discovery Protocol

Command Description Mode?

ip irdp Enables Router Discovery on an interface. IC

ip irdp address Configures the address that the interface uses  |IC

to send the router discovery advertisements.
ip irdp holdtime Configures the value, in seconds, of the IC

holdtime field of the router advertisement sent
from this interface.

ip irdp maxadvertinterval

Configures the maximum time, in seconds,
allowed between sending router advertisements
from the interface.

IC
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ip irdp minadvertinterval ~ |Configures the minimum time, in seconds, IC
allowed between sending router advertisements
from the interface.

ip irdp multicast Sends router advertisements as IP multicast IC
packets.

ip irdp preference Configures the preference of the address asa  |IC
default router address relative to other router
addresses on the same subnet.

show ip irdp Displays the router discovery information for all | PE
interfaces, or for a specified interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Routing Information Protocol

Command Description Mode?

auto-summary Enables the RIP auto-summarization mode. RIP

default-information Controls the advertisement of default routes.  |RIP

originate

default-metric Sets a default for the metric of distributed RIP
routes.

distance rip Sets the route preference value of RIP in the  |RIP
router.

distribute-list out Specifies the access list to filter routes received |RIP
from the source protocol.

enable Resets the default administrative mode of RIP | RIP
in the router (active).

hostroutesaccept Enables the RIP hostroutesaccept mode. RIP

ip rip Enables RIP on a router interface. IC

ip rip authentication Sets the RIP Version 2 Authentication Type and |IC
Key for the specified interface.

ip rip receive version Configures the interface to allow RIP control  |IC
packets of the specified version(s) to be
received.
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ip rip send version

Configures the interface to allow RIP control
packets of the specified version to be sent.

redistribute Configures OSPF protocol to allow PIP
redistribution of routes from the specified
source protocol/routers.

router rip Enters Router RIP mode. GC

show ip rip Displays information relevant to the RIP router. |PE

show ip rip interface Displays information related to a particular RIP | PE
interface.

show ip rip interface brief | Displays general information for each RIP PE
interface.

split-horizon Sets the RIP split horizon mode. RIP

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Tunnel Interface

Command Description Mode?

interface tunnel Enables the interface configuration mode fora |GC
tunnel.

show interfaces tunnel Displays the parameters related to tunnel such |PE
as tunnel mode, tunnel source address and
tunnel destination address.

tunnel destination Specifies the destination transport address of — |1C
the tunnel.

tunnel mode ipv6ip Specifies the mode of the tunnel. IC

tunnel source Specifies the source transport address of the IC

tunnel, either explicitly or by reference to an
interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Virtual Router Redundancy

Command Description Mode?

Ip vitp Enables the administrative mode of Virtual GC
Router Redundancy Protocol (VRRP) for the
router.

vIrp accept-mode Enables the VRRP Master to accept ping IC
packets sent to one of the virtual router’s IP
addresses.

virp authentication Sets the authentication details value for the IC
virtual router configured on a specified
interface.

virp description Assigns a description to the VRRP group. IC

vITp Ip Sets the virtual router [P address value foran  |IC
interface.

virp mode Enables the virtual router configured on an IC
interface. Enabling the status field starts a
virtual router.

vITp preempt Sets the preemption mode value for the virtual |{IC
router configured on a specified interface.

vITp priority Sets the priority value for the virtual router IC
configured on a specified interface.

vrrp timers advertise Sets the frequency, in seconds, that an interface |1C
on the specified virtual router sends a virtual
router advertisement.

virp timers learn Configures the router, when it is acting as IC
backup virtual router for a VRRR group, to learn
the advertisement interval used by the master
virtual router.

vrrp track interface Alters the priority of the VRRP router based on |IC
the availability of its interfaces.

vrrp track ip route Tracks route reachability. IC

show vrrp Displays the global VRRP configuration and UE or
status as well as the brief or detailed status of |PE
one or all VRRP groups.
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show vrrp interface Displays all configuration information and UE or
VRRP router statistics of a virtual router PE
configured on a specific interface.

show vrrp interface brief | Displays information about each virtual router |PE
configured on the switch.

show vrrp interface stats Displays the statistical information about ecach |PE
virtual router configured on the switch.

Pingable VRRP Commands

ip vrrp accept-mode Enables the VRRP Master to accept ping IC
packets sent to one of the virtual router’s IP
addresses.

show ip vrrp interface Displays the configured value for Accept Mode. | UE or

PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Utility Commands

Auto-Install

Command Description Mode?

boot auto-copy-sw Enables or disables Stack Firmware GC
Synchronization.

boot auto-copy-sw allow-  |Enables downgrading the firmware version on  |GC

downgrade the stack member if the firmware version on the
manager is older than the firmware version on
the member.

boot host autoreboot Enables rebooting the device (no administrative | GC
intervention) when the auto-image is
successfully downloaded.

boot host autosave Enables/disables automatically saving the GC
downloaded configuration on the switch.

boot host dhep Enables/disables Auto Config on the switch. GC
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boot host retrycount Set the number of attempts to download a GC
configuration.

show auto-copy-sw Displays Stack Firmware Synchronization PE
configuration status.

show boot Displays the current status of the Auto Config |PE
process.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Captive Portal

Command Description Mode?

authentication timeout Configures the authentication timeout. cp

captive-portal Enables the captive portal configuration mode. |GC

enable Globally enables captive portal. CPI

http port Configures an additional HT'TP port for captive | CP
portal to monitor.

https port Configures an additional HT'TPS port for CP
captive portal to monitor.

show captive-portal Displays the status of captive portal. PE

show captive-portal status

Reports the status of all captive portal instances
in the system.

PE

block Blocks all traffic for a captive portal CPI
configuration.

configuration Enables the captive portal instance mode. CP

enable Enables a captive portal configuration. CPI

group Configures the group number for a captive CP1
portal configuration.

interface Associates an interface with a captive portal CPI
configuration.

locale Associates an interface with a captive portal CPI

configuration.
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name Configures the name for a captive portal CPI
configuration.
protocol Configures the protocol mode for a captive CPI
portal configuration.
redirect Enables the redirect mode for a captive portal |CPI
configuration.
redirect-url Configures the redirect URL for a captive portal | CPI
configuration.
session-timeout Configures the session timeout for a captive CPI
portal configuration.
verification Configures the verification mode for a captive |CPI
portal configuration.
captive-portal client Deauthenticates a specific captive portal client. | PE
deauthenticate
show captive-portal client | Displays client connection details or a PE
status connection summary for connected captive
portal users.
show captive-portal Displays the clients authenticated to all captive |PE
configuration client status |portal configurations or a to specific
configuration.
show captive-portal Displays information about clients PE
interface client status authenticated on all interfaces or a specific
interface.
show captive-portal Displays the clients authenticated to all captive |PE
interface configuration portal configurations or a to specific
status configuration.
clear captive-portal users | Deletes all captive portal user entries. PE
no user Deletes a user from the local user database. CpP
show captive-portal user | Displays all configured users or a specific user in |PE
the captive portal local user database.
user group Associates a group with a captive portal user.
user-logout Enables captive portal users to log out of the ~ |CPI

portal.
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user name Modifies the user name for a local captive portal |CP
user.
user password Creates a local user or changes the password for | CP
an existing user.
user session-timeout Sets the session timeout value for a captive CP
portal user.
show captive-portal Displays the operational status of each captive |PE
configuration portal configuration.
show captive-portal Displays information about all interfaces PE
configuration interface assigned to a captive portal configuration or
about a specific interface assigned to a captive
portal configuration.
show captive-portal Displays locales associated with a specific PE
configuration locales captive portal configuration.
show captive-portal Displays information about all configured PE
configuration status captive portal configurations or a specific
captive portal configuration.
user group Creates a user group. CP
user group Moveusers Moves a group's users to a different group. CP
user group name Configures a group name. CpP
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
CLI Macro
Command Description Mode?
macro name Creates a user-defined macro. GC
macro global apply Use to apply a macro. GC
macro global trace Applies and traces a macro. GC
macro global description  |Appends a line to the global macro description. |GC
macro apply Use to apply a macro. IC
macro trace Applies and traces a macro. IC
macro description Appends a line to the macro description. IC
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Mode?

show parser macro

Displays information about defined macros.

PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Clock

Command Description Mode?

show clock Displays the time and date of the system clock. | PE

show sntp configuration Displays the SNTP configuration. PE

show sntp server Displays the pre-configured SNTP servers. PE

show sntp status Displays the SNTP status. PE

sntp authenticate Set to require authentication for received NTP |GC
traffic from servers.

sntp authentication-key Defines an authentication key for SNTP. GC

sntp broadcast client Enables SNTP Broadcast clients. GC

enable

sntp client poll timer Defines polling time for the SNTP client. GC

sntp server Configures the SNTP server to use SNTP to GC
request and accept NTP traffic from it.

sntp trusted-key Authenticates the identity of a system to which |GC
Simple Network Time Protocol (SNTP) will
synchronize.

sntp unicast client enable | Enables clients to use Simple Network Time ~ |GC
Protocol (SNTP) predefined Unicast clients.

clock timezone hours-offset | Sets the offset to Coordinated Universal Time. |GC

clock summer-time Sets the summertime offset to UTC recursively |GC

recurring every year.

clock summer-time date | Sets the summertime offset to UTC. GC

show clock Displays the time and date from the system PE

clock.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Command Line Configuration Scripting

Command Description Mode?
script apply Applies commands in the script to the switch. |PE
script delete Deletes a specific script. PE
script list Lists all scripts present in the switch. PE
script show Displays the contents of a script file. PE
script validate Validates a script file. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Configuration and Image Files
Command Description Mode?
boot system Specifies the system image that the switch loads |PE
at startup.
clear config Restores switch to default configuration. PE
copy Copies files from a source to a destination. PE
delete backup-image Deletes a file from a flash memory. PE
delete backup-config Deletes the backup configuration file. PE
delete startup-config Deletes the startup configuration file. PE
dir Prints the contents of the flash file system. PE
erase Erases the startup configuration, the backup ~ |PE
configuration, or the backup image.
filedescr Adds a description to a file. PE
rename Renames the file present in flash. PE
show backup-config Displays contents of a backup configuration PE
file.
show bootvar Displays the active system image file that the |UE
switch loads at startup.
show running-config Displays the contents of the currently running |PE
configuration file.
show startup-config Displays the startup configuration file contents. | PE
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update bootcode Updates the bootcode on one or more switches. | PE

write Copies the running configuration image to the |PE
startup configuration.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Denial of Service

Command Description Mode?

dos-control firstfrag Enables Minimum TCP Header Size Denial of |GC
Service protection.

dos-control icmp Enables Maximum ICMP Packet Size Denial of |{GC
Service protections.

dos-control 14port Enables L4 Port Denial of Service protection.  |GC

dos-control sipdip Enables Source IP Address = Destination [P |GC
Address (SIP=DIP) Denial of Service
protection.

dos-control tepflag Enables TCP Flag Denial of Service GC
protections.

dos-control tepfrag Enables TCP Fragment Denial of Service GC
protection.

ip icmp echo-reply Enables or disables the generation of ICMP GC
Echo Reply messages.

ip icmp error-interval Limits the rate at which IPv4 ICMP error GC
messages are sent.

ip unreachables Enables the generation of ICMP Destination  |IC
Unreachable messages.

ip redirects Enables the generation of ICMP Redirect IC
messages.

ipv6 icmp error-internal Limits the rate at which ICMPv6 error messages | GC
are sent.

ipv6 unreachables Enables the generation of ICMPv6 Destination |IC

Unreachable messages.
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Description

Mode?

show dos-control

Displays Denial of Service configuration
information.

PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Line

Command Description Mode?

exec-timeout Configures the interval that the system waits for | LC
user input.

history Enables the command history function. LC

history size Changes the command history buffer size fora |LC
particular line.

line Identifies a specific line for configuration and  |GC
enters the line configuration command mode.

show line Displays line parameters. UE

speed Sets the line baud rate. LC

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

Management ACL

Command Description Mode?

deny (management) Defines a deny rule. MA

management access-class | Defines which management access-list is used. |GC

management access-list Defines a management access-list, and enters  |GC
the access-list for configuration.

permit (management) Defines a permit rule. MA

show management access- |Displays the active management access-list. PE

class

show management access- | Displays management access-lists. PE

list

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Command Description Mode?
configure terminal Gets to the configure line. This command is PE
equivalent to the configure command.
do Executes commands available in Privileged All
EXEC mode from Global Configuration and  |except
other modes. PEand
UE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Password Management
Command Description Mode?
passwords aging Implements aging on the passwords such that |GC
users are required to change passwords when
they expire.
passwords history Enables the administrator to set the number of |GC
previous passwords that are stored to ensure
that users do not reuse their passwords too
frequently.
passwords lock-out Enables the administrator to strengthen the GC
security of the switch by enabling the user
lockout feature. When a lockout count is
configured, a user who is logging in must enter
the correct password within that count.
passwords min-length Enables the administrator to enforce a GC
minimum length required for a password.
passwords strength-check | Enables the Password Strength feature. GC
passwords strength Enforces a minimum number of uppercase GC
minimum uppercase-letters |letters that a password should contain.
passwords strength Enforces a minimum number of lowercase GC
minimum lowercase-letters |letters that a password must contain.
passwords strength Enforces a minimum number of numeric GC

minimuim numeric-
characters

numbers that a password should contain.
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passwords strength Enforces a minimum number of special GC

minimum special- characters that a password may contain.

characters

passwords strength Enforces a maximum number of consecutive  |GC

maximum consecutive- characters that a password can contain.

characters

passwords strength Enforces a maximum repeated characters that a |GC

maximum repeated- password should contain.

characters

passwords strength Excludes the keyword while configuring the GC

minimum character-classes |password.

passwords strength exclude- | Enforces a maximum number of consecutive  |GC

keyword characters that a password can contain.

enable password encrypted |Used by an Administrator to transfer the enable |PE
password between devices without having to
know the password.

show passwords Displays the configuration parameters for PE

configuration password configuration.

show passwords result Displays the last password set result PE
information.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

PHY Diagnostics

Command Description Mode?

show copper-ports tdr Displays the last TDR (Time Domain PE
Reflectometry) tests on specified ports.

show fiber-ports optical- | Displays the optical transceiver diagnostics. PE

transceiver

test copper-port tdr Diagnoses with TDR (Time Domain PE
Reflectometry) technology the quality and
characteristics of a copper cable attached to a
port.

a. For the meaning of each Mode abbreviation, see Mode Types on page 77.
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RMON

Command Description Mode?
rmon alarm Configures alarm conditions. GC
rmon collection history Enables a Remote Monitoring (RMON) MIB  |IC
history statistics group on an interface.
rmon event Configures an RMON event. GC
show rmon alarm Displays alarm configurations. UE
show rmon alarms Displays the alarms summary table. UE
and
PE
show rmon collection Displays the requested group of statistics. UE
history
show rmon events Displays the RMON event table. UE
show rmon history Displays RMON Ethernet Statistics history. UE
show rmon log Displays the RMON logging table. UE
show rmon statistics Displays RMON Ethernet Statistics. UE
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
SDM Templates
Command Description Mode?
sdm prefer Changes the template that will be active after |GC
the next reboot.
show sdm prefer Views the currently active SDM template and  |PE
its scaling parameters, or views the scaling
parameters for an inactive template.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Serviceability Tracing
Command Description Mode?
debug arp Enables tracing of ARP packets. PE
debug auto-voip Enables Auto VOIP debug messages. PE
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debug clear Disables all debug traces. PE

debug console Enables the display of debug trace output on  |PE
the login session in which it is executed.

debug dotlx Enables dot1x packet tracing. PE

debug igmpsnooping Enables tracing of IGMP Snooping packets PE
transmitted and/or received by the switch.

debug ip acl Enables debug of IP Protocol packets matching |PE
the ACL criteria.

debug ip dvmrp Traces DVMRP packet reception and PE
transmission.

debug ip igmp Traces IGMP packet reception and PE
transmission.

debug ip mcache Traces MDATA packet reception and PE
transmission.

debug ip pimdm Traces PIMDM packet reception and PE
transmission.

debug ip pimsm Traces PIMSM packet reception and PE
transmission.

debug ip vrrp Enables VRRP debug protocol messages. PE

debug ipv6 dhep Displays debug information about DHCPv6 PE
client activities and to trace DHCPvG6 packets to
and from the local DHCPv6 client.

debug ipv6 mcache Traces MDATAV6 packet reception and PE
transmission.

debug ipv6 mld Traces MLD packet reception and transmission. | PE

debug ipv6 pimdm Traces PIMDMv6 packet reception and PE
transmission.

debug ipv6 pimsm Traces PIMSMv6 packet reception and PE
transmission.

debug isdp Traces ISDP packet reception and transmission. | PE

debug lacp Traces of LACP packets received and PE
transmitted by the switch.
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debug mldsnooping Traces MLD snooping packet reception and PE
transmission.

debug ospf Enables tracing of OSPF packets received and  |PE
transmitted by the switch.

debug ospfv3 Enables tracing of OSPFv3 packets received and |PE
transmitted by the switch.

debug ping Enables tracing of ICMP echo requests and PE
responses.

debug rip Enables tracing of RIP requests and responses. |PE

debug sflow Enables sFlow debug packet trace. PE

debug spanning-tree Traces spanning tree BPDU packet reception  |PE
and transmission.

debug vrrp Enables VRRP debug protocol messages. PE

show debugging Displays packet tracing configurations. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

sFlow

Command Description Mode?

sflow destination Configures sFlow collector parameters (owner |GC
string, receiver timeout, ip address, and port).

sflow polling Enables a new sflow poller instance for the data |GC
source if revr_idx is valid.

stlow polling (Interface Enable a new sflow poller instance for this data |IC

Mode) source if revr_idx 1s valid.

sflow sampling Enables a new sflow sampler instance for this  |GC
data source if revr_idx is valid.

stlow sampling (Interface | Enables a new sflow sampler instance for this  |IC

Mode) data source if revr_idx is valid.

show sflow agent Displays the sflow agent information. PE

show sflow destination Displays all the configuration information PE

related to the sFlow receivers.
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show sflow polling Displays the sFlow polling instances created on |PE
the switch.

show sflow sampling Displays the sFlow sampling instances created |PE
on the switch.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

SNMP

Command Description Mode?

show snmp Displays the SNMP status. PE

show snmp enginelD Displays the SNMP engine ID. PE

show snmp filters Displays the configuration of filters. PE

show snmp group Displays the configuration of groups. PE

show snmp user Displays the configuration of users. PE

show snmp views Displays the configuration of views. PE

show trapflags Displays SNMP traps globally or displays PE
specific SNMP traps.

snmp-server community Sets up the community access string to permit |GC
access to SNMP protocol.

snmp-server community- | Maps SNMP vl and v2 security models to the  |GC

group group name.

snmp-server contact Sets up a system contact (sysContact) string. GC

snmp-server enable traps | Enables SNMP traps globally or enables specific |GC
SNMP traps.

snmp-server enginelD local |Specifies the Simple Network Management GC
Protocol (SNMP) engine ID on the local switch.

snmp-server filter Creates or updates an SNMP server filter entry. |GC

SMP-SEIVEr group Configures a new SNMP group or a table that |GC
maps SNMP users to SNMP views.

snmp-server host Specifies the recipient of SNMP notifications. |GC

snmp-server location Sets the system location string. GC
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Command Description Mode?

SMpP-SEIVer user Configures a new SNMP Version 3 user. GC

SIMpP-SCIVEr view Creates or updates a Simple Network GC
Management Protocol (SNMP) server view
entry.

snmp-server v3-host Specifies the recipient of Simple Network GC
Management Protocol Version 3 (SNMPv3)
notifications.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

SSH

Command Description Mode?

crypto key generate dsa Generates DSA key pairs for the switch. GC

crypto key generate rsa Generates RSA key pairs for the switch. GC

crypto key pubkey-chain ssh| Enters SSH Public Key-chain configuration GC
mode.

ip ssh port Specifies the port to be used by the SSH server. |GC

ip ssh pubkey-auth Enables public key authentication for incoming |GC
SSH sessions.

ip ssh server Enables the switch to be configured from a SSH |GC
server connection.

key-string Manually specifies a SSH public key. SK

show crypto key mypubkey |Displays its own SSH public keys stored on the |PE
switch.

show crypto key pubkey- | Displays SSH public keys stored on the switch. |PE

chain ssh

show ip ssh Displays the SSH server configuration. PE

user-key Specifies which SSH public key is manually Sp

configured and enters the SSH public key-string
configuration command.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Syslog

Command Description Mode?

clear logging Clears messages from the internal logging PE
buffer.

clear logging file Clears messages from the logging file. PE

description Describes the syslog server. L

level Specifies the importance level of syslog L
messages.

logging cli-command Enable CLI command logging. GC

logging Logs messages to a syslog server. GC

logging audit Enables switch auditing. GC

logging buffered Limits syslog messages displayed from an GC
internal buffer based on severity.

logging console Limits messages logged to the console based on |GC
severity.

logging file Limits syslog messages sent to the logging file |GC
based on severity.

logging on Controls error messages logging. GC

logging snmp Enables SNMP Set command logging. GC

logging web-session Enables web session logging. GC

port Specifies the port number of syslog messages. |L

show logging Displays the state of logging and the syslog PE
messages stored in the internal buffer.

show logging file Displays the state of logging and the syslog PE
messages stored in the logging file.

show syslog-servers Displays the syslog servers settings. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.

System Management

Command Description Mode?

asset-tag Specifies the switch asset-tag. GC
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Command Description Mode?
banner exec Sets the message that is displayed after a GC
successful login.
banner login Sets the message that is displayed just before  |GC
the login prompt.
banner motd Specifies message-of-the-day banner. GC
banner motd Acknowledges message-of-the-day banner. GC
acknowledge
clear checkpoint Clears the statistics for the checkpointing GC
statistics process.
cut-through mode Enables the cut-through mode on the switch. |GC
exec-banner Enables exec banner on the console, telnet or  |LC
SSH connection.
hostname Specifies or modifies the switch host name. GC
initiate failover Forces failover of management unit. GC
ip address Sets a static OOB port 1P address. IC (out-
of-band)
ip address none Disables DHCP/BOOTP on the OOB port. IC (out-
of-band)
ip address {dhcp/bootp} | Enables DHCP/BOOTP on the OOB port. IC (out-
of-band)
login-banner Enables login banner on the console, telnet, or |LC
SSH connection.
member Configures the switch. SG
motd-banner Enables motd on the console, telnet, or SSH LC
connection.
movemanagement Moves the Management Switch functionality |SG
from one switch to another.
nsf Specifies non-stop forwarding. GC
ping Sends ICMP echo request packets to another  |UE
node on the network.
reload Reloads the operating system. PE
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Command Description Mode?

set description Associates a text description with a switchin ~ {SG
the stack.

slot Configures a slot in the system. GC

show banner Displays banner information. PE

show boot-version Displays the boot image version details. UE

show checkpoint Displays the statistics for the checkpointing PE

statistics process.

show cut-through mode |Show the cut-through mode on the switch. PE

show interfaces Displays the firmware revision of the PHY fora |PE

advanced firmware port.

show ip interface out-of- | Disables DHCP/BOOTP on the OOB port. PE

band

show memory cpu Checks the total and available RAM space on  |PE
the switch.

show nsf Shows non-stop forwarding status. PE

show power-usage- Shows the history of unit power consumption |PE

history for the unit specified in the command and total
stack power consumption.

show process cpu Checks the CPU utilization for each process  |PE
currently running on the switch.

show sessions Displays a list of the open telnet sessions to PE
remote hosts.

show slot Displays information about all the slots in the |UE
system or for a specific slot.

show supported Displays information about all card types UE

cardtype supported in the system.

show supported Displays information about all supported switch |UE

switchtype types.

show switch Displays information about the switch status.  |UE

show system Displays system information. UE

show system id Displays the service ID information. UE
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Command Description Mode?
show system power Displays information about the system level UE or PE
power consumption.
show system Displays information about the system UE or PE
temperature temperature and fan status.
show tech-support Displays system and configuration information |PE
(for debugging/calls to technical support).
show users Displays information about the active users. PE
show version Displays the system version information. UE
stack Sets the mode to Stack Global Configuration |GC
mode.
stack-port Sets the mode to Stack Global Configuration |GC
mode to configure Stack ports as either
Stacking ports or as Ethernet ports.
All of the stack-port commands in Stack
Contiguration mode are not supported by the
PCM8024 and PCM8024-k switches.
standby Configures the standby in the stack. SG
switch renumber Changes the identifier for a switch in the stack. |GC
telnet Logs into a host that supports Telnet. PE
traceroute Discovers the IP routes that packets actually  |PE
take when travelling to their destinations.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Telnet Server
Command Description Mode?
ip telnet server disable Enables/disables the Telnet service on the GC
switch.
ip telnet port Configures the Telnet service port number on  |GC
the switch.
show ip telnet Displays the status of the Telnet server and the |PE

Telnet service port number.

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Terminal Length

Command Description Mode?
terminal length Sets the terminal length. PE,
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
Time Ranges
Command Description Mode?
time-range Creates a time range identified by name, GC
consisting of one absolute time entry and/or one
or more periodic time entries.
absolute Adds an absolute time entry to a time range. | TRC
periodic Adds a periodic time entry to a time range. TRC
show time-range Displays a time range and all the PE
absolute/periodic time entries that are defined
for the time range.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
User Interface
Command Description Mode?
enable Enters the privileged EXEC mode. UE
end Gets the CLI user control back to the privileged |Any
execution mode or user execution mode.
exit(configuration) Exits any configuration mode to the previously | (All)
highest mode in the CLI mode hierarchy.
exit(EXEC) Closes an active terminal session by logging off |UE
the switch.
mode simple Selects the simple mode as the start up mode. |GC
mode-change confirm Confirms the mode selection. GC
quit Closes an active terminal session by logging off |UE
the switch.
a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Web Server

Command Description Mode?

common-name Specifies the common-name for the device. CcC

country Specifies the country. CC

crypto certificate generate | Generates a HT'TPS certificate. GC

crypto certificate import | Imports a certificate signed by the Certification |GC
Authority for HTTPS.

crypto certificate request | Generates and displays a certificate request for |PE
HTTPS.

duration Specifies the duration in days. CcC

ip http port Specifies the TCP port for use by a web browser |GC
to configure the switch.

ip http server Enables the switch to be configured from a GC
browser.

ip http secure-certificate | Configures the active certificate for HT'TPS.  |GC

ip http secure-port Configures a TCP port for use by a secure web  |GC
browser to configure the switch.

ip http secure-server Enables the switch to be configured, monitored, |GC
or modified securely from a browser.

key-generate Specifies the key-generate. CC

location Specifies the location or city name. CC

organization-unit Specifies the organization-unit or department |CC
name.

show crypto certificate Displays the SSL certificates of your switch. PE

mycertificate

show ip http server status | Displays the HT'TP server status information. |PE

show ip http server secure | Displays the HT'TP secure server status UE or

status information. PE

state Specifies the state or province name. CC

a. Forthe meaning of each Mode abbreviation, see Mode Types on page 77.
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Using the CLI

Introduction

This chapter describes the basics of entering and editing the Dell
PowerConnect 70xx Series Command Line Interface (CLI) commands and
defines the command hierarchy. It also explains how to activate the CLI and
implement its major functions.

This chapter covers the following topics:
* Entering and Editing CLI Commands
* CLI Command Modes
* Starting the CLI
*  Using CLI Functions and Tools

Entering and Editing CLI Commands

A CLI command is a series of keywords and arguments. Keywords identify a
command and arguments specify configuration parameters. For example, in
the command show interfaces status gigabitethernet /)%, show, interfaces
and status are keywords; gigabitethernet is an argument that specifies the
interface type, and Z/4)/5 specifies the unit/slot/port.

When working with the CLI, the command options are not displayed. The
command is not selected by a menu but is entered manually. To see what
commands are available in each mode or within an Interface Configuration,
the CLI provides a method of displaying the available commands, the
command syntax requirements and in some instances parameters required to
complete the command. The standard command to request context-sensitive
help is the <?> key.

Two instances where the help information can be displayed are:

*  Keyword lookup — The <?> key is entered in place of a command. A list
of all valid commands and corresponding help messages is displayed.
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*  Partial keyword lookup — A command is incomplete and the <?> key is
entered in place of a parameter. The matched parameters for this
command are displayed.

The following features and conventions are applicable to CLI command entry
and editing:

* [istory Buffer

* Negating Commands

e Show Command

*  Command Completion

*  Short Form Commands

*  Keyboard Shortcuts

*  Operating on Multiple Objects (Range)
*  Command Scripting

* CLI Command Notation Conventions

* Interface Naming Conventions

History Buffer

Every time a command is entered in the CLI, it is recorded in an internally
managed Command History buffer. Commands are stored in the butfer,
which operates on a First In First Out (FIFO) basis. These commands can be
recalled, reviewed, modified, and reissued. This buffer is not preserved after
switch resets.
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Table 2-1. History Buffer

Keyword Source or Destination

Up-arrow key Recalls commands in the history buffer, beginning with the

<Ctil> 4+ <P> most recent command. Repeats the key sequence to recall
successively older commands.

Down-arrow key Returns to more recent commands in the history buffer after

<Ctil> + <N> recalling commands with the up-arrow key. Repeating the key

sequence recalls more recent commands in succession.

By default, the history buffer system is enabled, but it can be disabled at any
time. The standard number of 10 stored commands can be increased to 216.
By configuring 0, the effect is the same as disabling the history buffer system.
For information about the command syntax for configuring the command
history buffer, see the history size command on page 1374 in the Line
command mode chapter of this guide.

Negating Commands

For many commands, the prefix keyword no is entered to cancel the effect of
a command or reset the configuration to the default value. All configuration
commands have this capability. This guide describes the negation effect for
all commands to which it applies.

Show Command

The show command executes in the User Executive (EXEC) and Privileged
Executive (EXEC) modes.

Command Completion

CLI can complete partially entered commands when the user presses the
<tab> or <space> key. If a command entered is not complete, is not valid,
or if some parameters of the command are not valid or missing, an error
message is displayed to assist in entering the correct command. By pressing
the <tab> key, an incomplete command is changed into a complete
command. If the characters already entered are not enough for the system to
identify a single matching command, the <?>key displays the available
commands matching the characters already entered.
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Short Form Commands

The CLI supports the short forms of all commands. As long as it is possible to
recognize the entered command unambiguously, the CLI accepts the short
form of the command as if the user typed the full command.

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI
commands. The help command, when used in the User EXEC and Privileged
EXEC modes, displays the keyboard short cuts.

Table 2-2 contains the CLI shortcuts displayed by the help command.
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Table 2-2. CLI Shortcuts

Keyboard Key

Description

<Delete, Backspace>

Delete previous character

<Ctrl>+<A> Go to beginning of line
<Ctrl>+<E> Go to end of line

<Ctrl>+<F> Go forward one character
<Ctrl>+<B> Go backward one character
<Ctrl>+<D> Delete current character
<Ctrl>+<UX> Delete to beginning of line
<Ctrl>+<K> Delete to the end of the line.
<Ctrl>+<W> Delete previous word
<Ctrl>+<T> Transpose previous character
<Ctrl>+<P> Go to previous line history buffer
<Ctrl>+<R> Rewrites or pastes the line
<Ctrl>+<N> Go to next line in history buffer
<Ctrl>+<Y> Print last deleted character
<Ctrl>+<0> Enables serial flow
<Ctrl>+<S> Disables serial flow
<Ctrl>+<7Z> Return to root command prompt

<Tab, SPACE>

Command-line completion

end Return to the root command prompt
exit Go to next lower command prompt
<> List choices

Operating on Multiple Objects (Range)

The CLI allows the user to operate on the set of objects at the same time.

The guidelines are as follows for range operation:

*  Operations on objects with four or more instances support the range

operation.
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The range key word is used to identify the range of objects on which to
operate.

The range may be specified in the following manner:

(#-#) — a range from a particular instance to another instance
(inclusive). For example, 1/0/1-10 indicates that the operation applies to
the gigabit Ethernet ports 1 to 10 on unit 1.

(#, #, #) — a list of non-consecutive instances. For example, (1/0/1,
1/0/1,1/0/3, 1/0/5) indicates that the operation applies to the gigabit
Ethernet ports 1, 3, and 5 on unit 1.

(#, #-#, #) — ranges and non-consecutive instances listed together. For
example, (1/0/1, 1/0/3-5, 1/0/7) indicates that the operation applies to the
gigabit Ethernet ports 1, 3,4, 5, and 7 on unit 1.

ﬂ NOTE: Each port must be a fully qualified port identifier in the format
unitfslotf port See Interface Naming Conventions on page 169.

To specify a range of LAGs, use the following command:

interface range port-channel /-5

No spaces are allowed anywhere in a range parameter, e.g. gil/0/1 -2 is not
accepted, nor 1s gil/0/2, gil/0/4. Use gil/0/1-2 and gi/1/0/2,g11/0/4
respectively.

When operating on a range of objects, the CLI implementation hides the
parameters that may not be configured in a range (for example, parameters
that must be uniquely configured for each instance).

The CLI uses best effort when operating on a list of objects. If the user
requests an operation on a list of objects, the CLI attempts to execute the
operation on as many objects in the list as possible even if failure occurs for
some of the items in the list. The CLI provides the user with a detailed list
of all failures, listing the objects and the reasons for the failures.

Some parameters must be configured individually for each port or
interface.
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Command Scripting

The CLI can be used as a programmable management interface. To facilitate
this function, any characters entered after the <!> character are treated as a
comment and ignored by the CLI. Also, the CLI allows the user to disable
session timeouts.

CLI Command Notation Conventions

When entering commands there are certain command-entry notations which
apply to all commands. Table 2-3 describes these conventions as they are used
in syntax definitions.

Table 2-3. CLI Command Notation Conventions

Convention Description
[ In a command line, square brackets indicate an optional entry.
{} In a command line inclusive brackets indicate a selection of

compulsory parameters separated by the | character. One option
must be selected. For example: flowcontrol {auto | on | off}
means that for the flowcontrol command either auto, on or off
must be selected.

Italic Indicates a variable.

<Enter> Any individual key on the keyboard.

<Ctrl>+<F4> |Any combination of keys pressed simultancously on the keyboard.

Screen Display Indicates system messages and prompts appearing on the
console.
all Indicates a literal parameter, entered into the command as it is.

Interface Naming Conventions

The conventions for naming interfaces in CLI commands are as follows:

Ethernet Interfaces

The gigabit Ethernet and ten-gigabit Ethernet ports are identified in the CLI
by the variable unit/slot/port, where:
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* <Interface Type> Unit#/Slot#/Port# — Identitics a specific interface by
the interface type tag followed by the Unit# followed by a / symbol, then
the Slot# followed by a / symbol, and then the Port#. For example,
gi2/0/10 identifies the gigabit port 10 in slot 0 within the second unit on
a non-blade switch. Table 2-4 below lists the supported interface type
tags.

*  Unit # — The unit number is greater than 1 only in a stacking solution
where a number of switches are stacked to form a virtual switch. In this
case, the Unit# indicates the logical position of the switch in a stack. The
range is 1-12. The unit value is 1 for standalone switches.

»  Slot# — on page 1564

*  Port# — The port number is an integer number assigned to the physical
port on the switch and corresponds to the lexan printed next to the port on
the front or back panel. Ports are numbered from 1 to the maximum
number of ports available on the switch, typically 24 or 48.

Within this document, the tag interface—id refers to an interface identifier
that follows the naming convention above.

Table 2-4. Interface Identifiers

Interface Type Long Form Short Form Identifier

Fast Ethernet fastethernet fa unit/slot/port

Gigabit Ethernet | gigabitethernet gi unit/slot/port
10-Gigabit tengigabitethernet |te unit/slot/port
Ethernet

Loopback loopback lo loopback-id (0-7)
Port Channel port-channel po port-channel-number
Tunnel tunnel tu tunnel-id (0-7)

Vlan vlan vl vlan-id 1-4093)

When listed in command line output, gigabit Ethernet interfaces are
preceded by the characters Gi; and ten-gigabit Ethernet interfaces are
preceded by 7e, as shown in the examples below.
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Port Channel Interfaces

Port-channel (or LAG) interfaces are represented in the CLI by the variable
port-channel-number, which can can assume values from 1-48.

When listed in command line output, port channel interfaces are preceded by
the characters Fo, as shown in the preceding example:

Loopback Interfaces

Loopback interfaces are represented in the CLI by the variable Joopback-id,
which can assume values from 0-7.

VLAN Interfaces
VLAN interfaces are represented in the CLI by the variable v/an-id , which

can can assume values from 1-4093.

Tunnel Interfaces

VLAN interfaces are represented in the CLI by the variable tunnel-id , which
can can assume values from 0-7.

Examples
Example #1
gi gabitethernet 1/0/1

gi gabitethernet1l/0/1 (there is no space)
gi 1/0/1

gi1/0/1 (there is no space)
port-channel 1

vl 5

Example #2
consol e#show vl an

VLAN Name Ports Type
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1 def aul t Pol- 48, Def aul t
G 1/0/1-24
Example #3

CLI Command Modes

Since the set of CLI commands is very large, the CLI is structured as a
command-tree hierarchy, where related command sets are assigned to
command modes for easier access. At each level, only the commands related
to that level are available to the user and only those commands are shown in
the context sensitive help for that level.

In this guide, commands are organized into three categories:
* Layer 2 (Data Link Layer) commands
* Layer 3 (Network Layer) commands
*  Utility Commands

Layer 2 (Data Link Layer) describes the logical organization of data bits
transmitted on a particular medium. This layer defines the framing,
addressing and checksumming of Ethernet packets.

Layer 3 (Network Layer) describes how a series of exchanges over various data
links can deliver data between any two nodes in a network. This layer defines
the addressing and routing structure of the Internet.

Utility describes commands used to manage the switch.

Commands that cause specific actions to be taken immediately by the system
and do not directly affect the system configurations are defined at the top of
the command tree. For example, commands for rebooting the system or for
downloading or backing up the system configuration files are placed at the
top of the hierarchy tree.

Commands that result in configuration changes to the switch are grouped in
a Configuration sub tree.

There are levels beneath the Configuration mode for further grouping of
commands. The system prompt reflects these sub-Configuration modes.

All the parameters are provided with reasonable defaults where possible.

172 | Using the CLI



When starting a session, the initial mode is the User EXEC mode. Only a
limited subset of commands is available in this mode. This level is reserved
for tasks that do not change the configuration. To enter the next level, the
Privileged EXEC mode, a password is required.

The Privileged EXEC mode provides access to commands that can not be
executed in the User EXEC mode and permits access to the switch
Configuration mode.

The Global Configuration mode manages switch configuration on a global
level. For specific interface configurations, command modes exist at a sub-
level.

Entering a <?> at the system prompt displays a list of commands available
for that particular command mode. A specific command is used to navigate
from one command mode to another. The standard order to access the modes
is as follows: User EXEC mode, Privileged EXEC mode, Global
Configuration mode, and Interface Configuration and other specific
configuration modes.

User EXEC Mode

After logging into the switch, the user is automatically in the User EXEC
command mode unless the user is defined as a privileged user. In general, the
User EXEC commands allow the user to perform basic tests, and list system
information.

The user-level prompt consists of the switch host name followed by the angle

bracket (>).
consol e>

The default host name is Console unless it has been changed using the
hostname command in the Global Configuration mode.

Privileged EXEC Mode

Because many of the privileged commands set operating parameters,
privileged access is password-protected to prevent unauthorized use. The
password is not displayed on the screen and is case sensitive.

Privileged users enter into the Privileged EXEC mode from User EXEC
mode, where the following prompt is displayed.

consol e#
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Global Configuration Mode

Global Configuration commands apply to features that affect the system as a
whole, rather than just a specific interface. The Privileged EXEC mode
command configure is used to enter the Global Configuration mode.

consol e(config)#

The following are the Global Configuration modes:

*  SNMP v3 Host Configuration — Configures the parameters for the
SNMP v3 server host.

*  SNMP Community Configuration — Configures the parameters for the
SNMP server community.

Interface and Other Specific Configuration Modes

Interface configuration modes are used to modify specific interface
operations. The following are the Interface Configuration and other specific
configuration modes:

*  MST — The Global Configuration mode command spanning-tree mst
configuration is used to enter into the Multiple Spanning Tree
configuration mode.

* Line Interface — Contains commands to configure the management
connections. These include commands such as line speed and timeout
settings. The Global Configuration mode command line is used to enter
the Line Interface mode.

¢ VLAN Database — Contains commands to create a VLAN as a whole.

The Global Configuration mode command vlan database is used to enter
the VLAN Database mode.

*  Router OSPF Configuration — Global configuration mode command
router ospf is used to enter into the Router OSPI" Contiguration mode.

*  Router RIP Configuration — Global configuration mode command
router 1ip is used to enter into the Router RIP Configuration mode.

*  Router OSPFv3 Configuration — Global configuration mode command
ipv6 router ospf is used to enter into the Router OSPFv3 Configuration
mode.

* IPv6 DHCP Pool Mode — Global configuration mode command ipv6
dhep pool is used to enter into the [Pv6 DHCP Pool mode.

174 | Using the CLI



Management Access List — Contains commands to define management
access administration lists. The Global Configuration mode command
management access-list is used to enter the Management Access List
configuration mode.

Policy-map — Use the policy-map command to access the QoS policy
map configuration mode to configure the QoS policy map.

Policy Class — Use the class command to access the QoS Policy-class
mode to attach or remove a diffserv class from a policy and to configure
the QoS policy class.

Class-Map — This mode consists of class creation/deletion and matching
commands. The class matching commands specify layer 2, layer 3 and
general match criteria. Use the class-map class-map-name commands to
access the QoS Class Map Configuration mode to configure QoS class
maps.

Stack — Use the stack command to access the Stack Configuration Mode.

Ethernet — Contains commands to manage Ethernet port configuration.
The Global Configuration mode command interface enters the Interface
Configuration mode to configure an Ethernet interface.

Port Channel — Contains commands to configure port-channels, i.c.,
assigning ports to a port-channel. Most of these commands are the same as
the commands in the Ethernet interface mode and are used to manage the
member ports as a single entity. The Global Configuration mode
command interface port-channel port-channel-numberis used to enter
the Port Channel mode.

Tunnel — Contains commands to manage tunnel interfaces. The Global
Configuration mode command interface tunnel enters the Tunnel
Configuration mode to configure an tunnel type interface.

Loopback — Contains commands to manage loopback interfaces. The
Global Configuration mode command interface loopback enters the
Loopback Configuration mode to configure an loopback type interface.

SSH Public Key-chain — Contains commands to manually specify other
switch SSH public keys. The Global Configuration mode command crypto
key pub-key chain ssh is used to enter the SSH Public Key-chain
configuration mode.
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*  SSH Public Key-string — Contains commands to manually specify the
SSH Public-key of a remote SSH Client. The SSH Public-Key Chain
Configuration mode command user-key command is used to enter the
SSH Public-Key Configuration mode.

*  MAC Access-List — Configures conditions required to allow traffic based
on MAC addresses. The Global Configuration mode command mac-
access-list is used to enter the MAC Access-List configuration mode.

*  TACACS — Contigures the parameters for the TACACS server.
¢ Radius — Configures the parameters for the RADIUS server.
*  SNMP Host Configuration — Configures the parameters for the SNMP

server host.

*  Ciypto Certificate Request — Configures the parameters for crypto
certificate request.

*  Ciypto Certificate Generation — Configures the parameters for crypto
certificate generate.

* Logging — Configures the parameters for syslog log server.

* Datacenter-Bridging — Contains priority-flow-control commands. The
datacenter-bridging command for an ethernt or port-channel interface is
used to enter the DataCenterBridging mode.

Identifying the Switch and Command Mode from the System Prompt

The system prompt provides the user with the name of the switch
(hostname) and identifies the command mode. The following is a formal
description of the system command prompt:

[ device namel| (| command mode-| object]])|[# | >]

[ device name| — is the name of the managed switch, which is typically the
user-configured hostname established by the hostname command.

[command mode] — is the current configuration mode and is omitted for the
top configuration levels.

[object] — indicates specific object or range of objects within the
configuration mode.

For example, if the current configuration mode is config-if and the object
being operated on is gigabit ethernet 1 on unit 1, the prompt displays the
object type and unit (for example, 1/0/1).
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[# | >] — The # sign is used to indicate that the system is in the Privileged
EXEC mode. The > symbol indicates that the system is in the User EXEC
mode, which is a read-only mode in which the system does not allow
configuration.

Navigating CLI Command Modes

Table 2-5 describes how to navigate through the CLI Command Mode
hierarchy.
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Table 2-5. Navigating CLI Command Modes

Command Mode

Access Method

Command Prompt

Exit or Access
Previous Mode

User EXEC The user is console> logout
automatically in
User EXEC mode
unless the user is
defined as a
privileged user.

Privileged EXEC | Use the enable console# Use the exit
command to enter command, or
into this mode. This press
mode is password <Ctril>+<7Z>
protected. to return to the

User EXEC
mode.

Global From Privileged console(config) # Use the exit

Configuration EXEC mode, use command, or
the configure press
command. <Ctrl>+<7Z>

to return to the
Privileged EXEC
mode.

Line Interface From Global console(config-line) # To exit to Global
Configuration Configuration
mode, use the line mode, use the
command. exit command,

or press
<Ctril>+<Z>
to Privileged
EXEC mode.

Management From Global console(config-macal) # To exit to Global

Access-List Configuration Configuration
mode, use the mode, use the
management exit command,
access-list or press
command. <Ctril>+<7Z>

to Privileged
EXEC mode.
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Command Mode |Access Method Command Prompt Exit or Access
Previous Mode

Policy-Class-Map | From Global console(config-policy- To exit to Global
Configuration classmap) # Configuration

mode, use the
policy-map class
command.

mode, use the
exit command,
or press
<Ctrl>+<7Z>
to Privileged
EXEC mode.

Class-Map

From Global
Configuration
mode, use the class-
map command.

console (config-classmap) #

To exit to Global
Configuration
mode, use the
exit command,
or press
<Ctrl>+<7Z>
to Privileged
EXEC mode.

MAC Access List

From Global
Configuration
mode, use the mac
access-list
command.

console(config-mac-access-

list) #

To exit to Global
Configuration
mode, use the
exit command,

or press
<Ctrl>+<7Z>
to Privileged
EXEC mode.
SSH Public Key- |From Global console (config-pubkey- To exit to Global
Chain Configuration chain) # Configuration
mode, use the mode, use the
crypto key pubkey- exit command,
chain ssh or press
command. <Ctrl>+<7>
to Privileged
EXEC mode.
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Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
SSH Public Key | From the SSH console(config-pubkey-key)# |To return to the
String Public Key- Chain SSH Public key-
mode, use the user- chain mode, use
key <user name > the exit
{rsa | dsa} command, or
command. press
<Ctrl>+<7Z>
to Privileged
EXEC mode.
TACACS From Global console(tacacs)# To exit to Global
Configuration Configuration
mode, use the mode, use the
tacacs-server host exit command,
command. or press
<Ctril>+<Z>
to Privileged
EXEC mode.
Radius From Global console (config-radius) # To exit to Global
Configuration Configuration
mode, use the mode, use the
radius-server host exit command,
command. or press
<Ctrl>+<7>
to Privileged
EXEC mode.
SNMP Host From Global console(config-snmp) # To exit to Global
Configuration Configuration Configuration
mode, use the mode, use the
snmp-server exit command,
command. or press
<Ctril>+<Z>
to Privileged
EXEC mode.
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Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
SNMP v3 Host  |From Global console (config-snmp) # To exit to Global
Configuration  |Configuration Configuration
mode, use the mode, use the
snmp-server v3-host exit command,
command. or press
<Ctrl>+<7>
to Privileged
EXEC mode.
SNMP From Global console(config-snmp) # To exit to Global
Community Configuration Configuration
Configuration mode, use the mode, use the
snmp-server exit command,
community or press
command. <Ctrl>+<7Z>
to Privileged
EXEC mode
Crypto From Global console(config-crypto-cert)# | To exit to Global
Certificate Configuration Configuration
Generation mode, use the mode, use the
crypto certificate exit command,
number generate or press
command. <Ctrl>+<7Z>
to Privileged
EXEC mode.
Crypto From Privileged console (config-crypto-cert)# |To exit to
Certificate EXEC mode, use Privileged EXEC
Request the crypto mode, use the

certificate number
request command.

exit command,
or press
<Ctrl>+<Z>.
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Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Stack From Global console (config-stack) # To exit to Global
Configuration Configuration
mode, use the stack mode, use the
command. exit command,
or press
<Ctrl>+<7Z>
to Privileged
EXEC mode.
Logging From Global console(config-logging) # To exit to Global
Configuration Configuration
mode, use the mode, use the
logging command. exit command,
or press
<Ctril>+<Z>
to Privileged
EXEC mode.
MST From Global console (config-mst) # To exit to Global
Configuration Configuration
mode, use the mode, use the
spanning-tree mst exit command,
configuration or press
command. <Ctril>+<7Z>
to Privileged
EXEC mode.
VLAN Config From Global console(config-vlan)# To exit to Global
Configuration Configuration
mode, use the vlan mode, use the
database command. exit command,
or press
<Ctril>+<Z>
to Privileged
EXEC mode.
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Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Router OSPF From Global console (config-router) # To exit to Global
Conf Configuration Configuration
mode, use the mode, use the
router ospf exit command,
command. or press
<Ctrl>+<7>
to Privileged
EXEC mode
Router RIP From Global console (config-router) # To exit to Global
Config Configuration Configuration
mode, use the mode, use the
router rip exit command,
command. or press
<Ctrl>+<7Z>
to Privileged
EXEC mode
Router OSPFv3  |From Global console (config-rtr) # To exit to Global
Config Configuration Configuration
mode, use the ipv6 mode, use the
router ospf exit command,
command. or press
<Ctrl>+<7>
to Privileged
EXEC mode
1Pv6 DHCP Pool |From Global console (config-dhcp6s- To exit to Global
Mode Configuration pool) # Configuration
mode, use the ipv6 mode, use the
dhcp pool exit command,
command. or press
<Ctrl>+<7Z>
to Privileged
EXEC mode

Interface Configuration Modes
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mode, use the
interface port-

channel command.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode

Gigabit Ethernet |From Global console (config-if- To exit to Global
Configuration Glunit/slot/port# Configuration
mode, use the mode, use the
interface exit command,
gigabitethernet or press
command. Or, use <Ctrl>+<7Z>
the abbreviation to Privileged
interface gi. EXEC mode.

10 Gigabit From Global console (config-if- To exit to Global

Ethernet Configuration Teunit/slot/port# Configuration
mode, use the mode, use the
interface exit command,
tengigabitethernet or press
command. Or, use <Ctril>+<7>
the abbreviation to Privileged
interface te. EXEC mode.

Port Channel From Global console (config-if-poport- To exit to Global
Configuration channel-number) # Configuration

mode, use the
exit command,
or

Or, use the <Ctil>+<7>
abbreviation to Privileged
interface po. EXEC mode.
VLAN From Global console(config-if-vlanvlan-  |To exit to Global

Configuration 1d)# Configuration
mode, use the mode, use the
interface vlan exit command,
command. or press

<Ctril>+<Z>

to Privileged

EXEC mode.
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use the interface
loopback
command. Or, use
the abbreviation
interface lo.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Tunnel From Global console(config-tunnel tunnel- | To exit to Global
Configuration 1d)# Configuration
mode, use the mode, use the
interface tunnel exit command,
command. Or, use or press
the abbreviation <Ctrl>+<Z7Z>
interface tu. to Privileged
EXEC mode.
Loopback From Global console (config- To exit to Global
configuration mode, |loopbackloopback-id) # Configuration

mode, use the
exit command,
or press
<Ctril>+<Z>
to Privileged
EXEC mode.

Starting the CLI

To begin running the CLI, perform the following steps:

ﬁ NOTE: This procedure is for use on the console line only.

ﬁ NOTE: The Easy Setup Wizard is available only when the system is in default state
with no user configuration saved previously.

1 Start the switch and wait until the startup procedure is complete and the
User EXEC mode is entered. The prompt console> is displayed.

2 Configure the switch using the Easy Setup Wizard and enter the necessary
commands to complete the required tasks.

3 When finished, exit the session with the quit or exit command.

The switch can be managed over a direct connection to the switch console

port or through a Telnet connection. If access is through a Telnet connection,
the switch must have a defined IP address, corresponding management access
granted, and a connection to the network.
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Easy Setup Wizard

The Easy Setup Wizard guides the user in the basic initial configuration of a
newly installed switch so that it can be immediately deployed and functional
in its basic operation and be completely manageable through the Web, CLI
and the remote Dell Network Manager. After initial setup, the user may enter
to the system to set up more advanced configurations.

By default the switch is shipped from the factory with an [P address of
192.168.2.1 but the Easy Setup Wizard provides the opportunity to
customize the IP address. The initial activation must be done using the serial
interface since, without a unique IP address, the user can not access the other
management interfaces.

The wizard sets up the following configuration on the switch:

*  Establishes the initial privileged user account with a valid password. The
wizard configures one privileged user account during the setup. The user
may return to add users later. The initial account is given the highest
privilege level (level 15).

*  Enables CLIlogin and HT'TP access to use the local authentication setting
only, which allows user account access via these management interfaces.
The user may return later to configure Radius or TACACS +.

*  Sets the IP address for VLAN 1 or enables support for DHCP to configure
the IP address dynamically.

*  Sets up the SNMP community string to be used by the SNMP manager.
The user may choose to skip this step if SNMP management is not used. If
it is configured, the default access level is set to the highest available
access for the SNMP management interface. The user may return later to
add to the community string or reconfigure the access level of the
community string. Initially only SNMPv1/2c will be activated. SNMPv3 is
disabled until the user returns to configure security access for SNMPv3
(for example, engine ID, view, and so on). The SNMP community string
may include spaces. The wizard requires the use of quotation marks when
the user wants to enter spaces in the community string. Although spaces
are allowed in the community string, their use is discouraged. The default
community string contains no spaces.

*  Allows the user to specify the management server IP or permit SNMP
access from all IP addresses.

*  Sets up the default gateway I[P address.
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If the user chooses not to use the wizard initially, the session defaults to the
CLI mode with a warning to refer the documentation. During a subsequent
login, the user may again clect not to run the setup wizard. Once the wizard
has established configuration, however, the wizard is presented only if the
user resets the switch to the factory default settings. While the wizard is
running, the system does not display any unsolicited or unrelated status
messages. For example, the system does not display event notification or
system status messages.

After completing the wizard, the user is given a chance to save his
configuration and continue to the CLI. If the user chooses to discard his
configuration, any restart of the wizard must be from the beginning. When
the user chooses to restart the wizard, any configuration the user saved
previously automatically is offered for the user to accept. The user may elect
to correct only a few items instead of re-entering all the data.

Since a switch may be powered on in the field without a serial connection, the
switch waits 60 seconds for the user to respond to the setup wizard question
in instances where no configuration files exist. If there is no response, the
switch continues normal operation using the default factory configuration.
While waiting for the response from the user, normal switch operation will
continue, including but not limited to:

* 1f BOOTP/DHCEP is supported and enabled by default, the switch
attempts to get its address.

¢ The switch continues to switch traffic.

*  The switch continues do MAC learning. If spanning-tree is on by default,
the switch participates in the spanning-tree protocol.

Functional Flow

The functional flow diagram in Figure 2-1 illustrates the procedures for the
Easy Setup Wizard.
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Figure 2-1. Easy Setup Wizard
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Example Session

This section describes an Easy Setup Wizard session. Refer to the state
diagram in the previous section for general flow. The following values used by
the example session are not the only possible ones:

IP address for the VLAN 115 192.168.1.2:255.255.255.0. This address is on
a different subnet than the OOB interface and in the same subnet as the
default gateway.

The user name is admin, and the password should be 8-64 characters in
length (adminl23).

The network management system [P address is 192.168.2.1.
The default gateway is 0.0.0.0.
The SNMP community string to be used is public.

The setup wizard configures the initial values as defined above. After the user
completes the wizard, the system is configured as follows:

SNMPy1/2¢ is enabled and the community string is set up as defined
above. SNMPv3 is disabled.

The admin user account is set up as defined.

The address of the network management station is configured. From this
management station, the user can access the SNMP, HT'TP, and CLI
interfaces. The user may also choose to allow all [P addresses to access
switch management by choosing the (0.0.0.0) IP address.

An [P address is configured for the default VLAN (1).

A default gateway address is configured.

The following example contains the sequence of prompts and responses
associated with running an example Dell Easy Setup Wizard session, using
the input values listed above. Note in this case a static IP address for the
management interface is being set up. However it may be requested that the
system automatically retrieve an IP address via DHCP. If DHCP is used, the
system does not request a network mask or default gateway. In this example,
the user employs the setup wizard to configure the initial values as defined
above.
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m NOTE: In the following Easy Setup Wizard example, the possible user options are
enclosed in | |. Also, where possible, default values are enclosed in []. If the user
enters <Return> with no options defined, the default value is accepted. Help text is
in parentheses.

After the switch completes the POST and is booted, the following dialog
appears:
Wel cone to Dell Easy Setup Wzard

The Setup W zard gui des you through the initial switch
configuration, and gets you up and running as quickly
as possi ble. You can skip the setup wi zard, and enter
CLI mode to manually configure the switch. You nust
respond to the next question to run the setup wi zard
within 60 seconds, otherw se the systemw || continue
wi th nornmal operation using the default system
configuration. Note: You can exit the setup w zard at
any point by entering [ctrl+z].

Woul d you like to run the setup w zard (you nust
answer this question within 60 seconds)? [Y/N] vy

Step 1:

The systemis not setup for SNMP managenent by
default. To nanage the switch using SNVP (required for
Dell Network Manager) you can

0 Set up the initial SNWP version 2 account now.

0 Return later and setup other SNMP accounts. (For
nore information on setting up an SNVWP version 1 or 3
account, see the user docunentation).

Wul d you like to setup the SNWP managenent interface
now? [Y/N] vy

To setup the SNWMP nmanagenent account you nust specify
t he managenent system | P address and the "community
string" or password that the particul ar managenent
system uses to access the switch. The w zard
autonmatical ly assigns the highest access |eve
[Privilege Level 15] to this account. You can use Del
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Net wor k Manager or other nmanagenent interfaces to
change this setting, and to add additional managenent
system |l ater. For nore information on adding
managenent systemns, see the user docunentation

To add a managenent station

Pl ease enter the SNMP comrunity string to be used.
{publ i c}:

publ i c<Ent er >

Pl ease enter the |IP address of the Managenment System
(A.B.C.D) or wildcard (0.0.0.0) to nmanage from any
Managenent Stati on.

{0.0.0.0}:
192. 168. 2. 1<Ent er >
Step 2:

Now we need to setup your initial privilege (Level 15)
user account. This account is used to loginto the CLI
and Wb interface. You may setup other accounts and
change privilege levels |ater. For nore i nfornmati on on
setting up user accounts and changi ng privil ege

| evel s, see the user docunentation

To setup a user account:

Pl ease enter the user nanme: adm n<Enter>

Pl ease enter the user password: ********<pnter>
Pl ease reenter the user password: ********<pnter>
Step 3:

Next, an I P address is setup. The IP address is
defined on the default VLAN (VLAN #1), of which al
ports are menbers. This is the I P address you use to
access the CLI, Wb interface, or SNWP interface for
the switch.
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Optionally you may request that the system
automatically retrieve an | P address fromthe network
via DHCP (this requires that you have a DHCP server
runni ng on the network).

To setup an | P address:

Pl ease enter the I P address of the device (A . B.C.D) or
enter "DHCP' (without the quotes) to automatically
request an | P address fromthe network DHCP server

192. 168. 1. 2<Enter>

Pl ease enter the I P subnet mask (A.B.C.D or /nn):
255. 255. 255. O<Ent er >

Step 4.

Finally, set up the gateway. Please enter the IP
address of the gateway fromwhich this network is
reachabl e

192.168. 1. 1<Enter >

This is the configuration information that has been
col |l ected:

SNVP Interface = "public"@92.168.2.1

User Account setup = admin

PasSWor d = *****xkx%*

Managenent | P address = 192.168.2.1 255.255.255.0
Gateway = 0.0.0.0

Step 5:

If the information is correct, please select (Y) to
save the configuration, and copy to the start-up
configuration file. If the information is incorrect,
select (N) to discard configuration and restart the
wi zard: [Y/N]

y<Ent er >
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Thank you for using the Dell Easy Setup Wzard. You
will now enter CLI node.

consol e>

Using CLI Functions and Tools

The CLI has been designed to manage the switch’s configuration file system
and to manage switch security. A number of resident tools exist to support
these and other functions.

Configuration Management

All managed systems have software images and databases that must be
configured, backed up and restored. Two software images may be stored on
the system, but only one of them is active. The other one is a backup image.
The same is true for configuration images, which store the configuration
parameters for the switch. The system has three configuration images. One
image is a memory-only image and is the current configuration image for the
switch. The second image is the one that is loaded by the system when it
reboots. There is one backup configuration image. The system also provides
methods to back up these images to a remote system.

File System Commands

All files are stored in a flat file system. The commands shown in Table 2-6 are
used to perform operations on these files.
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Table 2-6. File System Commands

Command Description

delete file Deletes file.

filedescr file description Adds a description to a file (up to 20
characters can be used).

copy source destination Copices a file from source file to destination
file.

Copying Files

The copy command not only provides a method for copying files within the
file system, but also to and from remote servers. With the copy command and
URLs to identify files, the user can back up images to local or remote systems
or restore images from local or remote systems.

To use the copy command, the user specifies the source file and the
destination file. For example, copy tftpy/remotehost/pub/backupftile backup-
config copies a file from the remote TETP server to a local backup
configuration file. In this case, if the local configuration file does not exist,
then it is created by the command. If it does exist, it is overwritten. If there is
not enough space on the local file system to accommodate the file, an error is

flagged.

Refer to the copy command description on page 1341 in the Layer 2
commands section of the guide for command details.

Referencing External/Internal File systems

Configuration or software images are copied to or retrieved from remote file
systems using TFTP and XMODEM protocols.

* tftp://server-name/path/filename — identifies a file on a remote file
system accessible through the server-name. Trivial file transter protocol is
a simplified FTP and uses a UDP port instead of TCP and does not have
password protection.

* xmodem: filename — identifies the file available on the XMODEM
connection.
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Special System Files

The following special filenames are used to refer to special virtual system files,
which are under control of the system and may not be removed or added.
These file names are reserved and may not be used as user-defined files.
When the user copies a local source file into one of these special files and the
source file has an attached file description, it also is copied as the file
description for the special file.

* backup-config — This file refers to the backup configuration file.

* running-config — This file refers to the configuration file currently active
in the system. It is possible to copy the running-config image to a backup-
config file or to the startup-config file.

* startup-config — This file refers to the special configuration image stored
in flash memory which is loaded when the system next reboots. The user
may copy a particular configuration file (remote or local) to this special file
name and reboot the system to force it to use a particular configuration.

* imagel & image2 — These files refer to software images. One of these will
be loaded when the system next reboots. Either imagel or image2 can be
chosen for the next reboot using the command boot system.

CLI prevents the user from accidentally copying a configuration image onto a
software image and vice versa.

Management Interface Security

This section describes the minimum set of management interface security
measures implemented by the CLI. Management interface security consists
of user account management, user access control and remote network/host
access controls.

CLI through Telnet, SSH, Serial Interfaces

The CLI is accessible through alocal serial interface, the service port (out-of-
band interface), or in-band interfaces. Since the serial interface requires a
physical connection for access, it is used if all else fails. The serial interface is
the only interface from which the user may access the Easy Setup Wizard. It
is the only interface that the user can access if the remote authentication
servers are down and the user has not configured the system to revert to local
managed accounts.

The following rules and specitications apply to these interfaces:
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The CLI is accessible from remote telnet through the IP address for the
switch. IP addresses are assigned separately for the service port and the in-
band ports.

The CLI is accessible from a secure shell interface.
The CLI generates keys for SSH locally.

The serial session defaults to 9600 baud rate, eight data bits, non-parity
and one stop bit.

User Accounts Management

The CLI provides authentication for users either through remote
authentication servers supporting TACACS+ or Radius or through a set of
locally managed user accounts. The setup wizard asks the user to create the
initial administrator account and password at the time the system is booted.

The following rules and specifications apply:
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The user may create five local user accounts.
User accounts have an access level, a user name, and a user password.

The user is able to delete the user accounts but the user will not be able to
delete the last level 15 account.

The user password is saved internally in encrypted format and never
appears in clear text anywhere on the CLI.

The CLI supports TACACS+ and Radius authentication servers.

The CLI allows the user to configure primary and secondary
authentication servers. If the primary authentication server fails to respond
within a configurable period, the CLI automatically tries the secondary
authentication server.

The user can specify whether the CLI should revert to using local user
accounts when the remote authentication servers do not respond or if the
CLI simply fails the login attempt because the authentication servers are
down. This requirement applies only when the user is logged in through a
telnet or an SSH session.

The CLI always allows the user to log in to a local serial port even if the
remote authentication server(s) are down. In this case, CLI reverts to using
the locally configured accounts to allow the user to log in.
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User Access Control

In addition to authenticating a user, the CLI also assigns the user access to
one of two security levels. Level 1 has read-only access. This level allow the
user to read information but not configure the switch. The access to this level
cannot be modified. Level 15 is the special access level assigned to the
superuser of the switch. This level has full access to all functions within the
switch and can not be modified.

If the user account is created and maintained locally, each user is given an
access level at the time of account creation. If the user is authenticated
through remote authentication servers, the authentication server is
configured to pass the user access level to the CLI when the user is
authenticated. When Radius is used, the Vendor-Specific Option field
returns the access level for the user. Two vendor specific options are
supported. These are CISCO-AV-Pairs(Shell:priv-lvl=x) and Dell Radius VSA
(user-group=x). TACACS + provides the appropriate level of access.

The following rules and specifications apply:

*  The user determines whether remote authentication servers or locally
defined user authentication accounts are used.

* Ifauthentication servers are used, the user can identify at least two remote
servers (the user may choose to configure only one server) and what
protocol to use with the server, TACACS+ or Radius. One of the servers is
primary and the other is the secondary server (the user is not required to
specify a secondary server). If the primary server fails to respond in a
configurable time period, the CLI automatically attempts to authenticate
the user with the secondary server.

* The useris able to specify what happens when both primary and secondary
servers fail to respond. In this case, the user is able to indicate that the CLI
should either use the local user accounts or reject all requests.

* Evenif the user configures the CLI to fail login when the remote
authentication servers are down, the CLI allows the user to log in to the
serial interface authenticated by locally managed account data.
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Syslogs

The CLI uses syslog support to send logging messages to a remote syslog
server. The user configures the switch to generate all logging messages to a
remote log server. If no remote log server exists, then the CLI maintains a
rolling log of at most the last 1000 critical system events.

The following rules and specifications apply:

* The CLI permits the user to configure a remote syslog server to which all
system logging messages are sent.

* Log messages are implementation-dependent but may contain debug
messages, security or fault events.

» Ifalogserver is not specified by the user, the CLI maintains at most the
last 1000 critical system events. In this case, less important events are not
recorded.

Security Logs

Security logs are maintained to record all security events including the
following:

*  User login.

¢ Userlogout.

*  Denied login attempts.

*  User attempt to exceed security access level.

*  Denied attempts by external management system to access the system.
The security log record contains the following information:

* The user name, if available, or the protocol being accessed if the event is
related to a remote management system.

*  The IP address from which the user is connecting or the IP address of the
remote management system.

*  Adescription of the security event.
* A timestamp of the event

If syslog 1s available, the CLI sends the security log records to the syslog
server. If syslog is not available, the CLI records the last 1000 security log
records in a log separate from the system log records itemized above. Also in
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this case, the CLI suppresses repeated events from the same source and
instead the CLI records one event within a period of time and includes that
count as part of the log.

Management ACL

In addition to user access control, the system also manages access for in-band
interfaces. The system allows individual hosts or subnets to access only
specific management protocols.

The user defines a management profile, which identifies management
protocols such as the following:

*  Telnet.

*  SSH and the keying information to use for SSH.

e HTTP

e HTTPS and the security certificate to be used.

*  SNMPvl/vZc and the read and read/write community strings to be used.
*  SNMPv3 and the security information for used this protocol.

For each of these management profiles, the user defines the list of hosts or
subnets from which the management profiles may be used.

Other CLI Tools and Capabilities

The CLI has several other capabilities associated with its primary functions.

Terminal Paging

The terminal width and length for CLI displays is 79 characters and 25 lines,
respectively. The length setting is used to control the number of lines the CLI
will display before it pauses. For example, the CLI pauses at 24 lines and
prompts the user with the -more- prompt on the 25th line. The CLI waits for
the user to press either <q> or any other key. If the user presses any key
except <q>, the CLI shows the next page. A <q> key stops the display and
returns to the CLI prompt.

Boot Message

The boot message is a system message that is not user-configurable and is
displayed when the system is booting. Displayed information includes the
following:
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*  Operational code date
*  The board type

e  The CPU

*  Memory size

To start the normal booting process, select item 1 in the Boot Menu. The
following is a sample log for booting information.

Boot Menu 3.2.0.1

CPU Card I Dt 0x508541

/ DskVol // - disk check in progress ..
/[ DskVol // - Volune is K

total # of clusters: 15,147
# of free clusters: 5,299
# of bad clusters: O
total free space: 10,598 Kb
max contiguous free space: 8, 345,600 bytes
# of files: 30
# of folders: 1
total bytes in files: 19,656 Kb
# of lost chains: O

total bytes in lost chains: O

vol ume descriptor ptr (pVol Desc): 0x38f f9d0
XBD devi ce bl ock 1/0 handle: 0x10001
auto di sk check on nount: DOS_CHK_REPAIR |

DOS_CHK_VERB 2
vol une wite node: copyback (DOS_WRI TE)
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max # of simultaneously open files: 52

file descriptors in use: 0

# of different files in use: 0

# of descriptors for deleted files: 0
# of obsolete descriptors: 0

current volunme configuration

- volure | abel : NO LABEL ; (in boot sector: )
- volune |d: 0x1b19

- total nunber of sectors: 60, 716
- bytes per sector: 512

- # of sectors per cluster: 4

- # of reserved sectors: 1

- FAT entry si ze: FAT16

- # of sectors per FAT copy: 60
- # of FAT table copies: 2

- # of hidden sectors: 4

- first cluster is in sector # 136

- Update | ast access date for open-read-cl ose = FALSE

- directory structure: VFAT

- file nane format: 8-bit (extended-ASClI)
- root dir start sector: 121

- # of sectors per root: 15

- max # of entries in root: 240

FAT handl er information:
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- allocation group size: 2 clusters

- free space on vol une: 10, 852, 352 bytes

Boot Menu 3.2.0.1
Sel ect an option. If no selection in 10 seconds then

operational code will start.

1 - Start operational code
2 - Start Boot Menu.
Select (1, 2):

Operational Code Date: Mn Jan 4 04:26:56 2010

Unconpressing. . ...

Addi ng 0 synbol s for standal one.

CPU. Mdtorola E500 : Unknown system version
Processor #0.

Menory Size: 0x10000000. BSP version 1.2/0.
Created: Jan 4 2010, 03:59:27
ED&R Pol i cy Mode: depl oyed

/ DskVol // - disk check in progress ..

dosChkLib : CLOCK REALTIME is being reset to TUE JUN
28 14:29: 04 2005
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Val ue obtained fromfile system vol unme descri ptor
poi nter: 0x348ef 70

The old setting was THU JAN 01 00: 00: 00 1970

Accepted system dates are greater than THU DEC 27
00: 00: 00 1990

I DskVol // - Volune is K

total # of clusters: 15,147
# of free clusters: 5,299
# of bad clusters: O
total free space: 10,598 Kb
max contiguous free space: 8, 345,600 bytes
# of files: 30
# of folders: 1
total bytes in files: 19,656 Kb
# of lost chains: O

total bytes in lost chains: O

vol une descriptor ptr (pVol Desc): 0x348ef 70

XBD devi ce bl ock 1/0 handl e: 0x10001

aut o di sk check on nount: DOS_CHK_REPAIR |
DOS_CHK_VERB_2

vol une wite node: copyback (DOS_WRI TE)
max # of sinultaneously open files: 52

file descriptors in use: 0

# of different files in use: 0

# of descriptors for deleted files: 0
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# of obsolete descriptors: 0

current vol unme configuration

- vol une | abel : NO LABEL ; (i n boot sector:
)

- volune |d: 0x1b19

- total nunber of sectors: 60, 716
- bytes per sector: 512

- # of sectors per cluster: 4

- # of reserved sectors: 1

- FAT entry si ze: FAT16

- # of sectors per FAT copy: 60
- # of FAT table copies: 2

- # of hidden sectors: 4

- first cluster is in sector # 136

- Update | ast access date for open-read-cl ose = FALSE

- directory structure: VFAT

- file nane format: 8-bit (extended-ASClI)
- root dir start sector: 121

- # of sectors per root: 15

- max # of entries in root: 240

FAT handl er i nformation:

- allocation group size: 2 clusters

- free space on vol une: 10, 852, 352 bytes
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Ti nebase: 66. 666666 Mz, MEM 266.666664 MHz, PCl:
66. 666666 MHz, CPU. 533. 333328 Mz

PCl unit 0: Dev 0xb314, Rev 0x01, Chip BCMb6314_A0,
Driver BCMb6314_A0

SOC unit 0 attached to PCl device BCvb6314_A0
Addi ng BCM transport pointers

Configuring CPUTRANS TX

Configuring CPUTRANS RX

Instantiating /downl oad as rawrFs, device = 0x20001
Formatti ng /downl oad for DOSFS

Instantiating /downl oad as rawrs, device = 0x20001

Formatting.../downl oad: file systemis marked cl ean
ski ppi ng check

oK.

<186> JUN 28 14:29:09 0.0.0.0-1 UNKN[268434720]:
boot 0s. ¢c(222) 1 %% Event (Oxaaaaaaaa)

Instantiating RanCP: as rawFs, device = 0x30001
Formatti ng RanCP: for DOSFS

Instantiating RanCP: as rawFs, device = 0x30001
RanmCP:/ - disk check in progress ..

RanCP:/ - Volume is K

total # of clusters: 1,975
# of free clusters: 1,973
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# of bad clusters: O
total free space: 1,010,176
max contiguous free space: 1,010,176 bytes
# of files: O
# of folders:
total bytes in files:

# of | ost chains:

o O o o

total bytes in |ost chains:
XK.

(Unit 1 - Waiting to select managenent unit)>

Wl cone to Dell Easy Setup W zard

The Setup W zard gui des you through the initial swtch
configuration, and

gets you up and running as quickly as possible. You
can skip the setup

wi zard, and enter CLI node to manually configure the
swi tch. You nust

respond to the next question to run the setup w zard
wi thin 60 seconds,

otherwi se the systemw Il continue with norma
operation using the default

system configuration.Note: You can exit the setup
W zard at any point

by entering [ctrl +z].
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Woul d you like to run the setup w zard (you nust
answer this question within

60 seconds)? [Y/N] n

Thank you for using Dell Easy Set up Wzard. You will
now enter CLI node.

Applyi ng G obal configuration, please wait

Applying Interface configuration, please wait

consol e>

consol e>show swi tch

Managenent Preconfig Plugged-in Switch Code

Switch Status Model ID Model ID Status Version
1 Mgnt Switch PC6224 PC6224 K 3.2.0.1
consol e>

Boot Utility Menu

If a user is connected through the serial interface during the boot sequence,
pressing the <esc> key interrupts the boot process and displays a Boot Utility
Menu. Selecting item 2 displays the menu and may be typed only during the
initial boot up sequence. When the system boot up is complete, typing the
escape sequence does not display the menu.

IICRC. oo
... 0xddOa (56586)
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208

91ced4 (9555668)
Nunber of Components............. ... .. ... ......

Oper ational Code
Ofset..... ... 0x74 (116)

Operational Code FLASH flag....................
Oper ati onal Code

Operational Conpression flag...................
(1 zma)

(1048576)
Boot Code

(7930492)
Boot Code FLASH flag............. ... .. .. .. .....
Boot Code

VPD - rel 3 ver 2 maint_Ivl O build num1l
Timestanmp - Mon Jan 4 04:26:56 2010
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File - Dell-Ent-eswkinnick-pct.8541-V6R-

CSxw 61 QHSr 3v2nDbl. opr
[]There is no output from this option.|]

This is the output from the update boot code option:

Do you wi sh to update Boot Code? (y/n) y

Val idating i mage2.... X
Extracting boot code frominmage...CRC valid
Erasi ng Boot Flash..... ANANDone.
Wote 0x10000 bytes.

W ote 0x20000 byt es.

Wote 0x30000 bytes.

W ote 0x40000 byt es.

Wote 0x50000 bytes.

Wote 0x60000 bytes.

Wote 0x70000 bytes.

W ote 0x80000 bytes.

Wote 0x90000 byt es.

W ote 0xa0000 byt es.

W ote Oxb0000 byt es.

Wote Oxc0000 bytes.

W ote 0xd000O byt es.

W ote O0xe0000 bytes.

W ote Oxf0000 bytes.
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W ot e 0x100000 bytes.
Validating Flash..... Passed

Fl ash updat e conpl et ed. [][][][][|During the bootup sequence, if a
user 1s connected using the serial interface, the system provides an escape key
sequence to interrupt the bootup process and bring up a boot utility menu.
The menu provides the users with the following:

*  The boot key sequence is 2 and may be typed only during the initial
bootup sequence. After the system bootup is complete, then typing the
escape sequence does not have any consequence and does not put the user
into the "boot utility menu."

*  PCM6220, PCM6348, PCM8024, PCM8024-k supports a utility with
which users can write FRU (EEPROM) data.

The following is the typical bootup sequence on the PCM6220, PCM634§,
PCM§8024, PCM8024-k switch box (with PC7000 image):

Rel oadi ng all switches.

Boot code......

SDRAM 256

Boot Menu Version: Nov 10 2006

Sel ect an option. If no selection in 10 seconds then
operational code will start.

1 - Start operational code

2 - Start Boot Menu.

Select (1, 2):2

Boot Menu Version: 24 Sep 2006
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Options avail abl e

- Start operational code

- Change baud rate

- Retrieve event | og usi ng XMODEM

- Load new operational code using XMODEM

Di spl ay operational code vital product data
- Run flash diagnostics

- Update boot code

- Del ete backup inmge

© 00 N oo 0o b~ W N P
1

- Reset the system

10 - Restore configurationto factory defaults (delete
config files)

11 - Activate Backup | mage
12 - Password Recovery Procedure
[ Boot Menu] 30

FRU Utility Menu

This is a secret option and is not displayed in the main menu. Users can bring
up the secret menu using option 30. The password for the secret menu is
pc62xxkinnick. Option 14 under the secret menu brings up a submenu for
the FRU utility. The FRU utility submenu provides options to download and
set FRU, save to flash, update RU with the data saved in flash, upload FRU
data, and dump FRU data. Service tag and serial number information is part
of the FRU data, and users can read the service tag and serial number
information from the CLI with the command show system id.

Boot Menu Version: 24 Sep 2006

Options avail abl e

1 - Start operational code
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- Change baud rate

- Retrieve event | og using XMODEM

- Load new operational code using XMODEM

Di spl ay operational code vital product data
- Run flash diagnostics

- Update boot code

- Del ete backup inmage

© 00 N o 0o~ WDN
1

- Reset the system

10 - Restore configurationto factory defaults (delete
config files)

11 - Activate Backup | mage
12 - Password Recovery Procedure
[ Boot Menu] 30

PasSSWOr d:  **% %% % %% %% %% %
Boot code utilities nenu

Options are:

- Read/ Wite nmenory

- Display PCl bus

- Display PCl bus details

- Display core info and bus speeds
Display file systemdetails

- RAM test

- File systemdirectory listing

- CPLD di agnostics

© 00 N o 0o b~ W DN PP
1

- Switch diagnostics
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10 - Format file system

11 - File systemtest

12 - Conprehensive test (RAM PCl, FLASH)
13 - Start vxWorks shel

14 - FRU utility nenu

0O - Return to main nmenu

Sel ect option (0-14): 14

FRU UWility Menu

Options are:

1 - Downl oad data through X-Mbdem and store into FRU
2 - Downl oad data through X-Mbdem and store into FLASH

3 - Update FRU with data stored in FLASH
4 - Upl oad FRU data through X-Modem

5 - Dunmp FRU data

0O - Return to previous menu

Sel ect option (0-5):

CLI command output for the show system id command:
consol e>show system i d

Service Tag: 89788978
Serial Nunber:

Asset Tag: none

Uni t Servi ce tag Serial nunber
Asset tag
2 89788978
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Monitoring Traps from CLI

It is possible to connect to the CLI session and monitor the events or faults
that are being sent as traps from the system. This feature is equivalent to the
alarm-monitoring window in a typical network management system. The user
enables events or monitor traps from the CLI by entering the command
logging console. Traps generated by the system are dumped to all CLI
sessions that have requested monitoring mode to be enabled. The no logging
console command disables trap monitoring for the session. By default,
console logging is enabled.
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Layer 2 Commands

The chapters that follow describe commands that conform to the OSI model
data link layer (Layer 2). Layer 2 commands provide a logical organization for
transmitting data bits on a particular medium. This layer defines the framing,
addressing, and checksum functions for Ethernet packets.

This section of the document contains the following Layer 2 topics:

AAA Commands

ACL Commands

Address Table

Commands

Auto-VolP
Commands

CDP
Interoperability
Commands

DHCP Layer 2
Relay Commands

DHCP
Management
Interface
Commands

DHCP Snooping

Commands

Dynamic ARP
Inspection
Commands

Email Alerting
Commands

Ethernet
Configuration
Commands

Ethernet CFM

Commands

GVRP Commands

IGMP Snooping

Commands

IGMP Snooping
Querier
Commands

IP Addressing

Commands

IPv6 Access List
Commands

I[Pv6 MLD
Snooping

Commands

[Pv6 MLD
Snooping Querier
Commands

IP Source Guard

Commands

1SCSI
Optimization
Commands

Link Dependency

Commands
LLDP Commands

Multicast VLAN
Registration
Commands

Port Aggregator

Commands

Port Channel
Commands

Port Monitor
Commands

QoS Commands

RADIUS Commands

Spanning Tree
Commands

TACACS+

Commands
VLAN Commands

Voice VLAN
Commands

802.1x Commands
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AAA Commands

Management access to the switch is via telnet, I'T'TP, SSH, or the serial
console (SNMP access is discussed in SNMP Commands). To ensure that
only authorized users can access and change the configuration of the switch,
users must be authenticated.

Users can be authenticated based on:
* Login mode
*  Switch access method
¢ Access to Privileged EXEC mode
*  Two levels of access:
- 1 = Read-only
- 15 = Write-only
The supported authentication methods for management access are:

*  Local: The user's locally stored ID and password are used for
authentication.

*  RADIUS: The user's ID and password are authenticated using the
RADIUS server.

*  TACACS+: The user's ID and password are authenticated using the
TACACS+ server.

* None: No authentication is used.

* Enable: Uses the enable password for authentication.

* Line: Uses the line password for authentication.

* Authentication Preference Lists (APLs): An Authentication Preference List

1s an ordered list of authentication methods.

To authenticate a user, the authentication methods in the APL for the access
line are attempted in order until an authentication attempt returns a success
or failure return code. If a method times out, the next method in the list is
attempted. The component requesting authentication is unaware of the
ultimate authentication source. If a method in the preference list does not
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support the concept of timeout, subsequent entries in the list are never
attempted. For example, the local authentication method implementation
does not supply a time-out value. If a list contains the local method, followed
by the radius authentication method, the radius method is not attempted.

Once an APL is created, a reference to that APL can be stored in the access
line configuration to determine how specific components should
authenticate users. The APL and associated component ID are stored
together. A single APL can be referenced by multiple users and components.

The administrator can enable/disable/reorder authentication methods on a
per method basis (see above).

Commands in this Chapter

This chapter explains the following commands:

aaa authentication dotlx  enable authentication password (User EXEC)
default
aaa authentication enable  enable password show aaa ias-users
aaa authentication login  ip http authentication show authentication
methods
aaa authorization network  ip https authentication show users accounts
default radius
aaa las-user username login authentication show users login-history
aaa las-user username password (aaa IAS User username
Configuration)
clear (IAS) password (Line
Configuration)

aaa authentication dot1x default

Use the aaa authentication dotlx default command in Global Configuration
mode to specify an authentication method for 802.1x clients. Use the no form
of the command to return the authentication method to its default settings.

Syntax

aaa authentication dotlx default {radius| ias|local |none}
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no aaa authentication dotlx default

Parameter Description

Parameter Description

radius Uses the list of all authentication servers for authentication.
ias Uses the internal authentication server.

local Use the local authentication method.

none Uses no authentication.

Default Configuration

No default authentication method is defined.

Command Mode
Global Configuration mode

User Guidelines

Only one authentication method may be specified in the command. For the
RADIUS authentication method, if the RADIUS server cannot be contacted,
the supplicant fails authentication. The none method always allows access.
the ias method utililizes the internal authentication server.

Example

The following example configures §02.1x authentication to use no
authentication. Absent any other configuration, this command allows all
802.1x users to pass tratfic through the switch.

consol e(config)# aaa aut hentication dot1lx default
none

The following example configures 802.1x authentication to use a RADIUS
server. A RADIUS server must be configured using the radius-server host auth
command for the radius method to succeed.

consol e(confi g) #aaa authentication dotlx default
radi us
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aaa authentication enable

Use the aaa authentication enable command in Global Configuration mode
to set authentication for accessing higher privilege levels. To return to the
default configuration, use the no form of this command.

Syntax
aaa authentication enable {default | /ist-name} methodl | method?...)
no aaa authentication enable {default | /st-name}

*  default — Uses the listed authentication methods that follow this
argument as the default list of methods, when using higher privilege levels.

*  [ist-name — Character string used to name the list of authentication
methods activated, when using access higher privilege levels. (Range: 1-15
characters)

*  methodl [methodZ...] — Specity at least one from the following table:

Keyword Source or destination

enable Uses the enable password for authentication.

line Uses the line password for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The default enable list is enableList. It is used by console, telnet, and SSH
and only contains the method none.

Command Mode
Global Contfiguration mode

User Guidelines

The default and optional list names created with the aaa authentication
enable command are used with the enable authentication command.
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Create a list by entering the aaa authentication enable /Zst-name method
command where Zst-nameis any character string used to name this list. The
method argument identifies the list of methods that the authentication
algorithm tries in the given sequence.

The additional methods of authentication are used only if the previous
method returns an error, not if it fails to authenticate the user. Only the
RADIUS or TACACS methods can return an error. To ensure that the
authentication succeeds even if all methods return an error, specify none as
the final method in the command line. Note that enable will not succeed for
a level one user if no authentication method is defined. A level one user must
authenticate to get to privileged EXEC mode. For example, if none is
specified as an authentication method after radius, no authentication is used
if the RADIUS server is down.

ﬁ NOTE: Requests sent by the switch to a RADIUS server include the username
"$enabx$’, where x is the requested privilege level. For enable to be authenticated
on Radius servers, add "$enabx$" users to them. The login user ID is also sent to
TACACS+ servers for enable authentication.

Example

The following example sets authentication when accessing higher privilege
levels.

consol e(confi g)# aaa authentication enable default
enabl e

aaa authentication login

Use the aaa authentication login command in Global Configuration mode to
set the authentication method required for user at login. To return to the
default configuration, use the no form of this command.

Syntax
aaa authentication login {default | /ist-name} methodl |method?...]
no aaa authentication login {default | /ist-name}

e default — Uses the listed authentication methods that follow this
argument as the default list of methods when a user logs in.
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*  [ist-name — Character string used to name the list of authentication
methods activated when a user logs in. (Range: 1-15 characters)

*  methodl |methodZ...] — Specify at least one from the following table:

Keyword Source or destination

enable Uses the enable password for authentication.

line Uses the line password for authentication.

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The default login lists are defaultList and networkList. defaultList is used by
the console and only contains the method none. networkList is used by telnet
and SSH and only contains the method local.

Command Mode
Global Contfiguration mode

User Guidelines

The default and optional list names created with the aaa authentication
login command are used with the login authentication command. Create a
list by entering the aaa authentication login /ist-name method command for
a particular protocol, where Zist-nameis any character string used to name
this list. The method argument identifies the list of methods that the
authentication algorithm tries, in the given sequence.

The additional methods of authentication are used only if the previous
method returns an error, not if there is an authentication failure. Only the
RADIUS or TACACS+ methods can return an error. To ensure that the
authentication succeeds even if all methods return an error, specify none as
the final method in the command line. For example, if none is specified as an
authentication method after radius, no authentication is used if the RADIUS
server is down.
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Example
The following example configures authentication login.

consol e(config)# aaa authentication |ogin default
radi us | ocal enable none

aaa authorization network default radius

Use the aaa authorization network default radius command in Global
Configuration mode to enable the switch to accept VLAN assignment by the
RADIUS server.

Syntax
aaa authorization network default radius

no aaa authorization network default radius

Default Configuration
By default, the switch does not accept VLAN assignments by the RADIUS

SCIVET.

Command Mode
Global Configuration mode

User Guidelines

The RADIUS server can place a port in a particular VLAN based on the result
of the authentication. VLAN assignment must be configured on the external
RADIUS server.

Example
The following example enables RADIUS-assigned VLANSs.

consol e(confi g) #aaa aut hori zati on network default
radi us
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aaa ias-user username

Use the aaa ias-user username command in Global Configuration mode to
configure IAS users and their attributes. Username and password attributes
are supported. The ias-user name is composed of up to 64 alphanumeric
characters. This command also changes the mode to a user config mode. Use
the no form of this command to remove the user from the internal user
database.

Syntax

aaa ias-user username user

NOo aaa las-user username user

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

User Guidelines

This command has no user guidelines.

Examples
consol e#configure

consol e(confi g) #aaa i as-user usernanme client-1
consol e(Confi g-1 AS- User) #exi t

consol e(confi g)#no aaa ias-user usernane client-1
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clear (IAS)

Use the clear aaa ias-users command in Privileged EXEC mode to delete all
IAS users.

Syntax

clear aaa ias-users

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#cl ear aaa i as-users

enable authentication

Use the enable authentication command in Line Configuration mode to
specify the authentication method list when accessing a higher privilege level
from a remote telnet or console. To return to the default specified by the
enable authentication command, use the no form of this command.

Syntax
enable authentication {default | /ist-name}
no enable authentication

¢ default — Uses the default list created with the aaa authentication enable
command.
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e Jist-name — Uses the indicated list created with the aaa authentication
enable command. (Range: 1-12 characters)

Default Configuration

Uses the default set with the command aaa authentication enable.

Command Mode

Line Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example specifies the default authentication method when
accessing a higher privilege level console.

consol e(config)# line console

consol e(config-line)# enabl e authenticati on default

enable password

Use the enable password command in Global Configuration mode to set a
local password to control access to the privileged EXEC mode. To remove the
password requirement, use the no form of this command.

Syntax
enable password password [encrypted]
no enable password
»  password— Password for this level (Range: 8- 64 characters).

* encrypted — Encrypted password entered, copied from another switch
configuration.

Default Configuration

This command has no default configuration.
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Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example defines password "xxxyyyzzz" to control access to user
and privilege levels.

consol e(confi g)# enabl e password xxxyyyzzz

ip http authentication

Use the ip http authentication command in Global Configuration mode to
specify authentication methods for http server users. To return to the default,
use the no form of this command.

Syntax
ip http authentication method! [ method?...]
no ip http authentication
* methodl | methodZ...] — Specify at least one from the following table:

Keyword Source or destination

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The local user database is checked. This action has the same effect as the
command ip http authentication local.
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Command Mode
Global Configuration mode

User Guidelines

The additional methods of authentication are used only if the previous
method returns an error, not if it fails. To ensure that the authentication
succeeds even if all methods return an error, specify none as the final method
in the command line. For example, if none is specified as an authentication
method after radius, no authentication is used if the RADIUS server is down.

Example

The following example configures the http authentication.

consol e(config)# ip http authentication radius | ocal

ip https authentication

Use the ip https authentication command in Global Configuration mode to
specify authentication methods for https server users. To return to the default
configuration, use the no form of this command.

Syntax
ip https authentication method! [ method?...)

no ip https authentication

Parameter Description
methodl | methodZ...] — Specily at least one from the following table:

Keyword Source or destination

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.
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Default Configuration

The local user database is checked. This action has the same effect as the
command ip https authentication local.

Command Mode
Global Configuration mode

User Guidelines

The additional methods of authentication are used only if the previous
method returns an error, not if it fails. To ensure that the authentication
succeeds even if all methods return an error, specify none as the final method
in the command line. If none is specified as an authentication method after
radius, no authentication is used if the RADIUS server is down.

Example
The following example configures https authentication.
consol e(config)# ip https authentication radius |ocal

login authentication

Use the login authentication command in Line Configuration mode to
specify the login authentication method list for a line (console, telnet, or
SSH). To return to the default specified by the authentication login
command, use the no form of this command.

Syntax
login authentication {default | /st-name}
no login authentication

* default — Uses the default list created with the aaa authentication login
command.

e [ist-name — Uses the indicated list created with the aaa authentication
login command.

Default Configuration

Uses the default set with the command aaa authentication login.
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Command Mode

Line Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example specifies the default authentication method for a
console.

consol e(config)# line console

consol e(config-line)# |l ogin authentication default

password (aaa IAS User Configuration)

Use the password command in aaa IAS User Configuration mode to configure
a password for a user. The password is composed of up to 64 alphanumeric
characters. An optional parameter [encrypted] is provided to indicate that the
password given to the command is already pre-encrypted. To clear the user’s
password, use the no form of this command.

Syntax
password password [encrypted|

no password

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
aaa IAS User Configuration
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User Guidelines

This command has no user guidelines.

Example

consol e#confi gure

consol e(confi g) #aaa i as-user usernanme client-1
consol e(Confi g-1 AS- User) #password client 123
consol e(Confi g-1 AS- User) #no passwor d

Example of a adding a MAB Client to the Internal user database:
consol e#configure

consol e(confi g) #aaa i as-user usernanme 1f 3ccbl157
consol e(Confi g-1 AS- User) #password 1f 3ccb1157
consol e( Confi g-1AS- User) #exi t

consol e(config)#

password (Line Configuration)

Use the password command in Line Configuration mode to specify a
password on a line. To remove the password, use the no form of this
command.

m NOTE: For commands that configure password properties, see Password
Management Commands on page 1389.

Syntax
password password [encrypted]
no password
»  password— Password for this level. (Range: 8- 64 characters)

* encrypted — Encrypted password to be entered, copied from another
switch configuration.
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Default Configuration

No password is specified.

Command Mode

Line Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example specifies a password "memxxyyy" on a line.

consol e(config-1ine)# password ncnkxyyy

password (User EXEC)

Use the password command in User EXEC mode to allow a currently logged
in user to change the password for only that user without having read/write
privileges. This command should be used after the password has aged. The
user Is prompted to enter the old password and the new password.

m NOTE: For commands that configure password properties, see Password
Management Commands.

Syntax

password

Parameter Description

This command does not require a parameter description.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC mode
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User Guidelines

This command has no user guidelines.

Example

The following example shows the prompt sequence for executing the
password command.

consol e>password
Enter ol d password: x***x**x*
Ent er new password: ****x**x*

Confirm new passwor d: ****x**xx

show aaa ias-users

Use the show aaa ias-users command in Privileged EXEC mode to display
configured IAS users and their attributes. Passwords configured are not
shown in the show command output.

Syntax

show aaa ias-users [ usernamel|

Parameter Description

This command does not require a parameter description.

Default Behavior

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.
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Example

consol e##fshow aaa i as-users

Client-2

Following are the IAS configuration commands shown in the output of the
show running-config command. Passwords shown in the command output
are always encrypted.

aaa ias-user usernane client-1

passwor d
a45c74f df 50a558a2b5cf 05573cd633bac2c6c598d54497ad4c46
104918f 2c encrypted

exit

show authentication methods

Use the show authentication methods command in Privileged EXEC mode
to display information about the authentication methods.

Syntax

show authentication methods

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.
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Example
The following example displays the authentication configuration.

consol e##tshow aut henti cati on net hods

Logi n Aut henti cati on Method Lists

enabl eLi st | ocal

Li ne Logi n Met hod Li st Enabl e Met hod Li st
Consol e defaul tList enabl eLi st

Tel net def aul t Li st enabl eLi st

SSH def aul t Li st enabl eLi st

HTTPS .| ocal

HTTP .| ocal

DOT1X > none

show users accounts

Use the show users accounts command in Privileged EXEC mode to display
the local user status with respect to user account lockout and password aging.
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Syntax

show users accounts

Parameter Description
The following fields are displayed by this command.

Parameter Description

User Name Local user account’s user name.

Privilege User’s access level (read only or
read/write).

Lockout Status Indicates whether the user account is

locked out or not.

Password Expiration Date Current password expiration date in date
format.

Lockout Displays the user’s lockout status (True or
False).

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays information about the local user database.

consol e#show users accounts

User Nane Privil ege Password Password Lockout
Agi ng Expiry date
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adm n 15 Fal se
guest 15 Fal se
brcml 1 Fal se

consol e#show users accounts | ong

asd

t hi si saveryl onguser nanei ti squitel ong

show users login-history

Use the show users login-history command in Global Configuration mode to
display information about the login history of users.

Syntax
show users login-history [long]

hd name

name of user. (Range: 1-20 characters)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example show user login history outputs.
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consol e#show users | ogi n-history

Login Tinme

Usernane Prot ocol Locati on

Jan 19 2005 08:23:48 Bob Seri al

Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Tel net 172.16.1. 7
username

Use the username command in Global Configuration mode to add a new user
to the local user database. The default privilege level is 1. This command can
be used to unlock a locked user account for an already existing user. Use the
no form of this command to remove the username from the local user

database.

Syntax

username name password password | privilege level] [encrypted]

no username naime

Parameter Description

Parameter

Description

name

The name of the user. Range: 1-32 printable characters. The
special characters allowed in the password include ! # $ % &
Y+ - )< =>@[\] ™ _A{] )}~ User
names can contain blanks if the name is surrounded by double
quotes.

password

The authentication password for the user. Range: 8-64 characters.
This value can be 0 [zero] if the no passwords min-length
command has been executed. The special characters allowed in
the passwordinclude ! # $ % & “ () * 4+ ,-./:; < = >
@[N]~ _ A}~
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Parameter Description

level The user level. Level 0 can be assigned by a level 15 user to
another user to suspend that user’s access. Range: 0-15. Enter
access level 1 for Read Access or 15 for Read/Write Access.

encrypted Encrypted password entered, copied from another switch
configuration.

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

User Guidelines

To use the | character as part of the username or password string, it should be
enclosed within quotation marks. For example, username “test!xyz” password
“test!xyz”.

Example

The following example configures user bob with password xxxyymmmm and
user level 15.

consol e(confi g)# usernanme bob password ?

<passwor d> Enter the password. The special characters
allowed in the password include ~ " | @# $ %" &* () _ -
+=[]1{r\ | ;" <>, 1.

consol e(confi g)# usernane bob password xxxyyymmm privil ege
15

username password encrypted

The Administrator uses the username password encrypted command in
Global Configuration mode to transfer local user passwords between devices
without having to know the passwords. The password parameter must be
exactly 128 hexadecimal characters. The user represented by the username
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parameter must be a pre-existing local user. If the password strength feature is
enabled, it checks for password strength and returns an appropriate error if it
fails to meet the password strength criteria.

Syntax

username name password password [level level] [encrypted]

Parameter Description

This command does not require a parameter description.

Default Behavior

This command has no default configuration.

Command Modes
Global Contfiguration mode

User Guidelines

The following table lists the completion messages.

Message Type Message Description
Successful Completion Message Message
Error Completion Message Could not set user password!
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Message Type Message Description

Reason behind the failure 1 Exceeds Minimum Length of a Password.

Password should be in the range of 8-64
characters in length. Set minimum password
length to 0 by using the passwords min-length
0 command.
2 Password should contain Minimum
<number> uppercase-letters,
<number> lowercase-letters, <number>
numeric numbers,
<number> special charactersand
<number> character classesand
Maximum limit of <number> consecutive
alphabetic and numeric
characters.
Maximumrepetitionof <number>
alphabetic and number characters.
3 Password should not contain the
keywords <keywordl >, <keyword2>
and <keyword3>inanyform (reversed,
substring or case-insensitive).

Examples

consol e(confi g) #user name test password xxxxPassword
I evel 1 encrypted override-conpl exity-check

consol e(confi g) #user name test password xxxxPassword
| evel 1 override-conpl exity-check

consol e(confi g) #user name test password testPassword
encrypted override-conpl exi ty-check

consol e(confi g) #usernane test password testPassword
override-conpl exi ty-check

username unlock

Use the username unlock command in Global Configuration mode to unlock
a locked user account. Only a user with read/write access can re-activate a
locked user account.
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Syntax

username username unlock

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.

242 | AAA Commands



ACL Commands

Access to a switch or router can be made more secure through the use of
Access Control Lists (ACLs) to control the type of traffic allowed into or out
of specific ports. An ACL consists of a series of rules, each of which describes
the type of tratfic to be processed and the actions to take for packets that
meet the classification criteria. Rules within an ACL are evaluated
sequentially until a match is found, if any. Every ACL is terminated by an
implicit deny all rule, which covers any packet not matching a preceding
explicit rule. ACLs can help to ensure that only authorized users have access
to specific resources while blocking out any unwarranted attempts to reach
network resources.

ACLs may be used to restrict contents of routing updates, decide which types
of traffic are forwarded or blocked and, above all, provide security for the
network. ACLs are normally used in firewall routers that are positioned
between the internal network and an external network, such as the Internet.
They can also be used on a router positioned between two parts of the
network to control the traffic entering or exiting a specific part of the internal
network.

The PowerConnect ACL feature allows classification of packets based upon
Layer 2 through Layer 4 header information. An Ethernet IPv6 packet is
distinguished from an IPv4 packet by its unique Ethertype value; thus, all
IPv4 and IPv6 classifiers include the Ethertype field.

Multiple ACLs per interface are supported. The ACLs can be a combination
of Layer 2 and/or Layer 3/4 ACLs. ACL assignment 1s appropriate for both
physical ports and LAGs. ACLs can also be time based.

ACL Logging

Access list rules are monitored in hardware to either permit or deny traffic
matching a particular classification pattern, but the network administrator
currently has no insight as to which rules are being As¢. Some hardware
platforms have the ability to count the number of hits for a particular
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classifier rule. The ACL logging feature allows these hardware hit counts to be
collected on a per-rule basis and reported periodically to the network
administrator using the system logging facility and an SNMP trap.

The PowerConnect ACL permit/deny rule specification supports a log
parameter that enables hardware hit count collection and reporting.
Depending on platform capabilities, logging can be specified for deny rules,
permit rules, or both. A five minute logging interval is used, at which time
trap log entries are written for each ACL logging rule that accumulated a
nonzero hit count during that interval. The logging interval is not user
configurable.

Commands in this Chapter

This chapter explains the following commands:

access-list mac access-list extended rename
deny | permit (IP ACL) service-acl input

deny | permit (Mac-Access-List- show service-acl interface
Configuration)

1p access-group show ip access-lists

mac access-group show mac access-list

mac access-list extended

access-list

Use the access-list command in Global Configuration mode to create an
Access Control List (ACL) that is identified by the parameter /st-name.

The command specifies the queue identifier to which packets matching this
rule are assigned. The command may also specify the mirror or redirect
interface (unit/slot/port) to which packets matching this rule are copied or
forwarded, respectively.

The time-range parameter allows imposing time limitation on the ACL rule
as defined by the parameter time-range-name. If a time range with the
specified name does not exist, and the ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with specified name exists and the ACL
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containing this ACL rule is applied to an interface or bound to a VLAN, then
the ACL rule is applied when the time-range with specified name becomes
active. The ACL rule is removed when the time-range with specified name
becomes inactive.

access-list /ist-name {deny | permit} {every | {{icmp | igmp | ip | tcp |
udp | number} any| srcip sremask[{eq {portkey | 0-65535}] dstip dstmask
[{eq {portkey | 0-65535}] |precedence precedence | tos tos tosmask | dscp
dscp| }log] [time-range time-range-name| [assign-queue queue-id|
[{mirror | redirect} interface-id|

no access-list /ist-name

Parameter Description

Parameter Description

list-name Access-list name up to 31 characters in length.

deny | permit Specifies whether the IP ACL rule permits or denies an action.

every Allows all protocols.

eq Equal. Refers to the Layer 4 port number being used as match
criteria. The first reference is source match criteria, the second
is destination match criteria.

number Standard protocol number. Protocol keywords
icmp,igmp,ip,tep,udp.

sreip Source IP address.

sremask Source IP mask.

dstip Destination IP address.

dstmask Destination IP mask.

portvalue The source layer 4 port match condition for the ACL rule is
specified by the port value parameter (Range: 0-65535).

portkey Or you can specify the portkey; which can be one of the
following keywords: domain, echo, ftp, ftpdata, http, smtp,
snmp, telnet, titp, and www.

log Specifies that this rule is to be logged.

time-range-name | Displays the name of the time-range if the ACL rule has
referenced a time range.
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Parameter Description

assign-queue qgueue-|Specifies the particular hardware queue for handling traffic that
id matches the rule. (Range: 0-6)

mirror interface Allows the traffic matching this rule to be copied to the
specified interface.

redirect interface  |'This parameter allows the traffic matching this rule to be
forwarded to the specified unit/slot/port.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

Access list names can consist of any printable character. Names can be up to
31 characters in length.

Examples
The following examples create an ACL to discard any HT'TP traffic from
192.168.77.171, but allow all other traffic from 192.168.77.171:

consol e(confi g) #access-1i st al pha deny ip
192.168.77.171 0.0.0.0 0.0.0.0 255. 255. 255. 255 eq
http

consol e(confi g) #access-1ist al pha permt ip
192.168.77.171 0.0.0.0 any

deny | permit (IP ACL)

Use this command in Ipv4-Access-List Configuration mode to create a new
rule for the current IP access list. Each rule is appended to the list of
configured rules for the list.

The command is enhanced to accept the optional time-range parameter. The
time-range parameter allows imposing a time limitation on the IP ACL rule
as defined by the parameter time-range-name. If a time range with the
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specified name does not exist, and the IP ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with the specified name exists, and the IP ACL
containing this ACL rule is applied to an interface or bound to a VLAN, then
the ACL rule is applied when the time-range with a specified name becomes
active. The ACL rule is removed when the time-range with a specified name
becomes inactive.

Syntax

{deny | permit} {every | any} {dstmac | any} |ethertypekey | Ox0600-
OxFFFF] vlan {eq 0-#095}] [cos 0-7] [[log] [time-range time-range-namel]
[assign-queue gucue-id| [{mirror | redirect} interface-id|

{deny | permit} {every | {{icmp | igmp | ip | tep | udp | number} srcip

sremask [{eq { portkey | 0-65535} dstip dstmask [{eq {portkey| 0-65535}]
[precedence precedence | tos tos tosmask | dscp dscp) [log] [time-range
time-range-name| [assign-queuc qgueue-rd) [{mirror | redirect} mterface-id)

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode

Ipv4-Access-List Configuration mode

User Guidelines

This command has no user guidelines.

deny | permit (Mac-Access-List-Configuration)

Use the deny command in Mac-Access-List Configuration mode to deny
traffic if the conditions defined in the deny statement are matched. Use the
permit command in Mac-Access-List Configuration mode to allow traffic if
the conditions defined in the permit statement are matched.
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Use this command in Mac-Access-List Configuration mode to create a new
rule for the current MAC access list. Each rule is appended to the list of
configured rules for the list.

The command is enhanced to accept the optional time-range parameter. The
time-range parameter allows imposing a time limitation on the MAC ACL
rule as defined by the parameter ime-range-name. If a time range with the
specified name does not exist, and the MAC ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with the specified name exists, and the MAC
ACL containing this ACL rule is applied to an interface or bound to a VLAN,
then the ACL rule is applied when the time-range with a specified name
becomes active. The ACL rule is removed when the time-range with a
specified name becomes inactive.

Syntax

{deny | permit} {{any | srcmac sremacmask} {any | bpdu | dstmac
dstmacmask}} [ethertypekey | Ox0600-OxFFFF] vlan {eq 0-#095}] [cos 0-7)
[[log] [time-range time-range-name] |assign-queue gucue-id] [{mirror |
redirect} interface-id|

Parameter Description

Parameter Description

sremac Valid source MAC address in format xxxx.xxxx.Xxxx.

sremacmask Valid MAC address bitmask for the source MAC address in
format xxxx.XXXX.XXXX.

any Packets sent to or received from any MAC address

dstmac Valid destination MAC address in format xxxx.xXxXx.XxxX.

destmacmask Valid MAC address bitmask for the destination MAC address in
format xxxx.XXXX.XXXX.

bpdu Bridge protocol data unit

ethertypekey Either a keyword or valid four-digit hexadecimal number.

(Range: Supported values are appletalk, arp, ibmsna, ipv4, ipv6,
ipx, mplsmecast, mplsucast, Netbios, novell, pppoe, rarp.)
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Parameter Description

Ox0600-OxFFFF Specify custom ethertype value (hexadecimal range 0x0600-
OXFFFF).

vlan eq VLAN number. (Range 0-4095)

cos Class of service. (Range 0-7)

log Specifies that this rule is to be logged.

time-range-name

Use the time-range parameter to impose a time limitation on
the MAC ACL rule as defined by the parameter #ime-range-
name.

assign-queue

Specifies particular hardware queue for handling traffic that
matches the rule.

queuc-id 0-6, where n is number of user configurable queues available for
that hardware platform.

mirror Copies the traffic matching this rule to the specified interface.

redirect Forwards traffic matching this rule to the specified physical
interface.

Interface Valid physical interface in unit/slot/port format, for example

1/0/12.

Default Configuration

This command has no default configuration.

Command Mode

Mac-Access-List Configuration mode

User Guidelines

The no form of this command is not supported, as the rules within an ACL
cannot be deleted individually. Rather the entire ACL must be deleted and

respecified.

The assign-queue and redirect parameters are only valid for permit

commands.
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Example

The following example configures a MAC ACL to deny traffic from MAC
address 0806.¢200.0000.

consol e(confi g)#mac access-1ist extended DELL123

consol e(confi g-mac- access-1i st)#deny 0806. c200. 0000
ffff. ffff.ffff any

ip access-group

Use the ip access-group command in Global and Interface Configuration
modes to apply an IP based ACL on an Ethernet interface or a group of
interfaces. An IP based ACL should have been created by the access-list name
... command with the same name specified in this command.

Use the no ip access-group command to disable an IP based ACL on an
Ethernet interface or a group of interfaces.

Syntax
ip access-group name |direction/ [seqnum]
no ip access-group name direction seqgnum

*  name— Access list name. (Range: Valid IP access-list name up to 31
characters in length)

*  direction — Direction of the ACL. (Range: in or out. Default is in.)

*  seqgnum — Precedence for this interface and direction. A lower sequence
number has higher precedence. Range: 1 — 4294967295. Default is1.

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration and Interface Configuration (Ethernet, VLAN, or Port
Channel) modes
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User Guidelines

Global mode command configures the ACL on all the interfaces, whereas the
interface mode command does so for the interface.

Examples

consol e(config)#i p access-group aclnane in
consol e(config)#no ip access-group aclnane in
consol e(config)#i p access-group acl namel out

consol e(config-if-1/0/1)#i p access-group acl nane out
2

consol e(config-if-1/0/1)#no i p access-group acl nane
out

mac access-group

Use the mac access-group command in Global Configuration or Interface
Configuration mode to attach a specific MAC Access Control List (ACL) to
an interface in the in-bound direction.

Syntax

mac access-group name [direction/ [sequence/

N0 mac access-group name
* name — Name of the existing MAC access list. (Range: 1-31 characters)
* direction — Only the in-bound direction is supported.

* sequence — Order of access list relative to other access lists already
assigned to this interface and direction. (Range: 1-4294967295)

Default Configuration

The default direction is in (in-bound).

Command Mode

Global Configuration mode or Interface Configuration (Ethernet, VLAN or
Port Channel) mode
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User Guidelines

An optional sequence number may be specified to indicate the order of this
access-list relative to the other access-lists already assigned to this interface
and direction. A lower number indicates higher precedence order. If a
sequence number already is in use for this interface and direction, the
specified access-list replaces the currently attached access list using that
sequence number. If the sequence number is not specified for this command,
a sequence number is selected that is one greater than the highest sequence
number currently in use for this interface and direction.

This command specified in Interface Configuration mode only affects a
single interface.

Example

The following example assigns a MAC access group to port 1/0/1 with the
name DELLI123.

consol e(config)#interface 1/0/1

consol e(config-if-1/0/1)#mac access-group DELL123

mac access-list extended

Use the mac access-list extended command in Global Configuration mode to
create the MAC Access Control List (ACL) identified by the name parameter.
Syntax

mac access-list extended name

no mac access-list extended name

* name — Name of the access list. (Range: 1-31 characters)

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode
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User Guidelines

Use this command to create a mac access control list. The CLI mode is
changed to Mac-Access-List Configuration when this command is
successfully executed.

Example

The following example creates MAC ACL and enters MAC-Access-List-
Configuration mode.

consol e(confi g) #mac access-1i st extended LVL7DELL

consol e(confi g-nmac-access-list)#

mac access-list extended rename

Use the mac access-list extended rename command in Global Configuration
mode to rename the existing MAC Access Control List (ACL).

Syntax
mac access-list extended rename name newname
* name — Existing name of the access list. (Range: 1-31 characters)

* newname — New name of the access list. (Range: 1-31 characters)

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

User Guidelines

Command fails if the new name is the same as the old one.

Example

The following example shows the mac access-list extended rename
command.
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consol e(confi g) #mac access-1i st extended renanme DELL1
DELL2

service-acl input

Use the service-acl input command in Interface Configuration mode to block
Link Local Protocol Filtering (LLPYF) protocol(s) on a given port. Use the no
form of this command to unblock link-local protocol(s) on a given port.

Syntax

service-acl input {blockedp | blockvtp | blockdtp | blockudld | blockpagp |
blocksstp | blockall}

no service-acl input

Parameter Description

Parameter Description

blockedp To block CDP PDU’s from being forwarded.

blockvtp To block VIP PDU’s from being forwarded.

blockdtp To block DTP PDU’s from being forwarded.

blockudld To block UDLD PDU’s from being forwarded.

blockpagp To block PAgP PDU’s from being forwarded.

blocksstp To block SSTP PDU’s from being forwarded.

blockall To block all the PDU’s with MAC of 01:00:00:0c:cc:cx (x-don’t
care) from being forwarded.

Default Configuration

This command has no default configuration.

Command Mode

Interface Contfiguration (Ethernet, Port-channel)
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User Guidelines

To specify multiple protocols, enter the protocol parameters together on the
command line, separated by spaces. This command can only be entered once
per interface if no intervening no service-acl input command has been
entered.

show service-acl interface

This command displays the status of LLPF rules configured on a particular
port or on all the ports.

Syntax
all}

show service-acl interface {interface-id

Parameter Description

Parameter Description

interface-id Any physical or logical interface. See Interface Naming
Conventions for interface representation.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#show service-acl interface gi1l/0/1

Block CDP. . ...... i e Enabl e
Bl ock VTP. .. ... Enabl e
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Block DTP. .. ...... .. .. i Enabl e

Block UDLD. . ......... .., Enabl e
Block PAGP. . .. ... . Enabl e
Block SSTP. . ... ... . Enabl e
Block All.... ... . . . Enabl e

show ip access-lists

Use the show ip access-lists command in Privileged EXEC mode to display an
IP ACL and time-range parameters.

Syntax

show ip access-lists [accesslistnumber]

Parameter Description

Parameter Description

accesslistnumber | The number used to identify the IP ACL.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Examples
The following example displays IP ACLs configured on a device.
consol e#show i p access-lists

Current nunber of ACLs: 2 Maxi mum nunber of ACLs: 100
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ACL Name
VI an(s)

Rul es I nterface(s)

show mac access-list

Use the show mac access-list command in Privileged EXEC mode to display a
MAC access list and all of the rules that are defined for the MAC ACL. Use
the [name] parameter to identify a specific MAC ACL to display.

Syntax

show mac access-list name

Parameter Description

Parameter

Description

Name

Use the name parameter to identify a specific MAC ACL to
display.

Default Configuration

This command has no default configuration

Command Mode

Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays a MAC access list and all associated rules.

consol e##tshow mac access-|ist DELL123

The command output provides the following information:
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Fields Description

MAC ACL Name The name of the MAC access list.

Rules The number of user-configured rules defined for the MAC
ACL.
The implicit 'deny all' rule defined at the end of every MAC
ACL is not included.

Interfaces Displays the list of interfaces (unit/slot/port) to which the
MAC ACL is attached in a given direction.
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Address Table Commands

Static MAC Filtering allows the administrator to add a number of unicast or
multicast MAC addresses directly to the forwarding database. This is typically
a small number relative to the total size of the database. Associated with each

static MAC address is a set of source ports, a set of destination ports and
VLAN information.

Any packet with a particular static MAC address in a particular VLAN is
admitted only if the ingress port is in the set of source ports; otherwise, the
packet is dropped. On the egress side, the packet, if admitted, is sent out of all
the ports that are in the set of destination ports.

Upon ingress, each packet's destination MAC address is compared against the
forwarding database. If the address is not in the table, the packet is flooded to
all other ports in the VLAN. If the address is in the table, then it is checked to
see if it has been defined as a filter. If the MAC address is not defined as a
filter, then the packet is forwarded.

If the specific destination MAC address is defined as a filter, then the ingress
port number 1s compared to the set of source ports listed for the address. If
the port of ingress is not in the set of source ports, then the packet is
immediately discarded. If the ingress port is a member of the set of source
ports, then the packet is admitted.

For packets admitted because of a MAC filter match only, the following
additional steps are performed. Note that all other egress processing remains
unchanged. At the egress port, if the destination port number is in the set of
destination ports, the packet is forwarded. If the destination port is not in the
set of destination ports, then the packet is discarded.

Static entries are never aged and can only be removed by user command.

Commands in this Chapter

This chapter explains the following commands:

clear mac address-table mac address-table static show mac address-table
count
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mac address-table aging-
time

mac address-table
multicast filtering

mac address-table
multicast forbidden
address

mac address-table
multicast forbidden
forward-unregistered

mac address-table
multicast forward-all

mac address-table
multicast forward-
unregistered

mac address-table
multicast static

port security
port security max

show mac address-table
multicast

show mac address-table
filtering

show mac address-table

show mac address-table
address

show mac address-table
count

show mac address-table
dynamic

show mac address-table
interface

show mac address-table
static

show mac address-table
vlan

show ports security

show ports security
addresses

clear mac address-table

Use the clear mac address-table command in Privileged EXEC mode to
remove learned entries from the forwarding database.

Syntax

clear mac address-table dynamic [address mac-addr | interface interface-rd |

vlan vian-id|

Parameter Description

Parameter

Description

mac-addr

Delete the specified MAC address.

interface-id

Delete all dynamic MAC addresses on the specified physical
port or port channel.

vlan-id

Delete all dynamic MAC addresses for the specified VLAN. The
range is 1 to 4093.
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
In this example, the mac address-table tables are cleared.

consol e#cl ear mac address-tabl e dynanic

mac address-table aging-time

Use the mac address-table aging-time command in Global Configuration
mode to set the aging time of the address. To restore the default, use the no
form of the mac address table aging-time command.

Syntax
mac address-table aging-time {0 | /0- 1000000}

no mac address-table aging-time

Parameter Description

Parameter Description

0 Disable aging time for the MAC Address Table

10-1000000 Set the number of seconds aging time for the MAC Address
Table

Default Configuration
300 seconds
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Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
In this example the MAC Address Table aging time is set to 400.
consol e(confi g) #mac address-tabl e aging-tinme 400

mac address-table multicast filtering

Use the mac address-table multicast filtering command in Global
Configuration mode to enable filtering of Multicast addresses. To disable
filtering of Multicast addresses, use the no form of the command.

Syntax
mac address-table multicast filtering

no mac address-table multicast filtering

Parameter Description

This command has no arguments or keywords.

Default Configuration

Disabled. All Multicast addresses are flooded to all ports of the relevant
VLAN.

Command Mode
Global Contfiguration mode

User Guidelines

If switches exist on the VLAN, do not change the unregistered Multicast
addresses’ state to drop on the switch ports.
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If switches exist on the VLAN, and IGMP snooping is not enabled, use the
mac address-table multicast forward-all command to enable forwarding all
Multicast packets to the Multicast routers.

Example
In this example, bridge Multicast filtering is enabled.
consol e(confi g) #mac address-table multicast filtering

mac address-table multicast forbidden address

Use the mac address-table multicast forbidden address command in Global
Configuration mode to forbid adding a specific Multicast address to specific
ports. To return to the system default, use the no form of this command. If
routers exist on the VLAN, do not change the unregistered multicast
addresses state to drop on the routers ports.

Syntax

mac address-table multicast forbidden address vlan vian-id { mac-multicast-
address | ip-multicast-address} {add | remove} interface {gigabitethernet |
port-channel | tengigabitethernet} interface-list

no mac address-table multicast forbidden address vlan v/an-id { mac-
multicast-address | 1ip-multicast-address}

Parameter Description

Parameter Description

add Adds ports to the group. If no option is specified, this is the
default option.

remove Removes ports from the group.

vlan vlan-id Avalid vlan-id. (Range 1-4093)

mac-multicast- MAC Multicast address in the format xxxx.XXXX.XXxX.

address

1p-multicast-address | IP Multicast address.
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Parameter Description

Interface-list Specify a comma separated list of interfaces, a range of
interfaces, or a combination of both. Interfaces can be port-
channel numbers or physical ports in unit/slot/port format.

Default Configuration

No forbidden addresses are defined.

Command Mode
Global Configuration mode

User Guidelines
Before defining forbidden ports, ensure that the Multicast group is registered.

Examples

In this example the MAC address 0100.5¢02.0203 is forbidden on port 2/0/9
within VLAN §.

consol e(confi g) #mac address-table nulticast forbidden
address vlan 8 0100.5e02. 0203 add gi gabi t et her net
2/0/9

mac address-table multicast forbidden forward-
unregistered

Use the mac address-table multicast forbidden forward-unregistered
command in Global Configuration mode to forbid forwarding unregistered—
multicast—addresses. Use the no form of this command to return to the
default.

Syntax
mac address-table multicast forbidden forward-unregistered vlan v/an-id

no mac address-table multicast forbidden forward-unregistered vlan v/an-id
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Parameter Description

Parameter

Description

vlan vian-rd

Valid VLAN ID (Range 1-4093).

Default Configuration

The default for this command is not forbidden.

Command Mode

Global configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example forbids forwarding unregistered multicast addresses

on VLANS.

consol e(confi g) #mac address-tabl e nulti cast forbi dden
forward-unregi stered vlian 8

mac address-table multicast forward-all

Use the mac address-table multicast forward-all command in Interface

Configuration mode to enable forwarding of all Multicast packets. To restore
the default, use the no form of the mac address-table multicast forward-all

command.

Syntax

mac address-table multicast forward-all vlan v/an-id

no mac address-table multicast forward-all vlan v/an-1d

Parameter Description

Parameter

Description

vlan vian-id

Avalid VLAN ID (Range 1-4093).
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Default Configuration

Forward-unregistered.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
In this example, all VLANI Multicast packets are forwarded.

consol e(confi g) #mac address-table nulticast forward-
all vlan 1

mac address-table multicast forward-
unregistered

Use the mac address-table multicast forward-unregistered command in
Global Configuration mode to enable the forwarding of unregistered
multicast addresses.

Syntax

mac address-table multicast forward-unregistered vlan v/an-id

Parameter Description

Parameter Description

vlan vian-id Avvalid VLAN ID (Range 1-4093).

Default Configuration

Forward-unregistered

Command Mode
Global Configuration mode
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User Guidelines

If routers exist on the VLAN, do not change the unregistered multicast
addresses state to drop on the routers ports.

m NOTE: Do not use the mac address-table multicast forbidden forward-unregistered
command with the mac address-table multicast forward-unregistered command on
the same interface.

Example

The following example displays how to enable forwarding of unregistered
multicast addresses.

consol e(confi g) #bri dge nmul ti cast forward-unregistered
vlian 1

mac address-table multicast static

Use the mac address-table multicast static command in Global
Configuration mode to register MAC layer Multicast addresses to the bridge
table and to add ports to the group statically. To deregister the MAC address,
use the no form of the mac address-table multicast static command.

Syntax

mac address-table multicast static vlan vian-id { mac-multicast-address | ip-
multicast-address} [add | remove] [interface {gigabitethernet | port-
channel | tengigabitethernet} inferface-list]

no mac address-table multicast static vlan

Parameter Description

Parameter Description

add Adds ports to the group. If no option is specified, this is the
default option.

remove Removes ports from the group.

vlan vian-id Valid vlan ID (1-4093).

mac-multicast- MAC multicast address in the format xxxx.xxxx.xXxXx.

address
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Parameter Description

1p-multicast-address | 1P multicast address.

interface interface- |Specify a comma separated list of interfaces, a range of
list interfaces, or a combination of both. Interfaces can be port-
channel numbers or physical ports in unit/slot/port format.

Default Configuration
No Multicast addresses are defined.

Command Mode
Global Contfiguration mode

User Guidelines

If the command is executed without add or remove, the command registers
only the group in the bridge database.

Static Multicast addresses can be defined only on static VLAN:G.

Examples
The following example registers the MAC address.

consol e(confi g)#mac address-table vlian 8 nmulticast
static 0100. 5e02. 0203

The following example registers the MAC address and adds ports statically.
consol e(config)#interface vlian 8

consol e(config)# mac address-table vlan 8 multicast
static 0100.5e02. 0203 add interface gigabitethernet
1/0/1-9, 1/0/2

mac address-table static

Use the mac address-table static command in Global Configuration mode to
add a static MAC-layer station source address to the bridge table. To delete
the MAC address, use the no form of the mac address-table static command.
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Syntax

mac address-table static mac-addrvlan vian-idinterface {gigabitethernet |
port-channel | tengigabitethemet} interface-id

no mac address-table static mac-addrvlan vian-id [interface
{gigabitethernet | port-channel | tengigabitethernet} interface-id]

Syntax Description

Parameter Description

mac-address A valid MAC address in the format xxXx.XXXX.XXXX.
vian-id Valid VLAN ID (1-4093)

interface-id A valid physical unit/slot/port or port-channel number.

Default Configuration

No static addresses are defined. The default mode for an added address is
permanent.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.

Example

The following example adds a permanent static MAC-layer station source
address 3aa2.64b3.a245 to the MAC address table.

consol e(config)# mac address-table static
3AA2. 64B3. A245 vlian 1 interface gigabitethernet 1/0/8

port security

Use the port security command in Interface Configuration mode to disable
the learning of new addresses on an interface. To enable new address learning,
use the no form of the port security command.
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Syntax
port security [discard]
no port security

¢ discard — Discards frames with unlearned source addresses. This is the
default if no option is indicated.

Default Configuration
Disabled—No port security

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

When port security is enabled on an interface, all dynamic entries learned up
to that point are flushed, and new entries can be learned only to the limit set
by the port security max command. The default limit is 100 dynamic MAC
addresses.

Example

In this example, frame forwarding is enabled without learning, and with traps
sent every 100 seconds on port gil/0/1.

consol e(config)#interface gigabitethernet 1/0/1
consol e(config-if-1/0/1)#port security trap 100

port security max

Use the port security max command in Interface Configuration mode to
configure the maximum addresses that can be learned on the port while the
port is in port security mode. To return to the system default, use the no form
of this command.

Syntax
port security max max-addr

no port security max
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*  max-addr— The maximum number of addresses that can be learning on
the port. (Range: 0-600)
Default Configuration

The default value for this command is 100.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.

Example

The following example shows using this command in Ethernet Interface
Contfiguration mode.

consol e(config-if-1/0/3)# port security max 80

show mac address-table multicast

Use the show mac address-table multicast command in Privileged EXEC
mode to display Multicast MAC address table information.

Syntax

show mac address-table multicast [vlan v/an-id| [address { mac-multicast-
address | ip-multicast-address}| [format {ip | mac}]

*  vlan_id— A valid VLAN ID value.
* mac-multicast-address — A valid MAC Multicast address.
*  1p- multicast-address — A valid IP Multicast address.

* format — Multicast address format. Can be ip or mac.

Default Configuration

If format is unspecified, the default is mac.
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Command Mode
Privileged EXEC mode

User Guidelines

A MAC address can be displayed in IP format only if it is in the range
01:00:5¢:00:00:00 through 01:00:5¢:7£:f:f.
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Example
In this example, Multicast MAC address table information is displayed.
consol e#show mac address-table nul ticast

1 0100. 5E05. 0505 Static
For bi dden ports for nulticast addresses:

VI an MAC Addr ess Ports

1 0100. 5E05. 0505

24 NOTE: A multicast MAC address maps to multiple IP addresses, as shown above.

show mac address-table filtering

Use the show mac address-table filtering command in Privileged EXEC
mode to display the Multicast filtering configuration.

Syntax

show mac address-table filtering v/an-1d
*  vlan_1d — A valid VLAN ID value.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode
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User Guidelines

This command has no user guidelines.

Example
In this example, the Multicast configuration for VLAN 1 is displayed.
consol e#show mac address-table filtering 1

Filtering: Enabled
VLAN: 1
Mode:

Forwar d- Unr egi st er ed

show mac address-table

Use the show mac address-table command in User EXEC or Privileged EXEC
mode to display all entries in the bridge-forwarding database.

Syntax

show mac address-table

Parameter Description

This command has no arguments or keywords.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.
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Example

In this example, all classes of entries in the mac address-table are displayed.

consol e##tshow nmac address-tabl e

Aging time is 300 Sec

VI an Mac Address Type Por t

0 001lE. C9AA. AE19 Managenment CPU Interface:
1 001E. COAA. AC19 Dynanic G 1/0/21

1 001E. COAA. AE1B Management VI1

10 001E. COAA. AE1B Managenent VI 10
90 001E. COAA. AE1B Managenent VI 90

Total MAC Addresses in use: 5

show mac address-table address

Use the show mac address-table address command in User EXEC or

0/ 5/

Privileged EXEC mode to display all entries in the bridge-forwarding database

for the specified MAC address.

Syntax

show mac address-table address mac-address [interface interface-rd] [vlan

vian-id)|

Parameter Description

Parameter Description

mac-address A MAC address with the format xxxx.xxxx.Xxxx.
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Parameter Description

interface-id Display information for a specific interface. Valid interfaces
include physical ports and port channels.

vlan-id Display entries for the specific VLAN only. The range is 1 to
4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

In this example, the mac address table entry for 0000.E26D.2C2A is
displayed.
consol e##fshow nac address-tabl e address 0000. E26D. 2C2A

VI an Mac Address Type Por t

1 0000. E26D. 2C2A Dynanic 1/0/1

show mac address-table count

Use the show mac address-table count command in User EXEC or Privileged
EXEC mode to display the number of addresses present in the Forwarding
Database.

Syntax

show mac address-table count [vlan v/an-id | interface mterface-id)|
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Parameter Description

Parameter Description

terface-id Specify an interface type; valid interfaces include physical ports
and port channels.

vian-id Specify a valid VLAN, the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays the addresses in the Forwarding Database:

consol e#show nmac address-tabl e count
Capacity: 8192

Used: 109

Static addresses: 2

Secure addresses: 1

Dynam ¢ addresses: 97

I nternal addresses: 9

show mac address-table dynamic

Use the show mac address-table command in User EXEC or Privileged EXEC
mode to display all dynamic entries in the bridge-forwarding database.
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Syntax

show mac address-table dynamic [address mac-address| [interface interface-

1d| [vlan vian-id)

Parameter Description

Parameter Description
mac-address A MAC address with the format xxxx.xxxx.Xxxx.
interface-id Display information for a specific interface. Valid interfaces

include physical ports and port channels.

vlan-id Display entries for the specific VLAN only. The range is 1 to
4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
In this example, all dynamic entries in the mac address-table are displayed.
consol e#show nmac address-tabl e dynam c

Aging time is 300 Sec
VI an Mac Address Type Por t

0000. 0001. 0000 Dynamic gi 1/0/1
0000. 8420. 5010 Dynanmic gi 1/0/1
0000. E26D. 2C2A Dynanic gi 1/0/1
0000. E89A. 596E Dynanic gi 1/0/1
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1 0001. 02F1. 0B33 Dynamic gi 1/0/1

show mac address-table interface

Use the show mac address-table command in User EXEC or Privileged EXEC
mode to display all entries in the mac address-table.

Syntax

show mac address-table interface /nterface-id |vlan vian-id|

Parameter Description

Parameter Description

interface-id Specify an interface type.Valid interfaces include physical ports
and port channels.

vlan-id Specify a valid VLAN. The range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

In this example, all classes of entries in the bridge-forwarding database for
gigabit Ethemet interface 1/0/1 are displayed.

consol e#tshow mac address-table interface
gi gabitethernet 1/0/1

Aging tine is 300 Sec
VIl an Mac Address Type Por t
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1 0000. 0001. 0000 Dynanmic gi 1/0/1
1 0000. 8420. 5010 Dynanmic gi 1/0/1
1 0000. E26D. 2C2A Dynanic gi 1/0/1
1 0000. E89A. 596E Dynanmic gi 1/0/1
1 0001. 02F1. 0B33 Dynanmic gi 1/0/1

show mac address-table static

Use the show mac address-table static command in User EXEC or Privileged
EXEC mode to display static entries in the bridge-forwarding database.

Syntax

show mac address-table static [address mac-address| [interface mterface-id)|

[vlan vian-id)|

Parameter Description

Parameter Description

mac-address A MAC address with the format xxxx.xxxx.Xxxx.

interface-id Specify an interface type; valid interfaces include physical ports
and port channels.

vlan-id Specify a valid VLAN; the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.

280 | Address Table Commands



Example

In this example, all static entries in the bridge-forwarding database are
displayed.
consol e#show mac address-table static

VI an Mac Address Type Por t

1 0001. 0001. 0001 Static gil1/0/1

show mac address-table vlian

Use the show mac address-table vlan command in User EXEC or Privileged
EXEC mode to display all entries in the bridge-forwarding database for the
specified VLAN.

Syntax

show mac address-table [vlan v/an-id)|

Parameter Description

Parameter Description
vian-id Specify a valid VLAN; the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

This command has no user guidelines.
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Example

In this example, all classes of entries in the bridge-forwarding database are
displayed.

consol e##show nmac address-table vlian 1
Mac Address Tabl e

1 0000.0001. 0000 Dynamic gil/0/1
1 0000.8420.5010 Dynamic gil/0/1
1 0000. E26D. 2C2A Dynanic gi 1/0/ 1
1 0000. E89A. 596E Dynamic gi 1/0/1
1 0001.02F1.0B33 Dynamic gil/0/1
a

| Mac Addresses for this criterion: 5

show ports security

Use the show ports security command in Privileged EXEC mode to display
the port-lock status.

Syntax

show ports security [{gigabitethernet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port }|

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode
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User Guidelines

This command has no user guidelines.

Example
In this example, all classes of entries in the port-lock status are displayed.

consol e#show ports security

Port Status Action Maxi mum Trap Fr equency
1/0/1 Locked Di scard 3 Enabl e 100

1/0/ 2 Unl ocked - 28 - -

1/0/3 Locked Discard, Shutdown 8 Di sable -

The following table describes the fields in this example.

Field Description

Port The port number.

Status The status can be one of the following: Locked
or Unlocked.

Actions Action on violations.

Maximum The maximum addresses that can be associated

on this port in Static Learning mode or in
Dynamic Learning mode.

Trap Indicates if traps would be sent in case of
violation.
Frequency The minimum time between consecutive traps.

show ports security addresses

Use the show ports security addresses command in Privileged EXEC mode to
display current dynamic addresses in locked ports.
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Syntax

show ports security addresses {gigabitethernet unit/slot/port | port-channel
port-channel-number | tengigabitethernet unit/slot/port }

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples

The following example displays dynamic addresses for port channel number
1/0/1.

consol e#show ports security addresses gi gabitethernet
1/0/1

Dynam ¢ addresses: 83

Maxi mum addr esses: 100

Lear ned addresses
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Auto-VolP Commands

Voice over Internet Protocol (VoIP) allows network users to make telephone
calls using a computer network over a data network like the Internet. With
the increased prominence of delay-sensitive applications (voice, video, and
other multimedia applications) deployed in networks today, proper QoS
configuration ensures high-quality application performance. The Auto-VoIP
feature 1s intended to provide an easy classification mechanism for voice
packets so that they can be prioritized above data packets in order to provide
better QoS.

The Auto-VoIP feature explicitly matches VoIP streams in Ethernet switches
and provides them with a better class of service than ordinary traffic. The
Auto VoIP module provides the capability to assign the highest priority for
the following VoIP packets:

*  Session Initiation Protocol (SIP)
o H.323
»  Skinny Client Control Protocol (SCCP)

Commands in this Chapter

This chapter explains the following commands:

show switchport voice switchport voice detect auto

show switchport voice

Use the show switchport voice command to show the status of Auto-VoIP on
an interface or all interfaces.

Syntax

show switchport voice [gigabitethernet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port|
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Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode.

User Guidelines

There are no user guidelines for this command.

Examples
The following example shows command output when a port is specified:

consol e#show swi t chport voice

Interface Auto VolP Mdde Traffic Class
G1l/0/1 Di sabl ed
G 1/0/2 Di sabl ed
G 1/0/3 Di sabl ed
G 1l/0/4 Di sabl ed
G 1/0/5 Di sabl ed
G 1/0/6 Di sabl ed
G1l0/7 Di sabl ed
G 1/0/8 Di sabl ed
G 1/0/9 Di sabl ed
G 1/0/10 Disabled
G 1/0/11 Disabled
G 1/0/12 Disabled
G 1/0/13 Disabled

o O O O O O O O O O O o O
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1/0/ 14
1/0/ 15
1/0/ 16
1/0/ 17
1/0/ 18
1/0/ 19
1/0/ 20
1/0/ 21
1/ 0/ 22
1/0/ 23
1/ 0/ 24
Pol

Po2

Po3

Po4

Po5

Po6

Po7

Po8

Po9

Po10
Poll
Po12
Pol13
Pol4
Pol15

0O 00000000 0.

Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed

O O O O O O O O O O O O O O O O O O O o O o o o o O
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--More-- or (qQ)uit

The following example shows command output when a port is specified:
consol e#show swi t chport voice gigabitethernet 1/0/1

Interface Auto VolP Mdde Traffic C ass

G1/0/1 Di sabl ed 6

The command output provides the following information:
*  AutoVoIP Mode—The Auto VolP mode on the interface.

* Traffic Class—The Cos Queue or Traffic Class to which all VolP traffic is
mapped. This is not configurable and defaults to the highest COS queue
available in the system for data traffic.

switchport voice detect auto

The switchport voice detect auto command is used to enable the VolP Profile
on all the interfaces of the switch (global configuration mode) or for a specific
interface (interface configuration mode).Use the no form of the command to
disable the VoIP Profile.

Syntax
switchport voice detect auto

no switchport voice detect auto

Default Configuration
This feature is disabled by default.
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Command Mode
Global Configuration mode

Interface (gigabitethernet, port-channel, tengigabitethernet) Configuration
mode

User Guidelines

This command has no user guidelines

Example
consol e(confi g)#i nterface gigabitethernet 1/0/1

consol e(config-if-G 1/0/1)#switchport voice detect auto
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CDP Interoperability Commands

Industry Standard Discovery Protocol (ISDP) is a proprietary Layer 2 network

protocol which inter-operates with Cisco network equipment and is used to
share information between neighboring devices. PowerConnect switches

participate in the ISDP protocol and are able to both discover and be

discovered by devices that support the Cisco Discovery Protocol (CDP).

ISDP is based on CDP, which is a precursor to LLDP.

Commands in this Chapter

This chapter explains the following commands:

clear isdp counters show isdp

clear isdp table show isdp entry
isdp advertise-v2 show isdp interface
isdp enable show isdp neighbors
isdp holdtime show isdp traffic

isdp timer

clear isdp counters

The clear isdp counters command clears the ISDP counters.

Syntax

clear isdp counters

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode
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User Guidelines

There are no user guidelines for this command.

Example
consol e#cl ear isdp counters

clear isdp table

The clear isdp table command clears entries in the ISDP table.

Syntax
clear isdp table

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#cl ear isdp table

isdp advertise-v2

The isdp advertise-v2 command enables the sending of ISDP version 2
packets from the device. Use the “no” form of this command to disable
sending ISDP version 2 packets.

Syntax
isdp advertise-v2

no isdp advertise-v2
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Default Configuration
ISDP sends version 2 packets by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g) #i sdp advertise-v2

isdp enable

The isdp enable command enables ISDP on the switch. User the “no” form
of this command to disable ISDP. Use this command in global configuration
mode to enable the ISDP function on the switch. Use this command in
interface mode to enable sending ISDP packets on a specific interface.

Syntax
isdp enable

no isdp enable

Default Configuration
ISDP is enabled.

Command Mode
Global Configuration mode.

Interface (Ethernet) configuration mode.

User Guidelines

There are no user guidelines for this command.
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Example
The following example enables isdp on interface 1/0/1.

consol e(config)#interface gigabitethernet 1/0/1

consol e(config-if-1/0/1)#i sdp enabl e

isdp holdtime

The isdp holdtime command configures the hold time for ISDP packets that
the switch transmits. The hold time specifies how long a receiving device
should store information sent in the ISDP packet before discarding it. The
range is given in seconds. Use the “no” form of this command to reset the
holdtime to the default.

Syntax
isdp holdtime time
no isdp holdtime

Parameter Description

Parameter Description

time The time in seconds (range 10-255 seconds).

Default Configuration
The default holdtime is 180 seconds.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
The following example sets isdp holdtime to 40 seconds.
consol e(confi g) #i sdp hol dti nme 40
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isdp timer

The isdp timer command sets period of time between sending new [SDP

packets. The range is given in seconds. Use the “no” form of this command to

reset the timer to the default.

Syntax
isdp timer time

no isdp timer

Parameter Description

Parameter Description

time The time in seconds (range: 5-254 seconds).

Default Configuration

The default timer is 30 seconds.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
The following example sets the isdp timer value to 40 seconds.

consol e(config)#isdp tinmer 40

show isdp
The show isdp command displays global ISDP settings.

Syntax
show isdp
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Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i sdp

Timer. . 30

Hold Time........ ... ... .. . . . ... 180

Version 2 Advertisenments............. Enabl ed

Nei ghbors table last time changed.... 0 days 00:06:01
Device ID. ........ i, QTFMPWB2400020
Device ID format capability.......... Serial Number
Device IDformat..................... Serial Number

show isdp entry

The show isdp entry command displays ISDP entries. If a device id specified,
then only the entry about that device is displayed.

Syntax
show isdp entry { all | deviceid '}

Parameter Description

Parameter Description
all Show ISDP settings for all devices.
deviceid The device ID associated with a neighbor.
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Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i sdp entry Switch

Device ID Switch
Addr ess(es):

| P Address: 172.20.1.18

| P Address: 172.20.1.18
Capability Rout er | GW
Pl at f orm ci sco W5- C4948
Interface 1/0/1
Port ID G gabitEthernet1/1
Hol dti ne 64
Adverti senent Version 2
Entry |l ast changed tine 0 days 00:13:50
Version :

Cisco | 0s Software, Catal yst 4000 L3 Switch Software
(cat 4000 19K91S-M, Version 12.2(25) EMA9, RELEASE
SOFTWARE (fc3)

Techni cal Support: http://ww. ci sco.conltechsupport
Copyright (c) 1986-2007 by G sco Systens, |nc.
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Conpi |l ed Wed 21-Mar-07 12: 20 by tinhuang

show isdp interface
The show isdp interface command displays ISDP settings for the specified

interface.

Syntax
show isdp interface { all | gigabitethernet unst/slot/port | tengigabitethernet
unit/slot/port }

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i sdp interface all

Interface Mode

1/0/1 Enabl ed
1/0/2 Enabl ed
1/0/3 Enabl ed
1/0/ 4 Enabl ed
1/0/5 Enabl ed
1/0/6 Enabl ed
1/0/7 Enabl ed
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1/0/8 Enabl ed

1/0/9 Enabl ed
1/0/ 10 Enabl ed
1/0/ 11 Enabl ed
1/0/ 12 Enabl ed
1/0/ 13 Enabl ed
1/0/ 14 Enabl ed
1/ 0/ 15 Enabl ed
1/0/ 16 Enabl ed
1/0/ 17 Enabl ed
1/0/ 18 Enabl ed
1/0/ 19 Enabl ed
1/ 0/ 20 Enabl ed
1/0/ 21 Enabl ed
1/ 0/ 22 Enabl ed
1/ 0/ 23 Enabl ed
1/ 0/ 24 Enabl ed

consol e#show i sdp interface gigabitethernet 1/0/1

I nterface Mode

1/0/1 Enabl ed

show isdp neighbors

The show isdp neighbors command displays the list of neighboring devices.
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Syntax

show isdp neighbors {[ gigabitethernet unit/slot/port | tengigabitethernet
unit/slot/port | detail] }

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i sdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source

Route, S - Switch, H- Host, | - IGW, r - Repeater
Device ID Intf Hold Cap. Platform Port 1D
Switch 1/0/1 165 R cisco W5-C4948 G gabitEthernetl1/1

consol e#show i sdp nei ghbors detai l

Device I D Switch
Addr ess(es):
| P Address: 172.20.1.18
| P Address: 172.20.1.18
Capability Rout er | GW
Pl atform ci sco W5- C4948
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Interface 1/0/1

Port ID G gabitEthernet1/1
Hol dti ne 162

Advertisenent Version 2

Entry | ast changed tine 0 days 00:55: 20
Version :

Cisco 10S Software, Catal yst 4000 L3 Switch Software

(cat 4000-19K91S-M, Version 12.2(25) EWA9, RELEASE SOFTWARE

(fc3)

Techni cal Support: http://ww. cisco.comtechsupport
Copyright (c) 1986-2007 by Cisco Systens, Inc.
Conpi | ed Wed 21- Mar-07 12:20 by tinhuang

show isdp traffic
The show isdp traffic command displays ISDP statistics.

Syntax
show isdp traffic

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i sdp traffic

| SDP Packets Received........... ...,
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| SDP Packets Transmitted....................... 127

| SDPv1l Packets Received........................ 0

| SDPv1l Packets Transmitted..................... 0

| SDPv2 Packets Received........................ 4253
| SDPv2 Packets Transmitted..................... 4351
SDP Bad Header............ ... oo, 0

| SDP Checksum Error......... ... ..., 0

| SDP Transmission Failure...................... 0
ISDP Invalid Format............. ... ... ........ 0
ISDP Table Full...... ... .. . .. . . . i, 392
ISDP I p Address Table Full..................... 737
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Data Center Bridging Commands

E NOTE: Data Center Bridging commands are only supported on the PCM8024-k
switch. CLI commands and Dell OpenManage Switch Administrator pages are not
available for other switch models.

This chapter explains the following commands:

clear priority-flow-control statistics priority-flow-control priority
datacenter-bridging show interfaces datacenter-bridging

priority-flow-control mode on

clear priority-flow-control statistics

Use the clear priority-flow-control statistics command to clear all or
interface Priority-Flow-Control statistics.

Syntax

clear priority-flow-control statistics [ethernet /nterface | port-channel port-
channel-number]

* interface — A valid Ethernet port.

*  port-channel-number — A valid port-channel index.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example #1

consol e#cl ear priority-flowcontrol statistics
et hernet 1/xgl
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Example #2

consol e#cl ear priority-flowcontrol statistics port-
channel 1

Example #3
consol e#cl ear priority-flowcontrol statistics

datacenter-bridging

Use the datacenter-bridging command for an ethernet or port-channel
interface in order to enter the DataCenterBridging mode. Priority-Flow-
Control is configurable from within the DataCenterBridging mode.

Syntax
datacenter-bridging

Default Configuration

This command has no default configuration.

Command Mode

Interface Contfiguration (Ethernet, Port-channel) mode

User Guidelines

This command has no user guidelines.

Example
consol e#confi g

consol e(config)#i nterface range ethernet all
consol e(config-if)#datacenter-bridging
consol e(config-if-dcb)#priority-flow control node on

consol e(config-if-dcb)#priority-flowcontrol priority
1 no-drop
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priority-flow-control mode on

Use the priority-flow-control mode on command in Datacenter-Bridging
mode to enable Priority-Flow-Control (PFC) on an interface. To disable
Priority-Flow-Control, use the no form of the command.

Syntax
priority-flow-control mode on

no priority-flow-control mode

Default Configuration
Priority-flow-control mode is disabled by default.

Command Mode

Datacenter-Bridging mode

User Guidelines

*  When you disable priority-flow-control, the interface will default to the
802.3x flow control setting for the interface.

¢ When enabling PFC, the interface will not pause until there is at least one
no-drop priority.
Example

The following example enables PI'C.
consol e(config-if-dcb)#priority-flow control node on

priority-flow-control priority

Use the priority-flow-control priority command in Datacenter-Bridging
mode to enable the priority group for lossless behavior (PI'C enabled). To
enable lossy behavior, use the drop form of the pause command.

Syntax
priority-flow-control priority priority-id {drop | no-drop}
*  priornty-id— Specify a value from 0 to 7.
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Default Configuration
The default behavior is drop.

Command Mode
Datacenter-Bridging mode

User Guidelines

This command has no effect on interfaces not enabled for PFC.

Example

The following example creates a priority group that pauses dotlp priority 5 on
all interfaces.

consol e#confi g

consol e(config)#i nterface range ethernet al

consol e(config-if)#datacenter-bridging

consol e(config-if-dcb)#priority-flow control node on

consol e(config-if-dcb)#priority-flowcontrol priority
5 no-drop

show interfaces datacenter-bridging

Use the show interfaces datacenter-bridging command in Privileged EXEC
mode to display the datacenter-bridging configuration, status and counters
for a given interface.

Syntax

show interfaces datacenter-bridging [ethernet 7nterface | port-channel port-

channel-1d|

e interface

Valid Ethernet port.

*  port-channel-id— A valid port-channel index.

Command Mode
Privileged EXEC
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User Guidelines

This command has no user guidelines.

Example #1

consol e#show i nterfaces datacenter-bridgi ng ethernet

1/ xgl

Por t Drop No- Dr op PFC PFC
Priorities Priorities State State

1/xgl 1-4,7 5,6 Enabl ed Active

Priority Recei ved PFC franes

N~ o o0~ WN B O
O O O O o o o o

Recei ved PFC Franes: 0

Transmt PFC Franes: 0

Example #2

consol e#show i nterfaces datacenter-bridging port-
channel 1
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Por t Drop No- Dr op PFC PFC

Priorities Priorities State State
chl 1,3-6 2,7 Enabl ed Active
Priority Recei ved PFC franes
0 0
1 0
2 0
3 0
4 0
5 0
6 0
7 0

Recei ved PFC Frames: O

Transmt PFC Franes: O

Example #3
consol e#show i nterfaces datacenter-bridgi ng

Por t Drop No- Dr op PFC PFC
Priorities Priorities State State

1/ 91 1-4,7 5,6 Enabl ed Active

1/ g2 1-4,6-7 5 Di sabl ed Inactive
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1/ g48
chl
ch2

ch48

1-4,7
1-4,7
1-4,7

1-4,7

Enabl ed Active
Enabl ed Active
Enabl ed Active
Enabl ed Active
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DHCP Layer 2 Relay Commands

In the majority of network configurations, DIICP clients and their associated
servers do not reside on the same IP network or subnet. Therefore, some kind
of third-party agent is required to transfer DHHCP messages between clients
and servers. Such an agent is known as a DHCP relay agent.

The DHCP relay agent accepts DHCP requests from any routed interface,
including VLANs. The agent relays requests from a subnet without a DHCP
server to a server or next-hop agent on another subnet. Unlike a router which
switches IP packets transparently, a DHCP relay agent processes DHCP
messages and generates new DHCP messages as a result.

The PowerConnect DHCP Relay supports DICP relay Option 82 circuit-id
and remote-id for a VLAN.

Commands in this Chapter

This chapter explains the following commands:

dhep 12relay (Global Configuration) dhep 12relay remote-id
dhep 12relay (Interface Configuration) dhep 12relay trust

dhcep 12relay circuit-id dhep 12relay vlan

dhcp I12relay (Global Configuration)

Use the dhep 12relay command to enable layer 2 DHCP relay functionality.
The subsequent commands mentioned in this section can only be used when
the L2-DHCP relay is enabled. Use the "no" form of this command to disable
L2-DHCP relay.

Syntax
dhcp 2relay
no dhcep 2relay
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Default Configuration
DHCP L2 Relay is disabled by default.

Command Mode
Global Configuration.

User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g) #dhcp | 2rel ay

dhcp 12relay (Interface Configuration)

Use the dhep 12relay command to enable DHCP L2 Relay for an interface.
Use the "no" form of this command to disable DHCP 1.2 Relay for an
interface.

Syntax
dhcp 2relay
no dhep 2relay

Default Configuration
DHCP L2Relay is disabled on all interfaces by default.

Command Mode

Interface Configuration (Ethernet, Port-channel).

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/1)#dhcp | 2rel ay
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dhcp 12relay circuit-id

Use the dhep 12relay circuit-id command to enable setting the DHCP
Option 82 Circuit ID for a VLAN. When enabled, the interface number is
added as the Circuit ID in DHCP option 82. Use the "no" form of this
command to disable setting the DHCP Option 82 Circuit ID.

Syntax
dhcp 12relay circuit-id vlan vian-range

no dhcep 12relay circuit-id vlan vian-range

Parameter Description

Parameter Description
vlan-range The list of VLAN IDs.

Default Configuration
Setting the DHCP Option 82 Circuit ID is disabled by default.

Command Mode
Global Configuration

User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#dhcp | 2relay circuit-id vlan 340-350

dhcp 12relay remote-id

Use the dhep 12relay remote-id command to enable setting the DHCP
Option 82 Remote ID for a VLAN. When enabled, the supplied string is used
for the Remote ID in DHCP Option 82. Use the "no" form of this command
to disable setting the DHCP Option 82 Remote ID.
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Syntax
dhcp 12relay remote-id remoteldvlan vian-range

no dhcep 12relay remote-id remoteld vlan vian-range

Parameter Description

Parameter Description

remoteld The string to be used as the remote ID in the Option 82
(Range: 1 - 128 characters).

Default Configuration
Setting the DHCP Option 82 Remote ID is disabled by default.

Command Mode
Global Configuration.

User Guidelines

There are no user guidelines for this command.

Example

consol e(config)#dhcp |2relay renote-id dslforumvlan
10, 20- 30

dhcp 12relay trust

Use the dhep 12relay trust command to configure an interface to mandate
Option-82 on receiving DHCP packets.

Syntax
dhcp 12relay trust
no dhcep 2relay trust

Default Configuration
DICP Option 82 is discarded by default.
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Configuration Mode

Interface Configuration (Ethernet, Port-channel).

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/1)#dhcp | 2relay trust

dhcp 12relay vlian

Use the dhep 12relay vlan command to enable the L2 DHCP Relay agent for

a set of VLANs. All DHCP packets which arrive on interfaces in the
configured VLAN are subject to L2 Relay processing. Use the "no" form of
this command to disable L2 DHCP Relay for a set of VLANG.

Syntax
dhcp 2relay vlan vian-range

no dhep 12relay vlan vian-range

Parameter Description

Parameter Description
vlan-range The list of VLAN IDs.

Default Configuration
DHCP L2 Relay is disabled on all VLANs by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.
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Example
consol e(confi g) #dhcp | 2rel ay vl an 10, 340- 345
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DHCP Management Interface
Commands

PowerConnect switches support an embedded DHCP client. Any IP interface
can use DHCP to obtain an IP address. The DHCP client can run on
multiple interfaces simultaneously.

For IPv4, an IP interface can either use manually configured addresses or be
enabled for DHCP. The options are mutually exclusive. When the operator
enables DHHCPv4 on an IP interface, all manually configured IP addresses on
that interface are removed from the running configuration. When the
operator configures an IP address, the system automatically releases any IPv4
address assigned by a DHCP server and disables DIHHCPv4 on the interface.

For IPv6, DHCP can coexist with configured addresses. The operator may
enable DHCPv6 and configure IPv6 addresses on the same interface. Only a
single in-band interface can be configured as a DHCPVO client.

DHCEP is disabled by default on all in-band interfaces.

The DHCP client retains an IP address even if the IP interface goes down.
The client does not attempt to renew its IP address until the lease expires,
regardless of changes in link state.

The operator may renew or release an IP address at any time using the new
release dhep and renew dhep CLI commands (or web or SNMP equivalents).

When an IPv6 address is leased from a DHCP server, the address has a mask
length of 128. A local route for the network is only installed if the router
receives and accepts IPv6 router advertisements on the interface. Because
router advertisements are not accepted on a routing interface, a leased IPv6
address on a routing interface is not necessarily useful.

Commands in this Chapter

This chapter explains the following commands:

release dhep debug dhep packet
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renew dhep show dhcp lease

release dhcp

Use the release dhcp command in Privileged EXEC mode to force the
DHCPv4 client to release a leased address.

Syntax

release dhep interface-id

Parameter Description

Parameter Description

interface-id Any valid VLAN interface. See Interface Naming Conventions
for interface representation.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

The DHCP client sends a DHCP RELEASE message telling the DHCP
server that it no longer needs the IP address, and that the IP address can be
reassigned to another client. The interface method does not change and will
still be DHCP even after issuing this command. To lease an IP address again,
issue either the renew dhep interface-id command below or ip address dhep
(Interface Config) command on page 464 in interface mode. If the IPv4
address on the interface was not assigned by DHCP, then the command fails
and displays the following error message:

Interface does not have a DHCP-ori gi nat ed address.

The release dhep option is applicable only for routing interfaces and not for
Out-of-Band port. Use the ip address (Out-of-Band) none command on the
Out-of-Band interface to clear a DHCP-acquired address.
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Example
consol e#rel ease dhcp vl an2

renew dhcp

Use the renew dhep command in Privileged EXEC mode to force the DHCP
client to immediately renew an IPv4 address lease.

Syntax
renew dhep {interface-id | out-of-band}

Parameter Description

Parameter Description

interface-id Any valid routing interface. See Interface Naming Conventions
for interface representation.

out-of-band Keyword to identify the out-of-band interface. The DHCP
client renews the leased address on this interface.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

If the interface has a leased IPv4 address when this command is issued, the
DHCP client sends a DHCP REQUEST message telling the DICP server
that it wants to continue using the IP address. If DHCP is enabled on the
interface, but the interface does not currently have an [Pv4 address (for
example, if the address was previously released), then the DHCP client sends
a DISCOVER to acquire a new address. If DHCP is not enabled on the
interface, then the command fails and displays the following error message:

DHCP is not enabled on this interface
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Examples

The first example is for routing interfaces.
consol e#renew dhcp vlan 2

The second example is for out-of-band port.

consol e#renew dhcp out - of - band

debug dhcp packet

Use the debug dhep packet command in Privileged EXEC mode to display
debug information about DHCPv4 client activities and to trace DHCPv4
packets to and from the local DHCPv4 client. To disable debugging, use the
no form of this command.

Syntax
debug dhcp packet [transmit | receive]

no debug dhcp packet [transmit | receive]

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

DHCEP client already has packet tracing. This command turns the packet
tracing on.

Example
The first example is for transmit and receive flows.

consol e#debug dhcp packet

The second example is for transmit flow.
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consol e#debug dhcp packet transmit

The third example is for receive flow.
consol e#debug dhcp packet receive

show dhcp lease

Use the show dhep lease command in Privileged EXEC mode to display [Pv4
addresses leased from a DHCP server.

Syntax

show dhcp lease [interface inferface-id)

Parameter Description

Parameter Description
interface-id Any valid IP interface (VLAN only). See Interface Naming
Conventions for interface representation.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command lists all [Pv4 addresses currently leased from a DHCP server
on a routing interface. This command only applies to routing interfaces. To
see the IPv4 address leased on the out-of-band interface, use the command
"show ip interface out-of-band" on page 1557.

This command output provides the following information.

Term Description

IP address, Subnet |The IP address and network mask leased from the DHCP server.
mask
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Term Description
DHCP Lease server |The IPv4 address of the DHCP server that leased the address.

State State of the DHCPv4 Client on this interface.

DHCEP transaction | The transaction ID of the DHCPv4 Client.
id

Lease The time (in seconds) that the IP address was leased by the
Server.

Renewal The time (in seconds) when the next DHCP renew Request is
sent by DHCPv4 Client to renew the leased IP address.

Rebind The time (in seconds) when the DHCP Rebind process starts.

Retry count Number of times the DHCPv4 client sends a DHCP

REQUEST message before the server responds.

Examples
The following example shows the output from this command when the
device has leased two IPv4 addresses from the DHCP server.
consol e#show dhcp | ease
| P address: 10.1.20.1 on interface VLANLO
Subnet mask: 255.255.255.0
DHCP Lease server: 10.1.20.3, state: 5 Bound
DHCP transaction id: Ox7AD
Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Retry count: O

I P address: 10.1.1.2 on interface VLAN20
Subnet mask: 255.255.255.0
DHCP Lease server: 10.1.1.1, state: 5 Bound
DHCP transaction id: Ox11EB
Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Retry count: O

consol e#tshow dhcp | ease interface vl 10
| P address: 10.1.20.1 on interface VLAN1O
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Subnet mask: 255.255.255.0
DHCP Lease server: 10.1.20.3, state: 5 Bound
DHCP transaction id: Ox7AD
Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Retry count: O
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DHCP Snooping Commands

DHCP Snooping is a security feature that monitors DHHCP messages between
DHCEP clients and DHCP server to filter harmful DHCP messages and build
a bindings database of {MAC address, IP address, VLAN ID, interface} tuples
that are considered authorized.

The DHCP snooping application processes incoming DHCP messages. For
DHCPRELEASE and DHCPDECLINE messages, the application compares
the receive interface and VLAN with the client's interface and VLAN in the
bindings database. If the interfaces do not match, the application logs the
event and drops the message. For valid client messages, DHCP snooping
compares the source MAC address to the DHCP client hardware address.
When there is a mismatch, DHCP snooping logs and drops the packet.
DHCP Snooping forwards valid client messages on trusted members within
the VLAN. If DHCP Relay and/or DHCP Server coexist with DHCP
Snooping, the DHCP client message is sent to the DHCP Relay or/and
DHCEP Server for further processing.

The DHCP Snooping application uses DIHHCP messages to build and
maintain the binding's database. The binding's database only includes data
for clients on untrusted ports. DIHHCP Snooping creates a tentative binding
from DHCP DISCOVER and REQUEST messages. Tentative bindings tie a
client to a port (the port where the DICP client message was received).
Tentative bindings are completed when DHCP Snooping learns the client's IP
address from a DHCP ACK message on a trusted port. DHCP Snooping
removes bindings in response to DECLINE, RELEASE, and NACK messages.
The DHCP Snooping application ignores the ACK messages as a reply to the
DIHCEP Inform messages received on trusted ports. The network administrator
can enter static bindings into the binding database.

IP Source Guard and Dynamic ARP Inspection use the DICP Snooping
bindings database for the validation of IP and ARP packets.

Commands in this Chapter

This chapter explains the following commands:
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clear ip dhep snooping binding ip dhep snooping trust

clear ip dhep snooping statistics ip dhep snooping verify mac-address
ip dhep snooping show ip dhep snooping

ip dhep snooping binding show ip dhep snooping binding

ip dhep snooping database show ip dhcp snooping database

ip dhep snooping database write-delay show ip dhep snooping interfaces

ip dhep snooping limit show ip dhep snooping statistics

ip dhcep snooping log-invalid

clear ip dhcp snooping binding

Use the clear ip dhep snooping binding command to clear all DHCP
Snooping bindings on a specific interface or on all interfaces.

Syntax
clear ip dhcp snooping binding {* | interface interface-id}

Syntax Description

Parameter Description
* Clear all DHCP Snooping entries.
interface-id Clear all DHCP Snooping entries on the specified interface.

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC

User Guidelines

There are no user guidelines for this command.
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clear ip dhcp snooping statistics
Use the clear ip dhep snooping statistics command to clear all DHCP

Snooping statistics.

Syntax

clear ip dhcp snooping statistics

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC

User Guidelines

There are no user guidelines for this command.

Example
consol e#cl ear ip dhcp snooping statistics

ip dhcp snooping

Use the ip dhep snooping command to enable DHCP snooping globally or on
a specific VLAN. Use the “no” form of this command to disable DHCP
snooping.

Syntax

ip dhcep snooping

no ip dhcp snooping

Default Configuration
DIHCP Snooping is disabled by default.

Command Mode
Global Contfiguration mode

DHCP Snooping Commands | 327



Interface Contfiguration (VLAN) mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#i p dhcp snoopi ng

consol e(config-if-vlanl)#i p dhcp snoopi ng

ip dhcp snooping binding

Use the ip dhep snooping binding command to configure a static DHCP
Snooping binding. Use the “no” form of this command to remove a static

binding.

Syntax

ip dhep snooping binding mac-address vlan vian-id ip-address interface
{gigabitethernet unit/slot/port | tengigabitethernet unit/slot/port}

no ip dhcep snooping binding mac-address

Parameter Description

Parameter Description

mac-address The client's MAC address.

vlan-id The number of the VLAN the client is authorized to use.

ip-address The IP address of the client.

interface The interface on which the client is authorized. The form is
unit/slot/port.

Default Configuration
There are no static DHCP snooping bindings by default.
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Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(confi g)#i p dhcp snoopi ng bi ndi ng
00: 00: 00: 00: 00: 01 vl an 10 10.131.12.134 interface
1/0/1

ip dhcp snooping database

Use the ip dhep snooping database command to configure the persistent
storage location of the DHCP snooping database. This can be local to the
switch or on a remote machine.

Syntax
ip dhep snooping database { local | tftp:// hostlF filename }

Parameter Description

Parameter Description
hostIP The IP address of the remote host.
filename The name of the file for the database on the remote host. The

filename may contain any printable character and is checked
only when attempting to open the file.

Default Configuration
The database is stored locally by default.

Configuration Mode
Global Configuration mode.
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User Guidelines

There are no user guidelines for this command.

Example

The following example configures the storage location of the snooping
database as local.

consol e(confi g)#i p dhcp snoopi ng dat abase | ocal

The following example configures the storage location of the snooping
database as remote.

consol e(config)#i p dhcp snoopi ng dat abase
tftp://10.131.11. 1/ db. t xt

ip dhcp snooping database write-delay

Use the ip dhep snooping database write-delay command to configure the
interval in seconds at which the DIICP Snooping database will be stored in
persistent storage. Use the “no” form of this command to reset the write delay
to the default.

Syntax
ip dhep snooping database write-delay seconds
no ip dhcep snooping database write-delay

Parameter Description

Parameter Description

seconds The write delay (Range: 15-86400 seconds).

Default Configuration
The write delay is 300 seconds by default.

Command Mode
Global Contfiguration mode
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User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#i p dhcp snoopi ng database wite-delay 500

ip dhcp snooping limit

Use the ip dhep snooping limit command to control the maximum rate of
DHCP messages. Use the no form of this command to reset the limit to the
default.

Syntax
ip dhep snooping limit {none | rate rafe [burst interval seconds |}
no ip dhcep snooping limit

*  pps—The maximum number of packets per second allowed (Range:
0-300 pps).

*  seconds—The time allowed for a burst (Range: 1-15 seconds).

Default Configuration
DICP snooping rate limiting is disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

There are no user guidelines for this command.

Examples
consol e(config-if-1/0/1)#ip dhcp snooping linmt none

consol e(config-if-1/0/1)#ip dhcp snooping Iinmt rate
100 burst interval 1
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ip dhcp snooping log-invalid

Use the ip dhep snooping log-invalid command to enable logging of DHCP
messages filtered by the DHCP Snooping application. Use the “no” form of
this command to disable logging.

Syntax

ip dhep snooping log-invalid

no ip dhcep snooping log-invalid

Default Configuration
Logging of filtered messages is disabled by default.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/1)#i p dhcp snooping |og-invalid

consol e(config-if-1/0/1)#no i p dhcp snooping | og-
invalid
ip dhcp snooping trust

Use the ip dhep snooping trust command to configure a port as trusted. Use
the “no” form of this command to configure a port as untrusted.

Syntax
ip dhcep snooping trust
no ip dhcep snooping trust
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Default Configuration

Ports are untrusted by default.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/1)#i p dhcp snooping trust

consol e(config-if-1/0/1)#no i p dhcp snooping trust

ip dhcp snooping verify mac-address

Use the ip dhep snooping verify mac-address command to enable the
verification of the source MAC address with the client MAC address in the
received DHCP message. Use the “no” form of this command to disable
verification of the source MAC address.

Syntax
ip dhep snooping verify mac-address

no ip dhcep snooping verify mac-address

Default Configuration
Source MAC address verification is enabled by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.
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Example
consol e(config)#i p dhcp snooping verify mac-address

show ip dhcp snooping

Use the show ip dhep snooping command to display the DHCP snooping
global configuration.

Syntax
show ip dhcp snooping

Syntax Description

This command has no arguments or keywords.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i p dhcp snoopi ng

DHCP snooping is Disabled

DHCP snoopi ng source MAC verification is enabl ed
DHCP snooping is enabled on the foll owi ng VLANs:
11 - 30, 40

I nterface Trust ed Log Invalid Pkts
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1/0/2 No Yes
1/0/3 No Yes
1/0/ 4 No No
1/0/6 No No

show ip dhcp snooping binding
Use the show ip dhep snooping binding command to display the DIICP
snooping binding entries.

Syntax

show ip dhcp snooping binding [{ static | dynamic } | | interface interface-

1d ] | vlan vian-id |

* static | dynamic— Use these keywords to filter by static or dynamic

bindings.
* interface-id—The interface for which to show bindings.

* vlan-id—The number of the VLAN for which to show bindings.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i p dhcp snoopi hg bi ndi ng

Total nunber of bindings: 2
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MAC Address | P Address VLAN Interface Lease tinme(Secs)

00: 02: B3: 06: 60: 80 210.1.1.3 10 1/0/1 86400
00: OF: FE: 00: 13: 04 210.1.1. 4 10 1/0/1 86400

show ip dhcp snooping database

Use the show ip dhep snooping database command to display the DHCP
snooping configuration related to the database persistence.

Syntax
show ip dhcp snooping database

Syntax Description

This command has no arguments or keywords.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC, Privileged EXEC

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i p dhcp snoopi ng dat abase

agent url: /10.131.13.79:/sail.txt

write-delay: 5000
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show ip dhcp snooping interfaces
Use the show ip dhep snooping interfaces command to show the DHCP

Snooping status of the interfaces.
Syntax

show ip dhep snooping interfaces [nterface)

* interface—A valid physical interface.

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC

User Guidelines

There are no user guidelines for this command.

Example
consol e#show i p dhcp snooping interfaces

Interface Trust State Rate Limt Burst Interval
(pps) (seconds)
1/0/1 No 15 1
1/0/2 No 15 1
1/0/3 No 15 1

consol e#show i p dhcp snoopi ng interfaces gigabitethernet 1/0/15

Interface Trust State Rate Limt Burst |Interval

(pps) (seconds)
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1/ 0/ 15 Yes 15 1

show ip dhcp snooping statistics

Use the show ip dhep snooping statistics command to display the DHCP
snooping filtration statistics.

Syntax
show ip dhep snooping statistics

Syntax Description

This command has no arguments or keywords.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC, Privileged EXEC

User Guidelines

The following tields are displayed by this command:

Fields Description
MAC Verify The number of DHCP messages that were filtered on an
Failures untrusted interface because of source MAC address and client

MAC address mismatch.

Client Ifc The number of DHCP release and Deny messages received on
Mismatch the different ports than previously learned.

DHCP Server Msgs| The number of DHCP server messages received on untrusted
ports.

Example
consol e#show i p dhcp snoopi ng statistics
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I nterface MAC Verify Cient Ifc DHCP Server

Fai | ures M smat ch Msgs Rec'd
1/0/ 2 0 0 0
1/0/3 0 0 0
1/0/4 0 0 0
1/0/5 0 0 0
1/0/6 0 0 0
1/0/7 0 0 0
1/0/8 0 0 0
1/0/9 0 0 0
1/0/ 10 0 0 0
1/0/11 0 0 0
1/0/12 0 0 0
1/0/ 13 0 0 0
1/0/ 14 0 0 0
1/0/ 15 0 0 0
1/0/ 16 0 0 0
1/0/ 17 0 0 0
1/0/ 18 0 0 0
1/0/ 19 0 0 0
1/ 0/ 20 0 0 0
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Dynamic ARP Inspection
Commands

Dynamic ARP Inspection (DAI) is a security feature that rejects invalid and
malicious ARP packets. The feature prevents a class of man-in-the-middle
attacks, where an unfriendly station intercepts traffic for other stations by
poisoning the ARP caches of its neighbors. The miscreant sends ARP requests
or responses mapping another station IP address to its own MAC address.

DALI drops ARP packets whose sender MAC address and sender IP address do
not match an entry in the DHCP Snooping bindings database.

Commands in this Chapter

This chapter explains the following commands:

arp access-list ip arp inspection vlan

clear ip arp inspection statistics permit ip host mac host

ip arp inspection filter show arp access-list

ip arp inspection limit show ip arp inspection

1p arp inspection trust show ip arp inspection vlan

ip arp inspection validate

arp access-list

Use the arp access-list command to create an ARP ACL. It will place the user
in ARP ACL Configuration mode. Use the “no” form of this command to
delete an ARP ACL.

Syntax
arp access-list ac/-name

no arp access-list ac/-name

* acl-name— A valid ARP ACL name (Range: 1-31 characters).
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Default Configuration
There are no ARP ACLs created by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g) #arp access-list tierl

clear ip arp inspection statistics

Use the clear ip arp inspection statistics command in Privileged EXEC mode
to reset the statistics for Dynamic Address Resolution Protocol (ARP)
inspection on all VLANG.

Syntax

clear ip arp inspection statistics

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.
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Example
consol e#cl ear ip arp inspection statistics

ip arp inspection filter

Use the ip arp inspection filter command to configure the ARP ACL to be
used for a single VLAN or a range of VLAN:S to filter invalid ARP packets. If
the static keyword is given, packets that do not match a permit statement are
dropped without consulting the DHCP snooping bindings. Use the “no” form
of this command to unconfigure the ARP ACL.

Syntax

ip arp inspection filter ac/-name vlan vian-range [static]

no ip arp inspection filter ac/-name vlan vian-range [static|
* acl-name—The name of a valid ARP ACL. (Range: 1-31 characters)
*  vlan-range —A valid VLAN range.

Default Configuration
No ARP ACL is configured.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#ip arp inspection filter tierl vlan 2-10 static

consol e(config)#ip arp inspection filter tierl vlan 20-30

ip arp inspection limit

Use the ip arp inspection limit command to configure the rate limit and
burst interval values for an interface.
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Contfiguring none for the limit means the interface is not rate limited for
Dynamic ARP Inspection.

Syntax
ip arp inspection limit { none | rate pps [ burst interval seconds| }
no ip arp inspection limit

* none — To set no rate limit.

*  pps— The number of packets per second (Range: 0-300).

*  seconds— The number of seconds (Range: 1-15).

Default Configuration
The default rate limit is 15 packets per second.

The default burst interval is 1 second.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/1)#ip arp inspection limt none

consol e(config-if-1/0/1)#ip arp inspection limt rate 100
burst interval 2
ip arp inspection trust

The ip arp inspection trust command configures an interface as trusted for
Dynamic ARP Inspection. Use the “no” form of this command to configure
an interface as untrusted.

Syntax

ip arp inspection trust
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no ip arp inspection trust

Default Configuration

Interfaces are configured as untrusted by default.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-1/0/3)#ip arp i nspection trust

ip arp inspection validate

Use the ip arp inspection validate command to enable additional validation
checks like source MAC address validation, destination MAC address
validation or IP address validation on the received ARP packets. Fach
command overrides the configuration of the previous command. For
example, if a command enables source MAC address and destination MAC
address validations and a second command enables IP address validation only,
the source MAC address and destination MAC address validations are
disabled as a result of the second command. Use the “no” form of this
command to disable additional validation checks.

Syntax

ip arp inspection validate {[src-mac] [dst-mac] [ip]}

no ip arp inspection validate {[src-mac| [dst-mac] [ip]}
* src-mac—For validating the source MAC address of an ARP packet.
¢ dst-mac—TFor validating the destination MAC address of an ARP packet.
* ip—Tor validating the IP address of an ARP packet.
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Default Configuration
There is no additional validation enabled by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command

Example

consol e(config)#i p arp inspection validate src-nac
dst-mac ip

consol e(config)#i p arp inspection validate src-nmac ip
consol e(config)#i p arp inspection validate dst-mac ip

consol e(config)#i p arp inspection validate ip

ip arp inspection vian

Use the ip arp inspection vlan command to enable Dynamic ARP Inspection
on a single VLAN or a range of VLANs. Use the no form of this command to
disable Dynamic ARP Inspection on a single VLAN or a range of VLANG.

Syntax
ip arp inspection vlan v/an-range [ logging |
no ip arp inspection vlan v/an-range | logging |
*  vlan-range — A valid range of VLAN IDs.
* logging — Use this parameter to enable logging of invalid packets.

Default Configuration
Dynamic ARP Inspection is disabled by default.

Command Mode
Global Contfiguration mode
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User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#i p arp inspection vlan 200-300

consol e(config)#ip arp inspection vlan 200-300 | oggi ng

permit ip host mac host

Use the permit ip host mac host command to configure a rule for a valid IP
address and MAC address combination used in ARP packet validation. Use
the “no” form of this command to delete an ARP ACL rule.

Syntax
permit ip host sender-ip mac host sender-mac
no permit ip host sender-ip mac host sender-mac

*  sender-ip— Valid IP address used by a host.

*  sender-mac—Valid MAC address in combination with the above sender-ip
used by a host.

Default Configuration
There are no ARP ACL rules created by default.

Command Mode
ARP Access-list Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(Confi g-arp-access-list)#permt ip host
1.1.1.1 nac host 00:01: 02: 03: 04: 05
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show arp access-list

Use the show arp access-list command to display the configured ARP ACLs
with the rules. Giving an ARP ACL name as the argument would display only
the rules in that ARP ACL.

Syntax

show arp access-list | ac/-name ]
acl-name — A valid ARP ACL name (Range: 1-31 characters).

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC

User Guidelines

There are no user guidelines for this command.

Example
consol e#show arp access-1i st

ARP access list H2
permit ip host 1.1.1.1 mac host 00: 01: 02: 03: 04: 05
permit ip host 1.1.1.2 mac host 00: 03: 04: 05: 06: 07
ARP access list H3
ARP access list H4
permit ip host 2.1.1.2 mac host 00: 03: 04: 05: 06: 08

show ip arp inspection

Use the show ip arp inspection command in Privileged EXEC mode to
display the Dynamic ARP Inspection and status.
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Syntax

show ip arp inspection [interfaces [interface-id) | statistics [vlan vian-range

| vlan vian-range|

Parameter Description

Parameter

Description

interfaces
[interface-id]

Display the Dynamic ARP Inspection configuration on all the
DAI enabled interfaces. Giving an interface argument, it
displays the values for that interface.

statistics [vlan vlan-
range]

Display the statistics of the ARP packets processed by Dynamic
ARP Inspection. Given vlan-range argument, it displays the
statistics on all DAl-enabled VLANS in that range. In the case
of no argument, it lists the summary of the forwarded and
dropped ARP packets.

vlan vlan-range

Display the Dynamic ARP Inspection configuration on all the
VLANs in the given VLAN range. It also displays the global
configuration values for source MAC validation, destination
MAC validation and invalid IP validation.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged EXEC mode

User Guidelines

The following information is displayed for cach VLAN when a VLAN range is

supplied:

Field Description

VLAN The VLAN-ID for each displayed row.

Forwarded The total number of valid ARP packets forwarded in this VLAN.
Dropped The total number of invalid ARP packets dropped in this VLAN.
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DHCP Drops |The number of packets dropped due to DHCP Snooping binding
database match failure.

ACL Drops | The number of packets dropped due to ARP ACL rule match failure.

DHCP Permits|The number of packets permitted due to DHCP snooping binding
database match.

ACL Permits | The number of packets permitted due to ARP ACL rule match.

Bad Src MAC | The number of packets dropped due to Source MAC validation

failure.
Bad Dest The number of packets dropped due to Destination MAC validation
MAC failure.

Invalid IP The number of packets dropped due to invalid IP checks.

Example
Following is an example of the show ip arp inspection command.

consol e#show i p arp inspection

Source MAC Validation................. Di sabl ed
Destinati on MAC Validation............ Di sabl ed
IP Address Validation................. Di sabl ed

VLAN Configuration Log Invalid ACL Name Static flag

1 Di sabl ed Enabl ed

consol e#

Following is an example of the show ip arp inspection interfaces command.

consol e#show i p arp inspection interfaces

Interface Trust State Rate Limt Burst I nterval
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1/0/1 Unt rust ed 15 1
1/0/2 Untrust ed 10 10

Following is an example of the show ip arp inspection statistics command.
consol e##show i p arp inspection statistics

VLAN Forwarded Dropped

10 90 14
20 10 3

consol e#fishow i p arp inspection statistics vlan 10, 20

VLAN DHCP ACL DHCP ACL Bad Src Bad Dest Invalid
Dr ops Dr ops Permts Permits MAC MAC 1P

10 11 1 65 25 1

20 1 0 8 2 1 1

show ip arp inspection vlian

Use the show ip arp inspection vlan command to display the Dynamic ARP
Inspection configuration on all the VLANs in the given VLAN range. It also
displays the global configuration values for source MAC validation,
destination MAC validation and invalid IP validation.

Syntax

show ip arp inspection vlan [ vian-range |
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Parameter Description

Parameter Description

vlan-range A valid VLAN range.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged EXEC mode

User Guidelines

The following global parameters are displayed:

Parameter

Description

Source Mac Validation

If Source Mac validation of ARP frame is enabled.

Destination Mac
Validation

If Destination Mac validation of ARP Response frame is
enabled.

IP Address Validation

If IP address validation of ARP frame is enabled.

The following fields are displayed for each VLAN:

Field Description
VLAN The VLAN-ID for each displayed row.
Configuration Whether DAI is enabled on the VLAN.

Log Invalid

Whether logging of invalid ARP packets is enabled on the
VLAN.

ACL Name

ARP ACL Name if configured on the VLAN.

Static flag

If the ARP ACL is configured static on the VLAN.

Example
consol e#show i p arp

i nspection vlan 10-12
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Source Mac Validation . Disabl ed
Destination Mac Validation : Disabled

| P Address Validation . Disabl ed

VI an Configuration Log Invalid ACL Nane Static flag
10 Enabl ed Enabl ed H2 Enabl ed
11 Di sabl ed Enabl ed
12 Enabl ed Di sabl ed
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Email Alerting Commands

Email Alerting is an extension of the logging system. The PowerConnect
logging system allows the user to configure a variety of destinations for log
messages. This feature adds email configuration capabilities, by which the
log messages are sent to a configured SMTP server such that an operator may
receive the log in an e-mail account of their choice.

Figure 1: Log Messages Severity Level

emergency (0)
Urgent severity level — . alert (1)

critical (2)
error (3) email inbatch
Non-urgent severity levd ——— warning (4) }

notice (5)

info (6) never email

debug (7)

email immediately

The network operator can adjust the urgent and non-urgent severity levels.
These levels are global and apply to all destination email addresses. Log
messages in the urgent group are sent immediately to SM'TP server with each
log message in a separate mail. Log messages in the non-urgent group are
batched into a single email message and after a configurable delay.

Only the minimum part (MUA functionality of RFC 4409) required by the
switch or router to send the messages to the SMTP server is supported. Some
SMTP servers insist on authentication before the messages may be received
by them. The minimum part (MUA functionality of RFC 4954) required by
the switch or router to become authenticated by the SMTP server is
supported. Only plain text authentication is supported.

Commands in this Chapter

This chapter explains the following commands:
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logging email

logging email urgent

logging traps

logging email message-type to-addr
logging email from-addr

logging email message-type subject
logging email logtime

logging email test message-type

show logging email statistics

clear logging email statistics

security

mail-server ip-address | hostname

port (Mail Server Configuration Mode)

username (Mail Server Configuration
Mode)

password (Mail Server Configuration

Mode)

show mail-server

logging email

Use the logging email command in Global Configuration mode to enable
email alerting and set the lowest severity level for which log messages are
emailed. Use the no form of the command to disable email alerting.

Syntax
logging email [severity]

no logging email
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Parameter Description

Parameter Description

severity If you specify a severity level, log messages at or above the
severity level are emailed. The severity level may either be
specified by keyword or as an integer from 0 to 7. The accepted
keywords, and the numeric severity level each represents, are as
follows.

* emergency (0)
* alert (1)
e critical (2)

* ecrror (3)

warning (4)
* notice (5)
* info (6)

* debug (7)

Default Configuration

Email alerting is disabled by default. When email alerting is enabled, log
messages at or above severity Warning are emailed.

Command Mode
Global Configuration mode

User Guidelines

The logging email command with no arguments enables email alerting.
Specify a severity to set the severity level of log messages that are emailed in a
non-urgent manner. Log messages at or above this severity level, but below
the urgent severity level, are collected together until the log time expires (the
time specified in the logging email logtime command) and then emailed in a
single email message. If you set the non-urgent severity level to the same
value as the urgent severity level, then no log messages are emailed non-
urgently. See the logging email urgent command to specify the urgent severity
level. The command no logging email disables all email alerting.
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logging email urgent

Use the logging email urgent command in Global Configuration mode to set
the lowest severity level at which log messages are emailed in an urgent
manner. To revert the urgent severity level to its default value, use the no
form of this command.

Syntax
logging email urgent {seversty | none}

no logging email urgent

Parameter Description

Parameter Description

severity Log messages at or above this severity level are emailed
immediately. The severity level may either be specified by
keyword or as an integer from 0 to 7. The accepted keywords,
and the numeric severity level each represents, are as follows.

* emergency (0)
* alert (1)

e critical (2)

* error (3)

* warning (4)

* notice (5)

* info (6)

* debug (7)

none If you specify this keyword, no log messages are emailed
urgently. All log messages at or above the non-urgent level
(configured with the logging email command) are emailed in
batch.

Default Configuration

The default severity level is alert.
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Command Mode

Global Configuration mode

User Guidelines

Log messages at or above this severity level are considered urgent. By default,

Emergency and Alert log messages are considered urgent. Urgent log

messages are emailed immediately, one log message per email message, and

do not wait for the log time to expire. Urgent log messages are not emailed

unless you enable email alerting with the logging email command.

logging traps

Use the logging traps command in Global Configuration mode to set the
lowest severity level at which SNMP traps are logged. To revert the urgent
severity level to its default value, use the no form of this command.

Syntax

logging traps severty

no logging traps

Parameter Description

Parameter

Description

severity

The severity level at which SNMP traps are logged. The severity
level may either be specified by keyword or as an integer from 0
to 7. The accepted keywords, and the numeric severity level

cach represents, are as follows:

emergency (0)
alert (1)
critical (2)
error (3)
warning (4)
notice (5)
info (6)
debug (7)
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Default Configuration

The default severity level is info(6).

Command Mode
Global Configuration mode

User Guidelines

You can filter log messages that appear in the buffered log by severity level.
You can specify the severity level of log messages that are emailed. You can
use this command to specify the severity level at which SNMP traps are
logged, and thus control whether traps appear in the buffered log or are
emailed and, if they are emailed, whether traps are considered urgent or non-
urgent.

logging email message-type to-addr

Use the logging email message-type to-addr command in Global
Configuration mode to configure the To address field of the email. The
message types supported now are urgent, non-urgent, and both. For each
supported severity level, multiple email addresses can be configured. For
example, for urgent type of messages, there could be multiple addresses
configured.

Syntax

logging email message-type {urgent | non-urgent | both} to-addr to-email-
addr

no logging email to-addr to-addr message-type

no logging email message-type {urgent | non-urgent | both} to-addr /o-
email-addr

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.
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Command Mode
Global Configuration

User Guidelines

This command removes the configured to-addr field of email.

logging email from-addr

Use the logging email from-addr command in Global Configuration mode to
configure the From address of the email. Use the no form of this command to
remove the email source address.

Syntax

logging email from-addr from-email-addr

no logging email from-addr

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

User Guidelines

There are no user guidelines for this command.

logging email message-type subject

Use the logging email message-type subject command in Global
Configuration mode to configures subject of the email. Use the no form of
this command to remove the existing subject and return to the default
subject.
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Syntax
logging email message-type message-type subject subject

no logging email message-type message-type subject

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

User Guidelines

The user must enter the message-type parameter manually as tab and space
bar completion do not work for this parameter.

logging email logtime

Use the logging email logtime command in Global Configuration mode to
configure the value of how frequently the queued messages are sent.

Syntax
logging email logtime #me duration

no logging email logtime

Parameter Description

Parameter Description

Time Duration Time in minutes. Range: 30 — 1440.

Default Configuration

The default value is 30 minutes.
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Command Mode
Global Configuration

User Guidelines

This command has no user guidelines.

logging email test message-type

Use the logging email test message-type command in Global Configuration
mode to test whether or not an e-mail is being sent to an SM'TP server.

Syntax

logging email test message-type message-type message-body message-body

Parameter Description

Parameter Description

message-type Urgent, non-urgent, or both

message-body The message to log. Enclose the message in double quotes if it
contains any spaces.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

User Guidelines

This command has no user guidelines.
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show logging email statistics

Use the show logging email statistics command in Privileged EXEC mode to
show the statistics about the emails. The command displays information on
how many emails are sent, how many emails failed, when the last email was
sent, how long it has been since the last email was sent, how long it has been
since the email changed to disabled mode.

Syntax

show logging email statistics

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

clear logging email statistics

Use the clear logging email statistics command in Privileged EXEC mode to
clear the email alerting statistics.

Syntax

clear logging email statistics

Parameter Description

This command does not require a parameter description.
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

security

Use the security command in Mail Server Configuration mode to set the
email alerting security protocol. This enables and disables the switch to use
TLS authentication with the SMTP Server. If the administrator sets the TLS
mode and, if the SMTP sever does not support TLS mode, then no email goes
to the SMTP server.

Syntax

security {tls | none}

Parameter Description

This command does not require a parameter description.

Default Configuration
The default value is disabled.

Command Mode

Mail Server Configuration

User Guidelines

This command has no user guidelines.
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mail-server ip-address | hostname

Use the mail-server ip-address | hostname command in Global
Configuration mode to configure the SMTP server IP address and change the
mode to Mail Server Configuration mode. The server address can be in the
[Pv4, IPv6, or DNS name format. Use the no form of this command to
remove the configured SMTP server address.

Syntax
mail-server {ip-address p-address | hostname hostname}

no mail-server {p-address | hostname}

Parameter Description

Parameter Description
ip-address An IPv4 or IPv6 address.
hostname The DNS name of an SMTP server.

Default Configuration

The default configuration for a mail server is shown in the table below.

Field Default
Email Alert Mail Server Port 25
Email Alert Security Protocol none
Email Alert Username admin
Email Alert Password admin

Command Mode
Global Configuration

User Guidelines

This command has no user guidelines.
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port (Mail Server Configuration Mode)

Use the port command in Mail Server Configuration mode to configure the
TCP port to use for communication with the SMTP server. Port can be set to
465 or 25. Use the no form of the command to revert the SMTP port to the
default port.

Syntax

port port

no port

Parameter Description

This command does not require a parameter description.

Default Configuration
The default value is 25.

Command Mode

Mail Server Configuration

User Guidelines

Port 25 is the standard SMTP port for cleartext messages. Port 465 is the
standard port for messages sent using TLSv1. Messages are always sent in
plain text mode.

username (Mail Server Configuration Mode)

Use the username command in Mail Server Configuration mode to configure
the username required by the authentication. Use the no form of the
command to revert the username to the default value.

Syntax
username usernaine

no username
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Parameter Description

This command does not require a parameter description.

Default Configuration

The default value for username is admin.

Command Mode

Mail Server Configuration

User Guidelines

This command has no user guidelines.

password (Mail Server Configuration Mode)

Use the password command in Mail Server Configuration mode to configure
the password required to authenticate to the email server. Use the no form of
the command to revert the password to the default value.

Syntax
password password

no password

Parameter Description

This command does not require a parameter description.

Default Configuration

The default value for password is admin.

Command Mode

Mail Server Configuration

User Guidelines

This command has no user guidelines.
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show mail-server

Use the show mail-server command in Privileged EXEC mode to display the

configuration of all the mail servers or a particular mail server.

Syntax

show mail-server {ip-address | hostname | all}

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

Example
consol e##tshow mmi | -server all

Mai | Servers configuration:

No of mmil servers configured:?2

Mai | Serqy verl configuration:

SMIP server | P Address: 10.131.1.11
SMIP server Port: 465
SMIP server security protocol: tls
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SMIP server authentication details:

User nane: adm n

Mai | server2 configuration

SMIP server | P Address: 10.131.1.31
SMIP server Port: 465
SMIP server security protocol: tls

SMIP server authentication details:

User nane: adm n

consol e#show mai | -server ip-address 10.131.1.11

SMIP server | P Address: 10.131.1.11
SMIP server Port: 465
SMIP server security protocol: tls

SMIP server authentication details:

User nane: adm n
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Ethernet Configuration Commands

PowerConnect switches support a variety of configuration options to
optimize network operations. Features such as flow-control and jumbo frames
are supported along with a variety of commands to display traffic statistics as
well as limit the effects of network loops or other network issues.

Jumbo frame technology is employed in certain situations to reduce the task
load on a server CPU and to transmit large amounts of data efficiently.
Jumbo frames technology predominantly appears where certain applications
would benefit from using a larger frame size, e.g. Network File System (NIS).
The larger frame size eliminates some of the need for fragmentation, leading
to greater throughput. The increase in throughput is particularly valuable on
data center servers where the larger frame size increases efficiency of the
system and allows processing of more requests. The PowerConnect jumbo
frames feature extends the standard ethernet MTU (Max Frame Size) from
1518 (1522 with VLAN header) bytes to 9216 bytes. However, any device
connecting to the same broadcast domain should support the same or larger
MTU.

Flow control is a mechanism or protocol used to temporarily suspend
transmission of data to a device to avoid overloading the device receive path.
PowerConnect switching implements the flow control mechanism defined in
IEEE 802.3 Annexes 31A and 31B (formerly IEEE 802.3x). PowerConnect
switching is able to transmit a MAC Control frame containing the PAUSE
opcode to halt transmission by the device receiving the PAUSE frame
whenever internal congestion is detected by the switching fabric. Flow
control is enabled by default for all ports.

Storm control allows for rate limiting of specific types of packets through the
forwarding plane. The administrator can configure the absolute rate in
packets-per-second for the Storm control threshold. Each classified packet
type (broadcast, multicast, or unicast) can be enabled/disabled per port, and
the threshold level at which Storm-Control is active is also configurable per-
port and per-type (as a percentage of interface speed).
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On a storm control enabled interface, if the ingress rate of that type of packet
(L2 broadcast, multicast, or unicast) is greater than the configured threshold
level (as a percentage of port speed or as an absolute packets-per-second rate),
the switch forwarding-plane discards the excess traffic.

The speed and duplex commands control interface link speeds and auto-
negotiation. If either speed or duplex is set to something other than auto,
auto-negotiation is disabled on the interface. Auto-negotiation will link at the
highest possible speed supported on the interface and prefers full duplex over
half duplex.

Commands in this Chapter

This chapter explains the following commands:

clear counters show interfaces speed

configuration
description show interfaces counters  storm-control broadcast
duplex show interfaces description storm-control multicast
flowcontrol show interfaces status storm-control unicast
interface show statistics switchport protected
interface range show statistics switchport  switchport protected name
mtu show storm-control show switchport protected

show interfaces advertise ~ shutdown

clear counters

Use the clear counters command in Privileged EXEC mode to clear statistics
on an interface.

Syntax

clear counters [{gigabitethernet unst/slot/port | port-channel poré-channel-
number | switchport | tengigabitethernet unst/slot/port}|

Default Configuration

This command has no default configuration.
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Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
In the following example, the counters for port 1/0/1 are cleared.

consol e#cl ear counters gigabitethernet 1/0/1

description

Use the description command in Interface Configuration mode to add a
description to an interface. To remove the description use the no form of this
command.

Syntax
description string
no description

* string— Comment or a description of the port attached to this interface.
(Range: I to 64 characters)

Default Configuration

By default, the interface does not have a description.

Command Mode

Interface Contiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.

Example
The following example adds a description to the Ethernet port 5.
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consol e(config)#interface gigabitethernet 1/0/5
consol e(config-if-1/0/5)# description RD_SW3

duplex

Use the duplex command in Interface Configuration mode to configure the
duplex operation of a given Ethernet interface. To restore the default, use the
no form of this command.

Syntax

duplex {auto | half | full}

no duplex

Parameter Description

Parameter Description

auto Auto negotiation is enabled for the port.
half Force half-duplex operation.

full Force full-duplex operation.

Default Configuration
Auto is enabled by default.

Command Mode

Interface Contfiguration (Ethernet) mode

User Guidelines

When duplex is configured to auto, auto negotiation is enabled for the port.
This configuration cannot be done on SFP module ports as they operate only
in full duplex mode.
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Example

The following example configures the duplex operation of gigabit Ethernet
port 1/0/5 to force full duplex operation.

consol e(config)# interface gigabitethernet 1/0/5

consol e(config-if)# duplex full

flowcontrol

Use the flowcontrol command in Global Configuration mode to configure
the flow control. To disable flow control, use the no form of this command.

Syntax
flowcontrol

no flowcontrol

Default Configuration
Flow Control is enabled by default.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
In the following example, flow control is enabled.

consol e(config)# fl owcontrol

interface

Use this command to configure parameters for the gigabit Ethernet and ten-
gigabit Ethernet ports, and for port-channels. While in Global Configuration
mode, enter the interface command (with a specific interface). To exit to
Global Configuration mode, enter exit. To return to Privileged EXEC mode,
press Ctrl-Z or enter end.

Ethernet Configuration Commands | 375



IZ4 NOTE: Additional forms of the interface command enable configuring VLANS,
tunnels, the loopback interface, the out-of-band interface, and ranges of interfaces.
See interface vlan, interface tunnel, interface loopback, and interface range.
Syntax

interface {gigabitethernet unit/slot/port | port-channel port-channel-number
| tengigabitethemet unit/slot/port}

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

Interface Configuration

User Guidelines

It is possible to enter interface configuration mode from global configuration
mode or from interface configuration mode.

Example

The following example enables gigabit port 2 on stack member 1 for
configuration.

consol e(config)# interface gigabitethernet 1/0/2

console (config-if)#

interface range

Use the interface range command in Global Configuration mode to execute a
command on multiple ports at the same time.

m NOTE: An additional form of this command enables configuring a range of VLANs.
See interface range vlan.

Syntax
interface range { port-range | port-type all}
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Parameter Description

port-range Alist of valid ports to configure. Separate non-consecutive
ports with a comma and no spaces; use a hyphen to designate a
range of ports. For more detailed information, see Operating on
Multiple Objects (Range).

port-type Shows all interfaces of the specified type.

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration, Interface Range and Interface modes

User Guidelines

Commands under the interface range context are executed independently on
cach active interface in the range. If the command returns an error on one of
the active interfaces, it does not stop executing commands on other active
interfaces.

Example

The following example shows how gigabitethernet ports 5/0/18 to 5/0/20 and
3/0/1 to 3/0/24 are ranged to receive the same command.

consol e(config)# interface range gi gabitethernet
5/ 0/ 18- 20, 3/ 0/ 1- 24

consol e(config-if-range)#

The following example shows how all gigabitethernet ports can be configured
at once.

consol e(config)# interface range gi gabitethernet all
consol e(config-if-range)#
The following examples demonstrate various valid interface ranges:

consol e(confi g)#i nterface range gi gabitEthernet 1/0/1-20
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consol e(confi g)#i nterface range gi 1/ 0/ 20- 48

consol e(config)#i nterface range gi 1/0/ 1, gi 1/ 0/ 48
consol e(config)#i nterface range gi 2/0/1-10, gi 1/0/ 30
consol e(confi g)#i nterface range gi 1/0/1-10, gi 1/ 0/ 30- 48
consol e(config)#interface range gi1/0/1,tel/1/1

consol e(confi g)#i nterface range gi gabitEthernet
1/ 0/ 10, t engi gabi t Et hernet 1/ 1/ 2

mtu

Use the mtu command in Interface Configuration mode to enable jumbo
frames on an interface by adjusting the maximum size of a packet. To return
to the default setting, use the no form of this command.

Syntax
mtu bytes

no mtu

*  bytes —Number of bytes (Range: 1518-9216)

Default Configuration
The default number of bytes is 1518 (1522 bytes of VLAN-tagged frames).

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

The value set allows an additional four bytes for the VLAN tag. The mtu
command is not supported in Interface Range mode.

Example

The following example of the mtu command increases maximum packet size

to 9216 bytes.
consol e(config-if-1/0/5)#nmu 9216
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show interfaces advertise

Use the show interfaces advertise command in Privileged EXEC mode to
display information about auto-negotiation advertisement.

Syntax

show interfaces advertise [{gigabitethernet unit/slot/port |
tengigabitethernet unit/slot/port}]

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following examples display information about auto negotiation
advertisement.

consol e#show i nterfaces advertise

Port Type Neg Operational Link Advertisenent
1/0/2 1G Copper Enabl e 1000f, 100f, 100h, 10f, 10h
1/0/2 1G Copper Enabl e 1000f

consol e# show interfaces advertise gigabitethernet 1/0/1
Port: G gabitethernet 1/0/1

Type: 1G Copper

Link state: Up

Aut o negoti ation: enabl ed

10h 10f 100h 100f 1000f
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Admin Local Link ------ ------ ------ -----o -

Advertisenment yes yes yes yes no

show interfaces configuration

Use the show interfaces configuration command in User EXEC mode to
display the configuration for all configured interfaces.

Syntax

show interfaces configuration [{gigabitethernet unit/slot/port | port-channel
port-channel-number | tengigabitethemet unit/slot/port }|

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no use guidelines.

Example

The following example displays the configuration for all configured
interfaces:

consol e>show i nterfaces configuration

Por t Type Dupl ex Speed Neg Adni n
State
1/0/1 G gabit - Level Ful | 100 Auto Up
1/0/ 2 G gabit - Level N A Unknown Auto Up
1/0/3 G gabit - Level N A Unknown Auto Up
1/0/ 4 G gabit - Level N A Unknown Auto Up
1/0/5 G gabit - Level N A Unknown Auto Up
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1/0/6
1/0/7
1/0/8
1/0/9
1/0/ 10
1/0/ 11
1/0/ 12
1/0/ 13
1/0/ 14
1/ 0/ 15
1/0/ 16
1/0/ 17
1/0/18
1/0/ 19
--Mre--

G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t
G gabi t

or (q)uit

Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level

Level

N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o
Aut o

The displayed port configuration information includes the following:

S5E§5§5§5§5§5§6§5§6§656FF

Field Description

Port The port number.

Port Type The port designated IEEE shorthand identifier. For example
1000Base-T refers to 1000 Mbps baseband signaling including both
Tx and Rx transmissions.

Duplex Displays the port Duplex status.

Speed Refers to the port speed.

Neg Describes the Auto-negotiation status.

Admin State

Displays whether the port is enabled or disabled.
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show interfaces counters

Use the show interfaces counters command in User EXEC mode to display

traffic seen by the interface. Use the command in either User EXEC mode or
Privileged EXEC mode to display Priority Flow Control (PFC) traffic seen by
the interface, including Received PFC Frames and Transmitted PFC Frames
for a given ethernet or port-channel interface.

Syntax
show interfaces counters [gigabitethernet unit/slot/port | port-channel port-

channel-number | tengigabitethernet unit/slot/port |

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode and Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays traffic seen by the physical interface:

consol e>show i nterfaces counters

Port InCctets I nUcast Pkt s
1/0/1 183892 1289
3/0/1 123899 1788

Port QutCctets Cut Ucast Pkt s

1/0/1 9188 9
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2/0/1 0 0

3/0/1 8789 27
Ch I nCctets | nUcast Pkt s
1 27889 928

1 23739 882

The following example displays counters for Ethernet port 1/0/1.

consol e#show i nterfaces counters gigabitethernet
1/0/1

Port InCctets I nUcast Pkt s

1/0/1 183892 1289

Port QutCctets Cut Ucast Pkt s

1/0/1 9188 9

Al'i gnnent Errors: 17
FCS Errors: 8
Single Collision Frames: O

Mul tiple Collision Frames: O
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Def erred Transm ssions: O

Late Col | i sions:

0

Excessive Collisions: O

Oversi ze Packets: 0
Internal MAC Rx Errors: 0

Recei ved Pause Franes: O

Transnm tted Pause Franes: O

The following table describes the fields shown in the display:

Field Description

InOctets Counted received octets.

InUcastPkts Counted received Unicast packets.
InMcastPkts Counted received Multicast packets.
InBcastPkts Counted received Broadcast packets.
OutOctets Counted transmitted octets.
OutUcastPkts Counted transmitted Unicast packets.
OutMcastPkts Counted transmitted Multicast packets.
OutBcastPkts Counted transmitted Broadcast packets.

Alignment Errors

A count of frames received that are not an integral number
of octets in length and do not pass the FCS check.

FCS Errors

Counted frames received that are an integral number of
octets in length but do not pass the FCS check.

Single Collision Frames

Counted frames that are involved in a single collision, and
are subsequently transmitted successfully.

Multiple Collision A count of frames that are involved in a multiple collision,
Frames and are subsequently transmitted successfully

Deferred A count of frames for which the first transmission attempt
Transmissions is delayed because the medium is busy
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Field Description

Late Collisions Counted times that a collision is detected later than one
slot time into the transmission of a packet.

Excessive Collisions Counted frames for which transmission fails due to
excessive collisions.

versize Packets ounted frames received that exceed the maximum
O Packet Counted f d that d tl
permitted frame size.

Internal MAC Rx Errors |A count of frames for which reception fails due to an
internal MAC sublayer receive error.

Received Pause Frames |A count of MAC Control frames received with an opcode
indicating the PAUSE operation.

Transmitted Pause Counted MAC Control frames transmitted on this
Frames interface with an opcode indicating the PAUSE operation.

show interfaces description

Use the show interfaces description command in User EXEC mode to
display the description for all configured interfaces.

Syntax

show interfaces description [gigabitethernet unit/slot/port | port-channel
port-channel-number | tengigabitethemet unit/slot/port |

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays the description for all interfaces.
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consol e>show i nterfaces description
Port Description

1/0/1 Port that should be used for managenment only
2/0/1
2/0/2

Ch Description

show interfaces status

Use the show interfaces status command in User EXEC mode to display the
status for all configured interfaces.

Syntax

show interfaces status [gigabitethemet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port |

The displayed port status information includes the following:

Field Description

Port The port or port channel number. Oob means Out-of-Band
Management Interface.

Type The port designated IEEE shorthand identifier. For example,
1000Base-I  refers to 1000 Mbps baseband signaling including both

Tx and Rx transmissions.

Duplex Displays the port Duplex status.
Speed Refers to the port speed.
Neg Describes the Auto-negotiation status.

Link State |Displays the Link Aggregation status, either Up or Down.
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Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays the status for all configured interfaces.

consol e#show i nterfaces status

Por t Type Dupl ex Speed
Control

G1/0/1 G gabit - Level N A Unknown
G 1/0/2 G gabit - Level N A Unknown
G1/0/3 G gabit - Level N A Unknown
G1/0/4 G gabit - Level N A Unknown
G1/0/5 G gabit - Level N A Unknown
G 1/0/6 G gabit - Level N A Unknown
G1/0/7 G gabit - Level N A Unknown
G 1/0/8 G gabit - Level N A Unknown
G 1/0/9 G gabit - Level N A Unknown
G 1/0/10 G gabit - Level N A Unknown
G 1/0/11 Ggabit - Level N A Unknown
G 1/0/12 Ggabit - Level N A Unknown
G 1/0/13 Ggabit - Level N A Unknown
G 1/0/14 Ggabit - Level N A Unknown
G 1/0/15 Ggabit - Level N A Unknown
G 1/0/16 Ggabit - Level N A Unknown
G 1/0/17 Ggabit - Level N A Unknown
G 1/0/18 Ggabit - Level N A Unknown
G 1/0/19 Ggabit - Level N A Unknown
--Mre-- or (q)uit

G 1/0/20 Ggabit - Level N A Unknown
G 1/0/21 Ggabit - Level Ful | 1000

Neg Link Flow

State Status

Aut o Down
Auto Up
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| nactive
I nactive
I nactive
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G 1/0/22 Ggabit - Level N A Unknown Auto Down | nactive

G 1/0/23 Ggabit - Level N A Unknown Auto Down | nactive
G 1/0/24 Ggabit - Level N A Unknown Auto Down | nactive
Qob  Type Li nk
State
oob CQut-Of -Band Up
Port Type Li nk
State
Pol Link Aggregate Down
Po2 Link Aggregate Down
Po3 Link Aggregate Down
Po4 Link Aggregate Down
Po5 Link Aggregate Down
Po6 Link Aggregate Down
Po7 Link Aggregate Down
--Mre-- or (q)uit
Po8 Link Aggregate Down
Po9 Link Aggregate Down
Pol10 Link Aggregate Down
Poll Link Aggregate Down
Pol2 Link Aggregate Down
Pol13 Link Aggregate Down
Pol4 Link Aggregate Down
Pol5 Link Aggregate Down
Pol6 Link Aggregate Down
Pol7 Link Aggregate Down
Pol18 Link Aggregate Down
Po19 Link Aggregate Down
Po20 Link Aggregate Down
Po21 Link Aggregate Down
Po22 Link Aggregate Down
Po23 Link Aggregate Down
Po24 Link Aggregate Down
Po25 Link Aggregate Down
Po26 Link Aggregate Down
Po27 Link Aggregate Down
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Po28
Po29
Po30

--More-

Po31
Po32
Po33
Po34
Po35
Po36
Po37
Po38
Po39
Po40
Po41
Po42
Po43
Po44
Po45
Po46
Po47
Po48

Fl ow

L
L
L

L
L
L
L
L
L
L
L
L
L
L
L
Li
Li
Li
Li
Li
Li

nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk

Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
or (q)uit

Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down
Aggr egat e Down

Control : Enabl ed

The displayed port status information includes the following:

Field Description

Port The port or port channel number.

Type The port designated IEEE shorthand identifier. For example
1000Base-T refers to 1000 Mbps baseband signaling including both
Tx and Rx transmissions.

Duplex Displays the port Duplex status.

Speed Refers to the port speed.

Neg Describes the Auto-negotiation status.

Link State  |Displays the Link Aggregation status.
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show statistics

Use the show statistics command in Privileged EXEC mode to display
detailed statistics for a specific port or for the entire switch.

Syntax

show statistics {gigabitethernet unit/slot/port | switchport | port-channel
port-channel-number | tengigabitethernet unst/slot/port}

Parameter Description

Parameter Description

unit/slot/port Avalid interface. See Interface Naming Conventions for
interface representation.

switchport Displays statistics for the entire switch.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode.

User Guidelines

This command has no user guidelines.

Examples
The following example shows statistics for port 1/0/1.

consol e#show statistics gigabitethernet 1/0/1

Total Packets Received (Cctets)............... 779533115
Packets Received 64 Cctets..................... 48950
Packets Recei ved 65-127 Cctets................. 482426
Packets Recei ved 128-255 Cctets................ 101084
Packets Recei ved 256-511 Cctets................ 163671
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Packets Received 512-1023 Cctets............... 4824
Packets Recei ved 1024-1518 Cctets.............. 479543
Packets Received > 1522 Cctets................. 0
Packets RX and TX 64 Cctets.................... 94516
Packets RX and TX 65-127 Cctets................ 483312
Packets RX and TX 128-255 Cctets............... 101329
Packets RX and TX 256-511 Cctets............... 163696
Packets RX and TX 512-1023 Cctets.............. 4982
Packets RX and TX 1024- 1518 Cctets............. 479845
Packets RX and TX 1519-1522 Cctets............. 0
Packets RX and TX 1523-2047 Cctets............. 0
Packets RX and TX 2048-4095 Cctets............. 0
Packets RX and TX 4096-9216 Cctets............. 0
Total Packets Received Wthout Errors.......... 1280498
Uni cast Packets Received....................... 1155457
Miul ticast Packets Received..................... 48339
--Mre-- or (q)uit

Broadcast Packets Received..................... 76702
Total Packets Received with MAC Errors......... 0
Jabbers Received......... ... ... .. ... ... . ..., 0
Fragment s/ Undersi ze Received. .. ................ 0
Alignment Errors....... ..., 0

FCS Errors. .. ... 0
OVEITUNS. . o e e e 0
Total Received Packets Not Forwarded........... 91
Local Traffic Frames........................... 0

802. 3x Pause Frames Received................... 0
Unacceptable Frane Type............ ... ... ..... 91

Mil ticast Tree Viable Discards................. 0
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Reserved Address Discards...................... 0

Broadcast StormRecovery................c...o.... 0

CRl Discards. . ... ..o 0
UpstreamThreshold........ ... ... ... ... ...... 0
Total Packets Transmitted (Cctets)............. 3604988
Packets Transmitted 64 Cctets.................. 45566
Packets Transmitted 65-127 COctets.............. 886
Packets Transmitted 128-255 Cctets............. 245
--Mre-- or (q)uit

Packets Transmitted 256-511 Cctets............. 25
Packets Transmitted 512-1023 Cctets............ 158
Packets Transmitted 1024-1518 Cctets........... 302
Max Frame Size............ i 1518
Total Packets Transmitted Successfully......... 47182
Uni cast Packets Transmitted.................... 2746
Mil ticast Packets Transmitted.................. 44432
Broadcast Packets Transmitted.................. 4
Total Transmit Errors............... 0o .. 0

FCS Brrors. .. ... . 0

Tx Oversized.. ... ... ... 0
Underrun Errors. ... ... 0
Total Transmit Packets Discarded............... 0
Single Collision Franes. ....................... 0
Miultiple Collision Frames...................... 0
Excessive Collision Frames..................... 0

Port Membership Discards....................... 0

802. 3x Pause Frames Transmitted................ 0
GVRP PDUs received. ..., 0

--Mrre-- or (q)uit
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GVRP PDUs Transmtted.......................... 0

GVRP Fail ed Registrations...................... 0

BPDU. sent 44432, received O

EAPOL Frames Transmitted....................... 0

EAPOL Start Franes Received.................... 0

Time Since Counters Last Cleared............... 1 day O hr

41 mn 44 sec

The following example shows statistics for the entire switch.

consol e#show statistics gigabitethernet sw tchport

Total Packets Received (Cctets)................ 16877295
Uni cast Packets Received....................... 1608

Mul ti cast Packets Received..................... 48339
Broadcast Packets Received..................... 69535
Recei ve Packets Discarded...................... 0
Cctets Transmitted. . ....... ... ... .. ... 6451988
Packets Transmitted Wthout Errors............. 91652
Uni cast Packets Transmitted.................... 2746

Mul ti cast Packets Transmitted.................. 88892
Broadcast Packets Transmitted.................. 14
Transmit Packets Discarded..................... 0

--Mre-- or (q)uit

Most Address Entries Ever Used................. 141
Address Entries Currently in Use............... 124
Maxi mum VLAN Entries........ ... .. ..., 1024
Most VLAN Entries Ever Used.................... 6
Static VLAN Entries....... ... . ... 6
Dynamic VLAN Entries........... ... ... 0
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VLAN Del etes. . ... ... e 0

Time Since Counters Last Cleared............... 1 day O hr
42 min 13 sec

consol e#

The following example shows statistics for the entire switch.

consol e#show statistics sw tchport

Total Packets Received (Cctets)................ 0
Packets Received Wthout Error................. 0
Uni cast Packets Received....................... 0
Miul ticast Packets Received..................... 0
Broadcast Packets Received..................... 0
Recei ve Packets Discarded...................... 0
Cctets Transmitted........ ... ... 0
Packets Transmitted Wthout Errors............. 0
Uni cast Packets Transmitted.................... 0
Mul ticast Packets Transmitted.................. 0
Broadcast Packets Transmitted.................. 0
Transmit Packets Discarded..................... 0
Mbst Address Entries Ever Used................. 3
Address Entries Currently in Use............... 3
Maxi mum VLAN Entries......... ... ... ... 1024
Most VLAN Entries Ever Used.................... 2
Static VLAN Entries....... ... . ... 2
Dynamic VLAN Entries........ ... ... o, 0
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VLAN Del etes. . ... ... i 0
Time Since Counters Last Cleared... 0 day 18 hr 1 mn 59 sec

show statistics switchport

Use the show statistics command in Privileged EXEC mode to display
detailed statistics for a specific port or for the entire switch.

Syntax

show statistics {nterface-rd | switchport}

Parameter Description

Parameter Description

interface-id Interface id. See Interface Naming Conventions for interface
representation.

switchport Displays statistics for the entire switch.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode.

User Guidelines

It is possible to enter interface configuration mode from global configuration
mode or from interface configuration mode.

Example
The following example shows statistics for the entire switch.
consol e#show statistics sw tchport

Total Packets Received (Cctets)................ 0
Packets Received Wthout Error................. 0
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Uni cast Packets Received........
Mul ti cast Packets Received......
Br oadcast Packets Received......

Recei ve Packets Discarded.......

Cctets Transmitted..............
Packets Transmitted Wthout Erro
Uni cast Packets Transmitted.....
Mul ticast Packets Transmtted...
Br oadcast Packets Transmitted...

Transnmt Packets Discarded......

Most Address Entries Ever Used..
Address Entries Currently in Use

Maxi mum VLAN Entries............
Most VLAN Entries Ever Used.....
Static VLAN Entries.............
Dynamic VLAN Entries............
VLAN Deletes....................

Time Since Counters Last Cl eared.

18 hr 1 min 59 sec
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show storm-control

Use the show storm-control command in Privileged EXEC mode to display
the configuration of storm control.

Syntax

show storm-control [all | {gigabitethernet unit/slot/port |
tengigabitethernet unst/slot/port}]

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples

The following example shows storm control configurations for all valid
Ethernet ports. The second example shows flow control mode status.

consol e##tshow stormcontrol all
Bcast Bcast Mcast Mcast Ucast Ucast
I ntf Mode Level Mode Level Mode Level

1/0/1 Di sable 5 Di sable 5 Di sable 5
1/0/2 Di sable 5 Di sable 5 Di sable 5
1/0/3 Di sable 5 Di sable 5 Di sable 5
1/0/ 4 Di sable 5 Di sable 5 Di sable 5

consol e#show st orm contr ol

802.3x Flow Control Mdde.................... Di sabl e



shutdown

Use the shutdown command in Interface Configuration mode to disable an
interface. To restart a disabled interface, use the no form of this command.

Syntax
shutdown

no shutdown

Default Configuration

The interface is enabled.

Command Mode

Interface Configuration (Ethernet, Port-Channel, Tunnel, Loopback) mode

User Guidelines

This command has no user guidelines.

Examples
The following example disables gigabit Ethernet port 1/0/5.
consol e(config)#interface gigabitethernet 1/0/5

consol e(config-if-1/0/5)# shutdown

The following example re-enables gigabit ethernet port 1/0/5.
consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if-1/0/5)# no shutdown

speed

Use the speed command in Interface Configuration mode to configure the
speed of a given Ethernet interface when not using auto-negotiation. To
restore the default, use the no form of this command.

Syntax
speed {10 | 100 | 1000 | 10000 | auto [10 | 100 | 1000 | 10000]}
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no speed

Parameter Description

Parameter Description

10 Configures the port to 10 Mbps operation.

100 Configures the port to 100 Mbps operation.

1000 Configures the port to 1000 Mbps operation.

10000 Configures the port to 10 Gbps operation.

auto The port automatically detects the speed it should run based on
the port at the other end of the link. If you use the 10, 100, or
1000 keywords with the auto keyword, the port only negotiates
at the specified speeds.

Default Configuration
Auto is enabled by default.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

When auto is used with a set of speeds, only those speeds are used by the port
for the negotiation capabilities. Alternatively, if no speed arguments are
configured, then all the speed capabilities are considered. SFP transceivers
support auto-negotiation mode only.

Example

The following example configures the speed operation of Ethernet port 1/0/5
to force 100-Mbps operation.

consol e(config)#interface gigabitethernet 1/0/5

consol e(config-if)#speed 100
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storm-control broadcast

Use the storm-control broadcast command in Interface Configuration mode
to enable broadcast storm recovery mode for a specific interface. If the mode
is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast
traffic ingressing on an interface increases beyond the configured threshold,
the traffic will be dropped. Therefore, the rate of broadcast traffic will be
limited to the configured threshold.

Syntax
storm-control broadcast [level | rate]
no storm-control broadcast
* level— The configured rate as a percentage of link-speed.

* rate— The configured rate in kilobits per second (kbps). (Range: 0-100)

Default Configuration
The default value is 5.

Command Mode

Interface Contfiguration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

consol e(config-if-1/0/1)#stormcontrol broadcast
| evel 5

storm-control multicast

Use the storm-control multicast command in Interface Configuration mode
to enable multicast storm recovery mode for an interface. If the mode is
enabled, multicast storm recovery is active, and if the rate of L2 multicast
traffic ingressing on an interface increases beyond the configured threshold,
the traffic will be dropped. Therefore, the rate of multicast traffic will be
limited to the configured threshold.
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When you use the no storm-control multicast command to "disable" storm-
control after having set the level or rate to a non-default value, that value is
still set but is not active until you re-enable storm-control.

Syntax
storm-control multicast [level | rate]
no storm-control multicast
* level— The configured rate as a percentage of link-speed.

* rate — The configured rate in kilobits per second (kbps). (Range: 0-100)

Default Configuration
The default value is 5.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

consol e(config-if-1/0/1)#stormcontrol mnulticast
| evel 5

storm-control unicast

Use the storm-control unicast command in Interface Configuration mode to
enable unknown unicast storm control for an interface. If the mode is
enabled, unicast storm recovery is active, and if the rate of unknown L2
unicast (destination lookup failure) traffic ingressing on an interface increases
beyond the configured threshold, the traffic will be dropped. Therefore, the
rate of unknown unicast traffic will be limited to the configured threshold.

When you use the no storm-control multicast command to "disable" storm-
control after having set the level or rate to a non-default value, that value is
still set but is not active until you re-enable storm-control.
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Syntax
storm-control unicast [level | rate]
no storm-control unicast
* level— The configured rate as a percentage of link-speed.

* rate— The configured rate in kilobits per second (kbps). (Range: 0-100)

Default Configuration
The default value is 5.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

consol e(config-if-1/0/1)#stormcontrol unicast |evel
5

switchport protected

Use the switchport protected command in Interface Configuration mode to
configure a protected port. The groupid parameter identifies the set of
protected ports to which this interface is assigned. You can only configure an
interface as protected in one group. You are required to remove an interface
from one group before adding it to another group.

Port protection occurs within a single switch. Protected port configuration
does not affect traffic between ports on two different switches. No traffic
forwarding is possible between two protected ports. Ports in a protected group
will not forward tratfic to other ports in the group.

Syntax
switchport protected groupid

no switchport protected
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»  grouprd-ldentifies which group this port will be protected in. (Range: 0-2)

Default Configuration

No protected switchports are defined.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example configures Ethernet port 1/0/1 as a member of
protected group 1.

consol e(config)#interface gigabitethernet 1/0/1

consol e(config-if-1/0/1)#sw tchport protected 1

switchport protected name

Use the switchport protected name command in Global Configuration mode
to adds the port to the protected group 1 and also sets the group name to
"protected".

Syntax
switchport protected groupid name name
no switchport protected grouprd name

»  groupid— ldentities which group the port is to be protected in.
(Range: 0-2)

* name— Name of the group. (Range: 0-32 characters)

Default Configuration

This command has no default configuration.
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Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example assigns the name "protected" to group 1.

consol e(config-if-1/0/1)#sw tchport protected 1 name
pr ot ect ed

show switchport protected

Use the show switchport protected command in Privileged EXEC mode to
display the status of all the interfaces, including protected and unprotected
interfaces.

Syntax
show switchport protected groupid

»  groupid — ldentifies which group the port is to be protected in.
(Range: 0-2)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example identifies test as the protected group.

consol e#show swi t chport protected 0O
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Ethernet CFM Commands

Connectivity Fault Management (CIFM) is the OAM Protocol provision for
end-to-end service layer OAM in carrier Ethernet networks. CFM provides
mechanisms to support the operator in performing connectivity checks, fault
detection, fault verification and isolation, and fault notification per service in
the network domain of interest. Unlike Ethernet OAM defined in IEEE
802.3ah, where the faults are detected and notified on a single point-to-point
IEEE Std. 802.3 LAN, this specification deals with the fault diagnosis at
service layer across networks comprising multiple LANGs, including LANs
other than 802.3 media.

PowerConnect CFM supports the following functionality:
*  Path discovery (linktrace message)
*  Tault detection (continuity check message)
*  Fault verification and isolation (loopback and linktrace messages)

*  Fault notification (alarm indication signal or SNMP trap)

Commands in this Chapter

This chapter explains the following commands:

ethernet cfm domain ping ethernet cfm

service traceroute ethernet cfm

ethernet cfm cc level show ethernet cfm errors

ethernet cfm mep level show ethernet c¢fm domain

ethernet cfm mep enable show ethernet cfm maintenance-points
local

ethernet cfm mep active show ethernet cfm maintenance-points
remote
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ethernet cfm mep archive-hold-time show ethernet cfm statistics

ethernet cfm mip level debug cfm

ethernet cfm domain

Use the ethernet ¢fm domain command in Global Configuration mode to
enter into maintenance domain config mode for an existing domain. Use the
optional level parameter to create a domain and enter into maintenance
domain config mode. In maintenance domain config mode, maintenance
associations are created and per-maintenance domain services can be
configured. Use the no form of the command to delete a maintenance
domain.

Syntax

ethernet ¢fm domain domarn-name [level 0-7]

Parameter Description

Parameter Description Range Default Access
Maintenance | Unique 0-7 for id None Read-write
domain ID identifier

maintenance

domain
Maintenance |Name of the Alphanumeric None Read-write
domain name |maintenance |string of up to 43

domain characters

Default Configuration
No CFM domains are pre-configured.

Command Mode
Global Configuration mode
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User Guidelines

Fach domain must have a unique name and level, for example, one cannot
create a domain qwerty at level 2 if domain qwerty already exists at level 1.
Likewise, one cannot create a domain dvorak at level 2 if a domain of any
name exists at level 2.

Example
In this example, a domain vin is created at level 1.

consol e(config) #ethernet cfmdomain vin level 1

consol e(confi g- cf m ndonai n) #

service

Use the service command in maintenance domain config mode to associate a
VLAN with a maintenance domain. Use the no form of the command to
remove the association.

Syntax

service service-name vlan vianid

Parameter Description

Parameter Description Range Default Access
service Unique service |alphanumeric None Read-write
identifier string
Maintenance |VLAN ID 1-4093 0 Read-write
association representing a
VLAN ID service instance
that is
monitored by
this
maintenance
association.

Default Configuration

No VLANS are associated with a maintenance domain by default.
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Command Mode

Maintenance domain config mode

User Guidelines

This command has no user guidelines.

Example

consol e(confi g-cf m ndomai n) #servi ce servl vlan 10

ethernet cfm cc level

Use the ethernet cfm cc level command in Global Configuration mode to
initiate sending continuity checks (CCMs) at the specified interval and level
on a VLAN monitored by an existing domain. Use the no form of the
command to cease send CCMs.

Syntax

ethernet cfm cc level 0-7vlan v/an-Iist interval secs

Parameter Description

Parameter Description Range Default Access

Maintenance |VLAN ID 1-4093 0 Read-write
association representing a
VLAN ID service instance
that is
monitored by
this
maintenance
association.

CCM Interval |Time interval |1, 10,60, and 600 |1 second Read-write
between seconds
successive

transmissions

of CCM.
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Default Configuration
CCMs are not sent by default.

Command Mode

Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

console(config) #ethernet cfm cc level 1 vlan 15 interval 10

ethernet cfm mep level

Use the ethernet ¢fm mep level command in Interface Configuration mode
to create a Maintenance End Point (MEP) on an interface at the specified
level and direction. MEPs are configured per Maintenance Association per
Maintenance Domain. Use the no form of the command to delete a MEP.

Syntax

ethernet cfm mep level 0-7direction up/down mpid 1-§191 vlan 1-4093

Parameter Description

Parameter Description

level Maintenance association level

direction Up indicates the MEP is facing towards Bridge Relay Entity.
Down indicates the MEP is facing towards the LAN.

mpid Maintenance entity identifier

vlan VLAN on which the MEP operates.

Default Configuration

No MEPs are preconfigured.
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Command Mode

Interface Configuration

User Guidelines

This command has no user guidelines.

Example

The following example creates a maintenance endpoint at level 1 with mpid
1010 on vlan 10.

consol e(config-if-G 1/0/3)#ethernet cfmnmep level 1
direction up nmpid 1010 vlan 10

ethernet cfm mep enable

Use the ethernet cfm mep enable command in Interface Configuration mode
to enable a MEP at the specified level and direction. Use the no form of the
command to disable the MEP,

Syntax
ethernet cfm mep enable level 0-7vlan /-4093 mpid 1-§191

Parameter Description

Parameter Description

level Maintenance association level
mpid Maintenance entity identifier

vlan VLAN on which the MEP operates

Default Configuration
No MEPs are preconfigured.

Command Mode

Interface Configuration
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User Guidelines

The maintenance domain must exist for it to be enabled.

Example

The following example enables a maintenance endpoint at level 1 with mpid
1010 on vlan 10.

consol e(config-if-G 1/0/ 3)#ethernet cfm nep enabl e
level 1 vlian 10 npid 1010

ethernet cfm mep active

Use the ethernet cfm mep active command in Interface Configuration mode
to activate a MEP at the specified level and direction. Use the no form of the
command to deactivate the MEP.

Syntax
ethernet cfm mep active level 0-7vlan /-4093 mpid 1-8191

Parameter Description

Parameter Description

level Maintenance association level
mpid Maintenance entity identifier

vlan VLAN on which the MEP operates

Default Configuration
No MEPs are preconfigured.

Command Mode

Interface Contfiguration

User Guidelines

This command has no user guidelines.
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ethernet cfm mep archive-hold-time

Use the ethernet cfm mep archive-hold-time command in Interface
Configuration mode to maintain internal information on a missing MEP. Use
the no form of the command to return the interval to the default value.

Syntax

ethernet cfm mep archive-hold-time hold-time

Parameter Description

Parameter Description

hold-time The time in seconds to maintain the data for a missing MEP
before removing the data. The default value is 600 seconds.

Default Configuration
No MEPs are preconfigured.

Command Mode

Interface Configuration

User Guidelines
The hold time should generally be less than the CCM message interval.

Example

The following example sets the hold time for maintaining internal
information regarding a missing MEP.

consol e(confi g) #ethernet cfm mep archive-hol d-ti ne
1200

ethernet cfm mip level

Use the ethernet c¢fm mip level command in Interface Configuration mode
to create a Maintenance Intermediate Point (MIP) at the specified level. The
MEPs are configured per Maintenance Domain per interface. Use the no
form of the command to delete a MIP.
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Syntax

ethernet ¢fm mip level 0-7

Parameter Description

Parameter

Description

level

Maintenance association level

Default Configuration

No MIPs are preconfigured.

Command Mode

Interface Contfiguration

User Guidelines

This command has no user guidelines.

Example

console(config-if-gil/0/1)# ethernet ctm mip level <7>

ping ethernet cfm

Use the ping ethernet cfm command in Privileged EXEC mode to generate a
loopback message (LBM) from the configured MEP.

Syntax

ping ethernet cfm {mac mac-addr| remote-mpid 7/-§/91} {domain domain
name | level 0-7} vlan vian-id mpid 1-8191 [count 1-255]

Parameter Description

Parameter

Description

level

Maintenance association level
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Parameter Description

mac-addr The destination MAC address for which the connectivity needs
to be verified. Either MEP ID or the MAC address option can
be used.

remote-mpid The MEP ID for which connectivity is to be verified; i.c. the

destination MEP ID.

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

vlan-id A VLAN associated with the maintenance domain. Range: 1-
4094.

mpid The MEP ID from which the loopback message needs to be
transmitted.

count The number of LBMs to be transmitted. The default number is
1.

Default Configuration

By default, this command will transmit one loopback message with a timeout
of five seconds.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

Example

consol e #ping et hernet cfmnmac 00: 11: 22: 33: 44: 55 | evel
1 vlan 10 npid 1 count 10

traceroute ethernet cfm

Use the traceroute ethernet command in Privileged EXEC mode to generate
a link trace message (LI'M) from the configured MEP.
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Syntax

traceroute ethernet cfm {mac mac-addr| remote-mpid 7-8191} {domain
domain name | level 0-7} vlan vian-idmpid 1-8191 [tt] 1-255]

Parameter Description

Parameter Description
level Maintenance association level
mac-addr The destination MAC address for which the route needs to be

traced. Either MEP 1D or the MAC address option can be used.

remote-mpid

The MEP ID for which connectivity needs to be verified; 1.e.
the destination MEP ID.

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

vlan-id A VLAN associated with the maintenance domain. Range: 1-
4094.

mpid The MEP ID from which the link trace message is to be
transmitted.

ttl Number of hops over which the LTM is expected to be

transmitted. The default is 64.

Default Configuration

By default, the traceroute command will send loopback trace messages with a

TTL of 64.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

Example

console # linktrace src-nmep 200 target-nep 400 ttl 64
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show ethernet cfm errors

Use the show ethernet cfm errors command in Privileged EXEC mode to
display the cfm errors.

Syntax

show ethernet c¢fm errors {domain domain-id | level 0-7}

Parameter Description

Parameter Description

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

level Maintenance association level

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
This command has no user guidelines.
Example

consol e#show et hernet cfmerrors

show ethernet cfm domain

Use the show ethernet cfm domain command in Privileged EXEC mode to
display the configured parameters in a maintenance domain.
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Syntax

show ethernet cfm domain {brief | domain-rd}

Parameter Description

Parameter Description

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
This command has no user guidelines.
Example

consol e # show Et hernet cfm domain donainl

Dormai n Nane : domai nl
Level 1

Total Services : 1

VLAN Servi ceNane CC-Interval (secs)

show ethernet cfm maintenance-points local

Use the show ethernet ¢fm maintenance-points local command in Privileged
EXEC mode to display the configured local maintenance points.
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Syntax

show ethernet cfm maintenance-points local {level (-7 | interface interface-
1d | domain domain-name}

Parameter Description

Parameter Description

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

level Maintenance association level

interface-id Show all MPs associated with the interface.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
This command has no user guidelines.
Example

show et hernet cfm mai ntenance-points local level 1

MPI D Level Type VLAN Port Dire- cC MEP- Oper at i onal MAC
ction Transmt Active St at us

1 1 MEP 10 1/0/1 UP Enabl ed True 00: 02: bc: 02: 02: 02

Level Type Port MAC

show ethernet cfm maintenance-points remote

Use the show ethernet cfm maintenance-points remote command in
Privileged EXEC mode to display the configured remote maintenance points.
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Syntax

show ethernet ¢fm maintenance-points remote {level 0-7 | domain domarn-
name | detail [ mac mac-address | mep MEPId) |domain domain-name |

level 0-7] [vlan vian-id)}

Parameter Description

Parameter Description

domain Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

level Maintenance association level

mac-address

The destination MAC address for which the information is

desired.

vlan-id A VLAN associated with the maintenance domain. Range: 1-
4094.
mpid The MEP ID from which the link trace message is to be

transmitted.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

Example

consol e# show et hernet cf m nai ntenance-points renove |evel 1

00:11: 22: 33: 44: 55 10 25 servl
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show ethernet cfm statistics

Use the show ethernet cfm maintenance-points remote command in

Privileged EXEC mode to display the CFM statistics.

Syntax

show ethernet cfm statistics [domain domain-name | level 0-7]

Parameter Description

Parameter Description

domain-name Name of the maintenance domain (an alphanumeric string of
up to 43 characters in length).

level Maintenance association level

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
This command has no user guidelines.
Example

show Et hernet cfmstatistics [domain <domai n-name> | |evel <0-7>]

Consol e# show ethernet cfm statistics

Statistics for 'Donain: domminl, Level: 1, Vian: 11, MEP Id: 1

Qut - of - sequence CCM s recei ved 0
CCM s transnmitted : 259
I n-order Loopback Replies received . 5
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Qut - of -order Loopback Replies received:
Bad MSDU Loopback Replies received

Loopback Replies transmtted

o o0 O O

Unexpected LTR s received

Statistics for 'Donmain: donmminl, Level: 1, Vian: 11, MEP Id: 2

Qut - of - sequence CCM s received
CCM's transnmitted

I n-order Loopback Replies received

Bad MSDU Loopback Replies received

0
1
5
Qut - of -order Loopback Replies received: 5
0
Loopback Replies transmitted 0

0

Unexpected LTR s received

Statistics for 'Donmain: domminl, Level: 1, Vian: 11, MEP Id: 3

Qut - of - sequence CCM s recei ved
CCM s transnmitted

I n-order Loopback Replies received

Bad MSDU Loopback Replies received

0
1
0
Qut - of -order Loopback Replies received: 0
0
Loopback Replies transmitted 5

0

Unexpected LTR s received

debug cfm

Use the debug ¢fm command in Privileged EXEC mode to enable CI'M
debugging. Use the no form of the command to disable debugging.

Syntax
debug cfm { event | {pdu { all | ccm]| Itm]| Ibm]| } {tx | rx} }}
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Parameter Description

Parameter Description

event CFM events

pdu CFM PDUSs

cem Continuity check messages
Itm Link trace messages

Ibm Loopback messages

tx Transmit only

X Receive only

all Everything

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
This command has no user guidelines.
Example

Consol e# show ethernet cfmstatistics

Statistics for 'Domain: domminl, Level: 1, Vian: 11, MEP Id: 1'
Qut - of - sequence CCM s recei ved 0

CCM s transnitted : 259

I n-order Loopback Replies received
CQut - of - order Loopback Replies received:
Bad MSDU Loopback Replies received

Loopback Replies transmitted
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Unexpected LTR s received

Statistics for 'Domain: donminl, Level:

Qut - of - sequence CCM s recei ved
CCM s transnmitted

I n-order Loopback Replies received

Qut - of -order Loopback Replies received:

Bad MSDU Loopback Replies received
Loopback Replies transmitted

Unexpected LTR s received

Statistics for 'Donain: donmminl, Level:

Qut - of - sequence CCM s recei ved
CCM s transnmitted

I n-order Loopback Replies received

Qut - of -order Loopback Replies received:

Bad MSDU Loopback Replies received
Loopback Replies transmtted

Unexpected LTR s received
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GVRP Commands

GARP VLAN Registration Protocol (GVRP) is used to propagate VLAN
membership information throughout the network. GVRP is based on the
Generic Attribute Registration Protocol (GARP), which defines a method of
propagating a defined attribute (that is, VLAN membership) throughout the
network. GVRP allows both end stations and the networking device to issue
and revoke declarations relating to membership in VLANs. End stations that
participate in GVRP register VLAN membership using GARP Protocol Data
Unit (GPDU) messages. Networking devices that implement the GVRP
protocol and enable GVRP then process the GPDUs. The VLAN registration
is made in the context of the port that receives the GPDU. The networking
device propagates this VLAN membership on all of its other ports in the
active topology. Thus, the end station VLAN ID is propagated throughout the
network. GVRP is an application defined in the IEEE 802.1p standard that
allows for the control of §02.1Q VLANS.

Commands in this Chapter

This chapter explains the following commands:

clear gvrp statistics gvrp vlan-creation-forbid
garp timer show gvrp configuration
gvrp enable (global) show gvrp error-statistics
gvrp enable (interface) show gvrp statistics

gvrp registration-forbid

clear gvrp statistics

Use the clear gvrp statistics command in Privileged EXEC mode to clear all
the GVRP statistics information.
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Syntax

clear gvrp statistics [{gigabitethernet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port }|

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example clears all the GVRP statistics information on port
1/0/8.

consol e# clear gvrp statistics gigabitethernet 1/0/8

garp timer

Use the garp timer command in Interface Configuration mode to adjust the
GARP application join, leave, and leaveall GARP timer values. To reset the
timer to default values, use the no form of this command.

Syntax
garp timer {join | leave | leaveall} tzmer value
no garp timer
* join — Indicates the time in centiseconds that PDUs are transmitted.

¢ leave — Indicates the time in centiseconds that the device waits before
leaving its GARP state.

* leaveall — Used to confirm the port within the VLAN. The time is the
interval between messages sent, measured in centiseconds.

*  timer value — Timer values in centiseconds. The range is 10-100 for join,
20-600 for leave, and 200-6000 for leaveall.
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Default Configuration

The default timer values are as follows:
* Join timer — 20 centiseconds
* Leave timer — 60 centiseconds

¢ Leaveall timer — 1000 centiseconds

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

The following relationships for the various timer values must be maintained:
*  Leave time must be greater than or equal to three times the join time.
*  Leaveall time must be greater than the leave time.

Set the same GARP timer values on all Layer 2-connected devices. If the
GARP timers are set differently on Layer 2-connected devices, the GARP
application will not operate successfully.

The timer_value setting must be a multiple of 10.

Example
The following example sets the leave timer for port 1/0/8 to 90 centiseconds.

console (config)# interface gigabitethernet 1/0/8

console (config-if-1/0/8)# garp tiner |eave 90

gvrp enable (global)

Use the gvrp enable (global) command in Global Configuration mode to
enable GVRP globally on the switch. To disable GVRP globally on the switch,

use the no form of this command.

Syntax
gvip enable

no gvrp enable
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Default Configuration
GVRP is globally disabled.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example globally enables GVRP on the device.
consol e(confi g) #gvrp enabl e

gvrp enable (interface)

Use the gvrp enable command in Interface Configuration mode to enable
GVRP on an interface. To disable GVRP on an interface, use the no form of
this command.

Syntax
gvip enable

no gvrp enable

Default Configuration
GVRP is disabled on all interfaces by default.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

An Access port cannot join dynamically to a VLAN because it is always a
member of only one VLAN.
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Membership in untagged VLAN would be propagated in a same way as a
tagged VLAN. In such cases it is the administrator’s responsibility to set the
PVID to be the untagged VLAN VID.

Example
The following example enables GVRP on gigabit ethernet 1/0/8.
consol e(confi g)#i nterface gigabitethernet 1/0/8

consol e(config-if-1/0/8)#gvrp enabl e

gvrp registration-forbid

Use the gvrp registration-forbid command in Interface Configuration mode
to deregister all VLANs on a port and prevent any dynamic registration on the
port. To allow dynamic registering for VLANs on a port, use the no form of
this command.

Syntax
gvrp registration-forbid

no gvrp registration-forbid

Default Configuration

Dynamic registering and deregistering for each VLAN on the port is not
forbidden.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how default dynamic registering and
deregistering is forbidden for each VLAN on port 1/0/8.

consol e(config)#interface gigabitethernet 1/0/8
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consol e(config-if-1/0/8)#gvrp regi stration-forbid

gvrp vlan-creation-forbid

Use the gvip vlan-creation-forbid command in Interface Configuration mode
to disable dynamic VLAN creation. To disable dynamic VLAN creation, use
the no form of this command.

Syntax

gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

Default Configuration
By default, dynamic VLAN creation is enabled.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.

Example
The following example disables dynamic VLAN creation on port 1/0/8.
consol e(confi g)#i nterface gigabitethernet 1/0/8

consol e(config-if-1/0/8)#gvrp vlan-creation-forbid

show gvrp configuration

Use the show gvrp configuration command in Privileged EXEC mode to
display GVRP configuration information. Timer values are displayed. Other
data shows whether GVRP is enabled and which ports are running GVRP.
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Syntax

show gvrp configuration [{gigabitethernet unst/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port } |

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example shows how to display GVRP configuration
information:

consol e# show gvrp configuration
G obal GVRP Mode: Disabl ed

Join Leave LeaveAl | Por t VLAN

Interface Ti mer Ti mer Ti mer GVRP Mbde Create Register
(centisecs) (centisecs) (centisecs) Forbid Forbid

1/0/1 20 60 1000 Di sabl ed

1/0/2 20 60 1000 Di sabl ed

1/0/3 20 60 1000 Di sabl ed

1/0/ 4 20 60 1000 Di sabl ed

1/0/5 20 60 1000 Di sabl ed

1/0/ 6 20 60 1000 Di sabl ed

1/0/7 20 60 1000 Di sabl ed

1/0/8 20 60 1000 Di sabl ed

1/0/9 20 60 1000 Di sabl ed

1/0/ 10 20 60 1000 Di sabl ed

1/0/ 11 20 60 1000 Di sabl ed

1/0/ 12 20 60 1000 Di sabl ed

1/0/ 13 20 60 1000 Di sabl ed

1/0/ 14 20 60 1000 Di sabl ed
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show gvrp error-statistics

Use the show gvrp error-statistics command in User EXEC mode to display
GVRP error statistics.

Syntax

show gvrp error-statistics [{gigabitethemet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port }|

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays GVRP error statistics information.

consol e>show gvrp error-statistics

GVRP error statistics:

INVPROT: Invalid Protocol Id |INVATYP: Invalid Attribute Type
I NVALEN: Invalid Attribute Length I NVAVAL: Invalid Attribute Val ue
I NVEVENT: I nvalid Event

Port | NVPROT I NVATYP I NVAVAL I NVALEN I NVEVENT
1/0/1 0
1/0/ 2 0
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1/0/3
1/0/ 4

0
0

show gvrp statistics

Use the show gvip statistics command in User EXEC mode to display GVRP
statistics.

Syntax

show gvrp statistics [{gigabitethernet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port }|

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no user guidelines.

Example

This example shows output of the show gvrp statistics command.

consol e>show gvrp statistics

GVRP statistics:

: Join Enpty Received

Enpty Received
Leave Enpty Received

: Join Enpty Sent

Enpty Sent
Leave Enpty Sent

rJE rJin rEmp rLin rLE

rdin :
rLin :

rLA
Jin

sLin :

sLA

rLA sJE

Join In Received

Leave I n Received

Leave All

Recei ved

: Join In Sent

Leave In Sent

Leave All

sJin

Sent

sEmp sLIn sSLE SsLA
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0
0
0
0
0
0
0
0

1/0/1
1/0/2
1/0/3
1/0/ 4
1/0/5
1/0/6
1/0/7
1/0/8
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IGMP Snooping Commands

Snooping of Internet Group Management Protocol (IGMP) messages 1s a
feature that allows PowerConnect switches to forward multicast traftic
intelligently on the switch. Multicast IP traffic is traffic that is destined to a
host group. Host groups are identified by class D IP addresses, which range
from 224.0.0.0 to 239.255.255.255. Based on the IGMP query and report
messages, the switch forwards traffic only to the ports that request the
multicast traffic. This prevents the switch from broadcasting the tratfic to all
ports and possibly affecting network performance.

IGMP snooping switches build forwarding lists by monitoring for, and in
some cases intercepting, IGMP messages. Although the software processing
the IGMP messages could maintain state information based on the full IP
group addresses, the forwarding tables in PowerConnect are mapped to link
layer addresses.

The Multicast Forwarding Database (MI'DB) manages the forwarding
address table for Layer 2 multicast protocols, such as IGMP Snooping.

The IGMP Snooping code in the CPU ages out IGMP entries in the MEFDB.
If a report for a particular group on a particular interface is not received
within a certain time interval (query interval), the IGMP Snooping code
deletes that interface from the group. The value for query interval time is
configurable using management.

If an IGMP Leave Group message is received on an interface, the IGMP
Snooping code sends a query on that interface and waits a specified length of
time (maximum response time). If no response is received within that time,
that interface is removed from the group. The value for maximum response
time is configurable using management.

In addition to building and maintaining lists of multicast group
memberships, the snooping switch also maintains a list of multicast routers.
When forwarding multicast packets, they should be forwarded on ports that
have joined using IGMP and also on ports on which multicast routers are
attached. The reason for this is that in IGMP there is only one active query
mechanism. This means that all other routers on the network are suppressed
and thus not detectable by the switch. If a query is not received on an
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interface within a specified length of time (multicast router present
expiration time), that interface is removed from the list of interfaces with
multicast routers attached. The multicast router present expiration time is
configurable using management. The default value for the multicast router
expiration time is zero, which indicates an infinite timeout (that is, no
expiration).

Commands in this Chapter

This chapter explains the following commands:

ip igmp snooping (global) show ip igmp snooping interface

ip igmp snooping (interface) show ip igmp snooping mrouter

ip igmp snooping host-time-out ip igmp snooping (VLAN)

ip igmp snooping leave-time-out ip igmp snooping fast-leave

1p igmp snooping mrouter-time-out ip igmp snooping groupmembership-
interval

show ip igmp snooping 1p Igmp SNOOpPINg Maxresponse

show ip igmp snooping groups ip igmp snooping mcrtrexpiretime

ip igmp snooping (global)

Use the ip igmp snooping command in Global Configuration mode to
globally enable Internet Group Management Protocol (IGMP) snooping. Use
the no form of this command to disable IGMP snooping globally.

Syntax

ip igmp snooping

no ip igmp snooping

Default Configuration
IGMP snooping is disabled.

Command Mode
Global Configuration mode
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User Guidelines

IGMP snooping is enabled on static VLANs only and is not enabled on
Private VLANSs or their community VLANS.

Example
The following example globally enables IGMP snooping.
consol e(config)# ip ignp snooping

ip igmp snooping (interface)

Use the ip igmp snooping command in Interface Configuration mode to
enable Internet Group Management Protocol (IGMP) snooping on a specific
interface. To disable IGMP snooping on an Ethernet interface, use the no
form of this command.

Syntax
ip igmp snooping

no ip igmp snooping

Default Configuration
IGMP snooping is disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

IGMP snooping can be enabled on Ethernet interfaces.

Example
The following example enables IGMP snooping.
consol e(config-if-1/0/1)#ip ignp snoopi ng
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ip igmp snooping host-time-out

Use the ip igmp snooping host-time-out command in Interface
Configuration mode to configure the host-time-out. If an IGMP report for a
Multicast group is not received for a host time-out period from a specific port,
this port is deleted from the member list of that Multicast group. To reset to
the default host time-out, use the no form of this command.

Syntax
ip igmp snooping host-time-out tzme-out
no ip igmp snooping host-time-out

*  time-out — Host timeout in seconds. (Range: 2- 3600)

Default Configuration
The default host-time-out is 260 seconds.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines
The timeout should be more than sum of response time and twice the query

interval.

Example
The following example configures the host timeout to 300 seconds.
consol e(config-if-1/0/1)#i p i gnmp snoopi ng host-ti me-

out 300
ip igmp snooping leave-time-out

Use the ip igmp snooping leave-time-out command in Interface
Contfiguration mode to configure the leave-time-out. If an IGMP report for a
Multicast group is not received within the leave-time-out period after an
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IGMP leave was received from a specific port, the current port is deleted from
the member list of that Multicast group. To configure the default leave-time-
out, use the no form of this command.

Syntax
ip igmp snooping leave-time-out [ tzme-out | immediate-leave|
no ip igmp snooping leave-time-out

*  Hme-out

Specities the leave-time-out in seconds. (Range: 1-25)

* immediate-leave — Specifies that the port should be removed
immediately from the members list after receiving IGMP Leave.

Default Configuration

The default leave-time-out configuration is 10 seconds.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

The leave timeout should be set greater than the maximum time that a host
is allowed to respond to an IGMP Query.

Use immediate leave only where there is only one host connected to a port.

Example
The following example configures the host leave-time-out to 15 seconds.

consol e(config-if-1/0/1)#ip ignp snooping | eave-tine-
out 15

ip igmp snooping mrouter-time-out

Use the ip igmp snooping mrouter-time-out command in Interface
Configuration mode to configure the mrouter-time-out. This command is
used for setting the aging-out time after Multicast router ports are
automatically learned. To reset to the default mrouter-time-out, use the no
form of this command.
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Syntax
ip igmp snooping mrouter-time-out t/me-out
no ip igmp snooping mrouter-time-out

*  time-out— mrouter timeout in seconds for IGMP. (Range: 1-3600)

Default Configuration

The default value is 300 seconds.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.

Example
The following example configures the mrouter timeout to 200 seconds.

consol e(config-if-1/0/1)#ip ignp snoopi ng nrouter-
ti me-out 200

show ip igmp snooping

Use the show ip igmp snooping command in Privileged EXEC mode to
display the IGMP snooping configuration.

Syntax

show ip igmp snooping [vlan v/an-id)|

Parameter Description

Parameter Description
vlan-id Specifies a VLAN ID value (available only in Privileged EXEC
mode).
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Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC

User Guidelines

This command has no user guidelines.

show ip igmp snooping groups

Use the show ip igmp snooping groups command in User EXEC mode to
display the Multicast groups learned by IGMP snooping.

Syntax
show ip igmp snooping groups [vlan v/an-id| [address ip-multicast-address|
*  vlan_1d — Specifies a VLAN 1D value.

*  ip-multicast-address — Specifies an IP Multicast address.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

To see the full Multicast address table (including static addresses) use the
show bridge address-table command.

Example

The example shows Multicast groups learned by IGMP snooping for all
VLANS.

consol e>show i p i gnp snoopi ng groups
VI an | P Address Ports
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1 224-239.130|2.2.3 1/0/1, 2/0/2
19 224-239.130|2.2.8 1/0/9-1/0/ 11

| GWP Reporters that are forbidden statically:

VI an | P Addr ess Ports

1 224-239.130|2.2.3 1/0/ 19

show ip igmp snooping interface

Use the show ip igmp snooping interface command in Privileged EXEC
mode to display the IGMP snooping configuration.

Syntax

show ip igmp snooping interface interface {gigabitethernet unit/slot/port |
port-channel port-channel-number | tengigabitethernet unit/slot/port}

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The example displays IGMP snooping information.
consol e#show i p i gnp snooping interface 1/0/1

Slot/Port. ... ... .. 1/0/1
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| GW Snooping Admin Mdde.................... Di sabl ed

Fast Leave Mode.......... .. ... .. ... Di sabl ed
Group Membership Interval ................... 260

Max Response Time.......... ... ... 10

Mul ticast Router Present Expiration Tine.... 300

show ip igmp snooping mrouter
Use the show ip igmp snooping mrouter command in Privileged EXEC mode

to display information on dynamically learned Multicast router interfaces.

Syntax

show ip igmp snooping mrouter

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC modes

User Guidelines

This command has no user guidelines.

Example
The following example shows IGMP snooping mrouter information.

consol e#show i p i gnp shoopi ng nrouter

ip igmp snooping (VLAN)

Use the ip igmp snooping command in VLAN Configuration mode to enable
IGMP snooping on a particular interface or on all interfaces participating in a
VLAN. To disable IGMP snooping use the no form of this command.
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Syntax
ip igmp snooping vian-id

no ip igmp snooping

Default Configuration
IGMP snooping is disabled on VLAN interfaces by default.

Command Mode
VLAN Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example enables IGMP snooping on VLAN 2.
consol e#vl an dat abase

consol e(config-vlan)#ip i gnp snooping 2

ip igmp snooping fast-leave

This command enables or disables IGMP Snooping fast-leave mode on a
selected VLAN. Enabling fast-leave allows the switch to immediately remove
the layer 2 LAN interface from its forwarding table entry upon receiving an
IGMP leave message for that multicast group without first sending out MAC-
based general queries to the interface. The no form of this command disables
IGMP Snooping fast-leave mode on a VLAN.

You should enable fast-leave admin mode only on VLANs where only one host
is connected to each layer 2 LAN port. This setting prevents the inadvertent
dropping of the other hosts that were connected to the same layer 2 LAN port
but were still interested in receiving multicast traffic directed to that group.
Also, fast-leave processing is supported only with IGMP version 2 hosts.

Syntax

ip igmp snooping fast-leave vian-id
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no ip igmp snooping fast-leave
*  vlan 1d— Number assigned to the VLAN.

Default Configuration
IGMP snooping fast-leave mode is disabled on VLANSs by default.

Command Mode
VLAN Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example enables IGMP snooping fast-leave mode on VLAN 2.
consol e(config-vlan)#ip i gnp snoopi ng fast-|eave 2

ip igmp snooping groupmembership-interval

This command sets the IGMP Group Membership Interval time on a VLAN.
The Group Membership Interval time is the amount of time in seconds that a
switch waits for a report from a particular group on a particular interface
before deleting the interface from the entry. This value must be greater than
the IGMPyv3 Maximum Response time value. The range is 2 to 3600 seconds.
The no form of this command sets the IGMPv3 Group Membership Interval
time to the default value.

Syntax
ip igmp snooping groupmembership-interval vian-id seconds
no ip igmp snooping groupmembership-interval

*  vlan-id — Number assigned to the VLAN

* seconds — IGMP group membership interval time in seconds. (Range:

2-3600)
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Default Configuration

The default group membership interval time is 260 seconds.

Command Mode
VLAN Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example configures an IGMP snooping group membership
interval of 520 seconds.

consol e(config-vlan)#i p i gnp snoopi ng
gr oupmenber shi p-interval 2 520

ip igmp snooping maxresponse

This command sets the IGMP Maximum Response time on a particular
VLAN. The Maximum Response time is the amount of time in seconds that a
switch will wait after sending a query on an interface because it did not
receive a report for a particular group in that interface. This value must be less
than the IGMP Query Interval time value. The range is 1 to 3174 seconds.
The no form of this command sets the maximum response time on the VLAN
to the default value.

Syntax
ip igmp snooping maxresponse vian-id seconds
no ip igmp snooping maxresponse v/an-id

*  vlan-id — Number assigned to the VLAN.

*  seconds— IGMP Maximum response time in seconds. (Range: 1-3174)

Default Configuration

The default maximum response time is 10 seconds.
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Command Mode
VLAN Configuration mode

User Guidelines

When using IGMP Snooping Querier, this parameter should be less than the
value for the IGMP Snooping Querier query interval.

Example

The following example sets the maximum response time to 60 seconds on
VLAN 2.

consol e(config-vlan)#i p i gnp snoopi ng maxresponse 2
60

ip igmp snooping mcrtrexpiretime

This command sets the Multicast Router Present Expiration time. The time
is set on a particular VLAN. This is the amount of time in seconds that a
switch waits for a query to be received on an interface before the interface is
removed from the list of interfaces with multicast routers attached. The range
is 1-2147483647 seconds. A value of 0 indicates an infinite time-out (no
expiration). The no form of this command sets the Multicast Router Present
Expiration time to 0. The time is set for a particular VLAN.

Syntax
ip igmp snooping mertexpiretime v/an-id seconds
no ip igmp mcrtexpiretime v/an-id

*  vlan 1d— Number assigned to the VLAN

* seconds— Multicast router present expiration time. (Range: 1-3600)

Default Configuration

The default multicast router present expiration time is 300 seconds.

Command Mode
VLAN Configuration mode
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User Guidelines

The mcrexpiretime should be less than the group membership interval.

Example

The following example sets the multicast router present expiration time on
VLAN 2 to 60 seconds.

consol e(config-vlan)#ip ignp ncrtexpiretine 2 60
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IGMP Snooping Querier Commands

The IGMP/MLD Snooping Querier is an extension to the IGMP/MLD
Snooping feature. IGMP/MLD Snooping Querier allows the switch to
simulate an IGMP/MLD router in a Layer 2-only network, thus removing the
need to have an IGMP/MLD Router to collect and refresh the multicast

group membership information. The querier function simulates a small
subset of the IGMP/MLD router functionality.

In a network with IP multicast routing, an IP multicast router acts as the
IGMP/MLD querier. However, if it is required that the [P-multicast traffic in
a VLAN be switched, the PowerConnect can be configured as an IGMP/MLD
querier. When IGMP/MLD Snooping Querier is enabled, the Querier sends
out periodic IGMP/MLD General Queries that trigger the Multicast
listeners/member to send their joins so as to receive the Multicast data traffic.
IGMP/MLD Snooping listens to these reports to establish the appropriate L2
forwarding table entries.

The PowerConnect supports version IGMP V1 and 2 for snooping IGMP
queries.

Commands in this Chapter

This chapter explains the following commands:

1p igmp snooping querier 1p igmp snooping querier timer expiry
ip igmp snooping querier election 1p igmp snooping querier version
participate

1p 1gmp snoopimg qucericr query—lnterva] S}]OVV 1p 1gmp snoopimg qucericr

ip igmp snooping querier

This command enables or disables IGMP Snooping Querier on the system
(Global Configuration mode) or on a VLAN. Using this command, you can
specify the IP address that the snooping querier switch should use as the
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source address when generating periodic queries. The no form of this
command disables IGMP Snooping Querier on the system. Use the optional
address parameter to set or reset the querier address.

If a VLAN has IGMP Snooping Querier enabled, and IGMP Snooping is
operationally disabled on it, IGMP Snooping Querier functionality is disabled
on that VLAN. IGMP Snooping Querier functionality is re-enabled if IGMP
Snooping is operational on the VLAN.

The IGMP Snooping Querier application sends periodic general queries on
the VLAN to solicit membership reports.

Syntax
ip igmp snooping querier [vlan v/an-id| [address ip-address]
no ip igmp snooping querier [vlan v/an-id | [address]

*  vilan-id— A valid VLAN number.

*  p-address— An IPv4 address used for the source address.

Default Configuration

The IGMP snooping querier feature is globally disabled on the switch. When
enabled, the IGMP snooping querier disables itself if it detects IGMP tratfic
from a multicast-enabled router.

Command Mode
Global Configuration mode

User Guidelines

When using the command in Global Configuration mode to configure a
snooping querier source address, the IPv4 address is the global querier
address. When using the command in VLAN Configuration mode to
configure a snooping querier source address, the IPv4 address is the querier
address for the VLAN. If there are no global or VLAN querier addresses
configured, then use the management IP address as the IGMP snooping
querier source address. Using all zeros for the querier IP address removes it.
The VLAN IP address takes precedence over the global IP address.
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Example

The following example enables IGMP snooping querier in VLAN
Configuration mode.

consol e(config-vlan)#ip i gnp snoopi ng querier 1
address 10.19.67.1

ip igmp snooping querier election participate

This command enables the Snooping Querier to participate in the Querier
Election process when it discovers the presence of another Querier in the
VLAN. When this mode is enabled, if the Snooping Querier finds that the
other Querier source address is more than the Snooping Querier address, it
stops sending periodic queries. If the Snooping Querier wins the election,
then it continues sending periodic queries. The no form of this command sets
the snooping querier not to participate in the querier election but to go into a
non-querier mode as soon in as it discovers the presence of another querier in

the same VLAN.
Syntax

ip igmp snooping querier election participate v/an-id

no ip igmp snooping querier election participate vian-id

Default Configuration
The snooping querier is configured to not participate in the querier election

by default.

Command Mode
VLAN Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example configures the snooping querier to participate in the
querier election.
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consol e#vl an dat abase

consol e(config-vlan)#i p i gnp snoopi ng queri er
el ection participate

ip igmp snooping querier query-interval

This command sets the IGMP Querier Query Interval time, which is the
amount of time in seconds that the switch waits before sending another
periodic query. The no form of this command sets the IGMP Querier Query
Interval time to its default value.

Syntax
ip igmp snooping querier query-interval interval-count
no ip igmp snooping querier query-interval

e interval-count — Amount of time in seconds that the switch waits before
sending another general query. (Range: 1-1800)

Default Configuration

The query interval default is 60 seconds.

Command Mode
Global Configuration mode

User Guidelines

The value of this parameter should be larger than the IGMP Snooping Max
Response Time.

Example
The following example sets the query interval to 1800:

consol e(config)#ip ignp snoopi ng querier
query_interval 1800
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ip igmp snooping querier timer expiry

This command sets the IGMP Querier timer expiration period which is the
time period that the switch remains in Non-Querier mode after it has
discovered that there is a Multicast Querier in the network. The no form of
this command sets the IGMP Querier timer expiration period to its default
value.

Syntax
ip igmp snooping querier timer expiry seconds
no ip igmp snooping querier timer expiry

*  seconds— The time in seconds that the switch remains in Non-Querier
mode after it has discovered that there is a multicast querier in the
network. The range is 60-300 seconds.

Default Configuration

The query interval default is 60 seconds.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example sets the querier timer expiry time to 100 seconds.
consol e(config)#i p i gnp snoopi ng querier tiner expiry

100
ip igmp snooping querier version

This command sets the IGMP version of the query that the snooping switch
is going to send periodically. The no form of this command sets the IGMP
Querier Version to its default value.
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Syntax
ip igmp snooping querier version version
no ip igmp snooping querier version

*  version— IGMP version. (Range: 1-2)

Default Configuration

The querier version default is 2.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example sets the IGMP version of the querier to 1.

consol e(config)#i p ignmp snooping querier version 1

show ip igmp snooping querier

This command displays IGMP Snooping Querier information. Configured
information is displayed whether or not IGMP Snooping Querier is enabled.
If a querier is active in the network and IGMP snooping querier is enabled,
the querier’s IP address is shown in the Last Querier Address field.

Syntax

show ip igmp snooping querier [detail | vlan v/an_id)

Syntax Description

Parameter Description

vlan_id Specifies a VLAN ID value.

When the optional argument v/an_sdis not used, the command shows the
following information.
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Parameter

Description

Admin Mode

Indicates whether or not IGMP Snooping Querier is active on
the switch.

Admin Version

Indicates the version of IGMP that will be used while sending
out the queries.

Source IP Address

Shows the IP address that is used in the IPv4 header when
sending out IGMP queries. It can be configured using the
appropriate command.

Query Interval

Shows the amount of time in seconds that a Snooping Querier
waits before sending out the periodic general query.

Querier Timeout

Displays the amount of time to wait in the Non-Querier
operational state before moving to a Querier state.

When you specify a value for vlan_1d, the following information appears.

Max Response Time

Parameter Description

VLAN Admin Mode |Indicates whether IGMP Snooping Querier is active on the
VLAN.

VLAN Operational |Indicates whether IGMP Snooping Querier is in the Querier or

State Non-Querier state. When the switch is in Querier state it sends
out periodic general queries. When in Non-Querier state it
waits for moving to Querier state and does not send out any
queries.

VLAN Operational |Indicates the time to wait before removing a Leave from a host

upon receiving a Leave request. This value is calculated
dynamically from the Queries received from the network. If the
Snooping Switch is in Querier state, then it is equal to the
configured value.

Querier Election
Participate

Indicates whether the IGMP Snooping Querier participates in
querier election if it discovers the presence of a querier in the
VLAN.

Last Querier

Address

Indicates the IP address of the most recent Querier from which
a Query was received.

Last Querier Version

Indicates the IGMP version of the most recent Querier from
which a Query was received on this VLAN.
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Parameter Description

Flected Querier Indicates the IP address of the Querier that has been
designated as the Querier based on its source IP address. This
field will be 0.0.0.0 when Querier Election Participate mode is

disabled.

When the optional argument detail is used, the command shows the global
information and the information for all Querier enabled VLLANS.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged Exec modes

User Guidelines

This command has no user guidelines.

Example
The following example shows querier information for VLAN 2.

consol e#show i p i gnp snoopi ng querier vlan 2

VI an 2 | GW Snoopi ng querier status

| GWP Snooping Querier Vlan Mode.......... Enabl e
Querier Election Participate Mde........ Di sabl e
Querier Vian Address..................... 0.0.0.0
Qperational State........................ Non- Queri er
Last Querier Address..................... 2.2.2.2
Operational version.................... 3

Qperational Max Resp Time.............. 11
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IP Addressing Commands

Interfaces on the PowerConnect switches support a variety of capabilities to
support management of the switch. In addition to performing switching and
routing of network traffic, PowerConnect switches act as a host for
management of the switch. Commands in this category allow the network
operator to configure the local host address, utilize the embedded DHCP
client to obtain an address, resolve names to addresses using DNS servers, and
detect address conflicts on the local subnet.

There are two management interface types on PowerConnect switches. In-
band interfaces allow management of the switch through the network
switching/routing interfaces. Out-of-band management is always through the
dedicated service port. In-band management interfaces can employ a variety
of protection mechanisms including VLAN assignment and Management
ACLs. The out-of-band port does not support such protection mechanisms
and, therefore, it is recommended that the service port only be connected to a
physically segregated management network.

Commands in this Chapter

This chapter explains the following commands:

clear host ip host

clear ip address-conflict-detect 1p name-server
interface out-of-band ipv6 address

ip address (Out-of-Band) ipv6 address dhep

ip address-conflict-detect run ipv6 enable

ip address dhep (Interface Config) show arp switch

ip default-gateway show hosts

ip domain-lookup show ip address-conflict
ip domain-name show ip helper-address
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clear host

Use the clear host command in Privileged EXEC mode to delete entries from
the host name-to-address cache.
Syntax

clear host { name | *}

e name — Host name to be deleted from the host name-to-address cache.
(Range: 1-255 characters)

¢ *__ Deletes all entries in the host name-to-address cache.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example deletes all entries from the host name-to-address
cache.

consol e#cl ear host *

clear ip address-conflict-detect

Use the clear ip address-conflict-detect command in Privileged EXEC mode
to clear the address conflict detection status in the switch.

Syntax

clear ip address-conflict-detect

Parameter Description

This command does not require a parameter description.

460 | IP Addressing Commands



Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#

consol e#configure

consol e(confi g) #cl ear ip address-conflict-detect

interface out-of-band

Use the interface out-of-band command to bring up the OOB port
configuration menu.

Syntax Description

interface out-of-band

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration

User Guidelines

No specific guidelines.

Example
consol e(confi g) #i nterface out - of - band
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consol e(config-if)#

ip address (Out-of-Band)

Use the ip address command in Interface Configuration mode to set an IP
address for the service port. Use the no form of this command to return the ip
address configuration to its default value.

Syntax
ip address {ip-address {mask | prefix-fength} | dhcp}

no ip address

Parameter Description

Parameter Description

ip-address Specifies a valid IP address.

mask Specifies a valid subnet (network) mask IP address.

prefix-length The number of bits that comprise the IP address prefix. The
prefix length must be preceded by a forward slash (/). (Range: 1-
30 bits)

dhep Obtain the service port address via DHCPv4.

Default Configuration

The out-of-band interface (service port) obtains an [P address via DHCP by
default.

Command Mode
Interface (Out-of-Band) Configuration mode
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User Guidelines

When setting the netmask/prefix length on an [Pv4 address, a space is
required between the address and the mask or prefix length. Setting an IP
address on the out-of-band port enables switch management over the service
port.

Example

The following examples configure the service port with IP address
131.108.1.27 and subnet mask 255.255.255.0 and the same IP address with
prefix length of 24 bits.

consol e(confi g) #i nterface out-of -band

consol e(config-if)#i p address 131.108.1. 27
255.255.255.0

consol e(config-if)#i p address 131.108.1.27 /24

ip address-conflict-detect run

Use the ip address-conflict-detect run command in Global Configuration
mode to trigger the switch to run active address conflict detection by sending
gratuitous ARP packets for IPv4 addresses on the switch.

Syntax

ip address—conflict—-detect run

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration
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User Guidelines

This command has no user guidelines.

Example
consol e#
consol e#confi gure

consol e(config)#i p address-conflict-detect run

ip address dhcp (Interface Config)

Use the ip address dhcp command in Interface (VLAN) Configuration mode
to enable the DHCPv4 client on an interface.

Syntax
ip address dhep
no ip address dhcp

Parameter Description

This command does not require a parameter description.

Default Configuration
DHCPv4 is disabled by default on routing interfaces.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

This command only applies to routing interfaces. When DHCP is enabled on
a routing interface, the system automatically deletes all manually configured
IPv4 addresses on the interface.

*  The command no ip address dhep removes the interface’s primary address
(Manual/DHCP) including the secondary addresses, if configured, and sets
the Interface method to None.
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The command no ip address removes the interface’s primary address only
if configured through DHCP and sets the interface method to None. It
does not remove a manually configured address.

In addition to leasing an IP address and subnet mask, the DHCP client may
learn the following parameters from a DHCP server:

The IPv4 address of a default gateway. If the device learns different default
gateways on different interfaces, the system uses the first default gateway
learned. The system installs a default route in the routing table, with the
default gateway’s address as the next hop address. This default route has a
preference of 254.

The IPv4 address of a DNS server. The DNS client stores each DNS server
address in its server list.

A domain name. The DNS client stores each domain name in its domain
name list.

Examples
To enable DHCPv4 on vlan 2:
consol e#confi g

consol e(config)#interface vlian 2

consol e(config-if-vlan2)#i p address dhcp

ip default-gateway

Use the ip default-gateway command in Global Configuration mode to
configure a default gateway (router).

Syntax

ip default-gateway ip-address

no ip default-gateway /p-address

Parameter Description

Parameter Description

ip-address Valid IPv4 address of an attached router.
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Default Configuration
No default gateway is defined.

Command Mode
Global Configuration mode

User Guidelines

When the system does not have a more specific route to a packet’s
destination, it sends the packet to the default gateway. The system installs a
default IPv4 route with the gateway address as the next hop address. The
route preference is 253. A default gateway configured with this command is
more preferred than a default gateway learned from a DHCP server, which has
a route preference of 254. It is less preferred than a static route configured via
the ip route command, which has a route preference of 1. Use the show ip
route command to display the active default gateway.

Only one default gateway can be configured. If you invoke this command
multiple times, each command replaces the previous value.

Example

The following example sets the default-gateway to 10. 1. 1. 1.
consol e#confi g

consol e(config)#i p default-gateway 10.1.1.1.

ip domain-lookup

Use the ip domain-lookup command in Global Configuration mode to
enable [P Domain Naming System (DNS)-based host name-to-address
translation. To disable the DNS, use the no form of this command.

Syntax
ip domain-lookup

no ip domain-lookup

Default Configuration

DNS name resolution is enabled by default.
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Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example enables the IP Domain Naming System (DNS)-based
host name-to-address translation.

consol e(confi g)#i p domai n-1 ookup

ip domain-name

Use the ip domain-name command in Global Configuration mode to define
a default domain name used to complete unqualified host names. To delete
the default domain name, use the no form of this command.

Syntax
ip domain-name name
no ip domain-name

* name — Default domain name used to complete an unqualified host
name. Do not include the initial period that separates the unqualified host
name from the domain name (Range: 1-255 characters).

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.
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Example
The following example defines a default domain name of dell.com.

consol e(config)#i p donmai n-nane dell.com

ip host

Use the ip host command in Global Configuration mode to define static host
name-to-address mapping in the host cache. To delete the name-to-address
mapping, use the no form of this command.

Syntax
ip host name address
no ip host name
*  name — Host name.

e address — IP address of the host.

Default Configuration
No host is defined.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.

Example

The following example defines a static host name-to-address mapping in the
host cache.

consol e(config)#i p host accounting.dell.com
176.10.23.1
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ip name-server

Use the ip name-server command in Global Configuration mode to define
available IPv4 or IPv6 name servers. To delete a name server, use the no form
of this command.

Syntax
ip name-server server-address! |server-address?Z ... server-addresss)
no ip name-server |server-addressl! ... server-addressS)

*  server-address—Valid IPv4 or IPv6 addresses of the name server. (Range:
1-255 characters)

Default Configuration

No name server [P addresses are specified.

Command Mode
Global Configuration mode

User Guidelines
Server preference is determined by entry order.

Up to eight servers can be defined in one command or by using multiple
commands. Use the show hosts command on page 473 to display the
configured name servers.

Example
The following example sets the available name server.

consol e(config)#i p nanme-server 176.16.1.18

ipv6 address

Use the ipv6 address command to set the IPv6 address of the management
interface. Use the no form of this command to reset the [Pv6 address to the
default.
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Syntax
ipv6 address { prefix/prefix-length [eui64] | autoconfig | dhep }
no ipv6 address

»  prefix—Consists of the bits of the address to be configured.

*  prefix-length—Designates how many of the high-order contiguous bits of
the address make up the prefix.

*  eui64—The optional eui-64 field designates that [Pv6 processing on the
interfaces is enabled using an EUI-64 interface ID in the low order 64 bits
of the address. If this option is used, the value of prefix_length must be 64
bits.

¢ autoconfig— Use this keyword to set the IPv6 address auto configuration
mode.

*  dhep—Use this keyword to obtain an [Pv6 address via DHCP.

Default Configuration
There is no IPv6 address configured by default.

Command Mode
Interface Configuration mode (VLAN, loopback, port-channel)

User Guidelines

When setting the prefix length on an IPv6 address, no space can be present
between the address and the mask.

Example

Contfigure ipv6 routing on vlan 10 and obtain an address via DIHICP. Assumes
vlan 10 already exists.

consol e(config)#i p routing
consol e(config)#interface vlan 10
consol e(config-if-vlanl0)#i pv6 enable

consol e(config-if-vlanl0)#i pv6 address dhcp
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Configure a default gateway on vlan 10

consol e(config)#no i pv6 address autoconfig
consol e(confi g)#no i pv6 address 2003::6/64
consol e(confi g)#no i pv6 address 2001::/64 eui 64

consol e(confi g)#no i pv6 address

ipv6 address dhcp

Use the ipv6 address dhep command in Interface (VLAN) Configuration
mode to enable the DHCPVO6 client on an IPv6 interface.

Syntax

ipv6 address dhcp
no ipv6 address dhep

Parameter Description

This command does not require a parameter description.

Default Configuration
DIHCPv6 is disabled by default on routing interfaces.

Command Mode
Interface (VLAN) Configuration mode

User Guidelines

This command only applies to VLAN routing interfaces. When DHCPv6 is
enabled on a VLAN routing interface, the system automatically deletes all
manually configured IPv6 addresses on the interface.
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Use the no ipv6 address dhep command to release a leased address and to
disable DHCPv6 on an interface. The command no ipv6 address does not
disable the DHCPv6 client on the interface.

This command will fail if DHCPv6 server has been configured on the
interface.

Examples
In the following example, DIICPv6 is enabled on interface vlanZ.
consol e#confi g

consol e(config)#i nterface vlan2

consol e(config-if-vlan2)#i pvé address dhcp

ipv6 enable

Use the ipv6 enable command to enable IPv6 on a routing interface. Use the
"no" form of this command to reset the IPv6 configuration to the defaults.

Syntax
ipv6 enable

no ipv6 enable

Default Configuration
IPv6 is not enabled by default.

Command Mode
Interface Configuration mode (VLAN, loopback)

User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#no i pv6e enabl e
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show arp switch
Use the show arp switch command in Privileged EXEC mode to display the

ARP cache entries learned on the management port.

Syntax

show arp switch

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

m NOTE: This command only shows ARP entries used by the management interface. It
is logically separate from the ARP table used by the routing interfaces. See the
show arp command for details on how to view ARP entries for the routing
interfaces.

Example
The following example displays ARP table information.
consol e#show arp sw tch

MAC Addr ess | P Addr ess Interface
0016. 9CE1. D800 10.27.6.1 1/ 0/ 37
show hosts

Use the show hosts command in User EXEC mode to display the default
domain name, a list of name server hosts, and the static and cached list of
host names and addresses. The command itself shows hosts [hostname].
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* Host name. (Range: 1-255 characters). The command allows spaces in the
host name when specified in double quotes. For example,
console(config) #snmp-server host "host name"

Default Configuration

This command has no default configuration.

Command Mode
User EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays information about IP hosts.

consol e>show host s

Host name:

Default domain: gmcom sales.gmcom usa.sales.gmcom
Nane/ addr ess | ookup i s enabl ed

Nanme servers (Preference order): 176.16.1.18 176.16.1.19
Configured host nane-to-address maepping:

Host Addr esses

accounting.gm com 176.16.8.8

Cache: TTL (Hours)

Host Tot al El apsed Type Addr esses
www. st anford. edu 72 3 IP 171. 64. 14. 203

show ip address-conflict

Use the show ip address-conflict command in User EXEC or Privileged
EXEC mode to display the status information corresponding to the last
detected address conflict.

Syntax

show ip address-conflict
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Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines
This command has no user guidelines.

The command provides the following information.

Term Description

Address Conflict Whether the switch has detected an address conflict on any [P
Detection Status address. Set to Conflict Detected if detected, No Conflict
Detected otherwise.

Last Conflicting IP | The IP address that was last detected as conflicting on any
Address interface.

Last Conflicting The MAC Address of the conflicting host that was last detected
MAC Address on any interface.

Time Since Conflict | The time in days, hours, minutes, and seconds since the last
Detected address conflict was detected.

Example
consol e#show i p address-conflict

Address Conflict Detection Status...Conflict Detected

Last Conflicting IP Address......... 10.131.12.56
Last Conflicting MAC Address........ 00: 01: 02: 04: 5A: BC
Tinme Since Conflict Detected........ 5 days 2 hrs 6 mins 46 secs

consol e#show i p address-conflict
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Address Conflict Detection Status..No Conflict Detected

show ip helper-address
Use the show ip helper-address command in Privileged EXEC mode to

display IP helper addresses configuration.
Syntax

show ip helper-address | intfaddress|

* intfaddress— IP address of a routing interface. (Range: Any valid IP
address)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#show i p hel per-address

| P hel per is enabled

I nterface UDP Port Discard Hit Count Server
Addr ess

vl an 25 donmi n No 0 192.168.40.2
vlan 25 dhcp No 0 192.168.40.2
vl an 30 dhcp Yes 0

vl an 30 162 No 0 192.168.23.1
Any dhcp No 0 192.168.40.1
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IPvb Access List Commands

Access to a switch or router can be made more secure through the use of
Access Control Lists (ACLs) to control the type of traffic allowed into or out
of specific ports. An ACL consists of a series of rules, each of which describes
the type of traffic to be processed and the actions to take for packets that
meet the classification criteria. Rules within an ACL are evaluated
sequentially until a match is found, if any. Every ACL is terminated by an
implicit deny all rule, which covers any packet not matching a preceding
explicit rule. ACLs can help to ensure that only authorized users have access
to specific resources while blocking out any unwarranted attempts to reach
network resources.

ACLs may be used to restrict contents of routing updates, decide which types
of traffic are forwarded or blocked and, above all, provide security for the
network. ACLs are normally used in firewall routers that are positioned
between the internal network and an external network, such as the Internet.
They can also be used on a router positioned between two parts of the
network to control the traffic entering or exiting a specific part of the internal
network.

The PowerConnect ACL feature allows classification of packets based upon
Layer 2 through Layer 4 header information. An Ethernet IPv6 packet is
distinguished from an IPv4 packet by its unique Ethertype value; thus all IPv6
classifiers include the Ethertype field.

Multiple ACLs per interface are supported. The ACLs can be combination of
Layer 2 and/or Layer 3/4 ACLs. ACL assignment is appropriate for both
physical ports and LAGs. ACLs can also be time based.

Commands in this Chapter

This chapter explains the following commands:

{deny | permit} (IPv6 ACL) ipv0 traffic-filter
ipv6 access-list show ipv6 access-lists

1pv6 access-list rename
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(deny | permit; (IPv6 ACL)

This command creates a new rule for the current IPv6 access list. Each rule is
appended to the list of configured rules for the list.

A rule may either deny or permit traffic according to the specified
classification fields. At a minimum, either the every keyword or the protocol,
source address, and destination address values must be specified. The source
and destination IPv6 address tields may be specified using the keyword any to
indicate a match on any value in that field. The remaining command
parameters are all optional, but the most frequently used parameters appear
in the same relative order as shown in the command format.

The assign-queue parameter allows specification of a particular hardware
queue for handling traffic that matches this rule. The assign-queue parameter
is valid only for a permit rule.

The command is enhanced to accept the optional time-range parameter. The
time-range parameter allows imposing a time limitation on the IPv6 ACL rule
as defined by the parameter time-range-name. If a time range with the
specified name does not exist, and the IPv6 ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with the specified name exists, and the IPv6
ACL containing this ACL rule is applied to an interface or bound to a VLAN,
then the ACL rule is applied when the time-range with a specified name
becomes active. The ACL rule is removed when the time-range with a
specified name becomes inactive.

Syntax

{deny | permit} {every | {{icmpv6 | ipv6 | tep | udp | protocolnumber}
{any | sourceipvoprefix/prefixlength} [eq { portnumber | portkey}] {any |
destinationipvlprefix/prefixlengthy| |eq { portnumber | portkey}| [flow-
label Aow-label-value] [dscp dscp-value]} |assign-queue gucue-id| [log]

[{mirror | redirect} interface-id] [time-range tme-range-namel

Parameter Description

Parameter Description

deny | permit Specifies whether the IP ACL rule permits or denies an action.
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Parameter

Description

every

Allows all protocols.

icmpv6 | ipv6 | tep
| udp |
protocolnumber

Protocol to match, specified as keywords icmp, igmp, ipv0, tcp,
udp or as a standard protocol number from 1-255.

any | sourceipv6
prefix/
prefixlength

any matches any source IP address. Or, you can specify a source
IPv6 addressed expressed as a prefix/prefixlength.

eq {portnumber |

eq matches a port number being used as a match criteria. The

portkey} first reference provides the source match criteria and the
second provides destination match criteria.
The portnumber variable must be in the range 0-65535.
Or you can specify one of the values as the portkey: domain,
echo, efts, ftpdata, http, smtp, snmp, telnet, tftp, and www.
any | any matches any source IP address. Or, you can specify a source
destinationipv6 IPv6 addressed expressed as a prefix/prefixlength.
prefix/
prefixlength

flow label flow-label-

value

The value to match in the Flow Label field of the IPv6 header
(Range 0-1048575).

dscp dscp-value

Specifies the TOS for an [Pv6 ACL rule depending on a match
of DSCP values using the parameter dscp.

assign-queue queue-

id

Specifies particular hardware queue for handling traffic that
matches the rule. (Range: 0-6)

log

Specifies that this rule is to be logged.

mirror interface

Allows the traffic matching this rule to be copied to the
specified interface.

redirect interface

This parameter allows the traffic matching this rule to be
forwarded to the specified interface.

time—range—name

Use the time-range parameter to impose a time limitation on
the IPv6 ACL rule as defined by the parameter time-range-
name.
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Default Configuration

This command has no default configuration.

Command Mode

IPv6-Access-List Configuration mode

User Guidelines

Users are permitted to add rules, but if a packet does not match any user-
specified rules, the packet is dropped by the implicit “deny all” rule.

The 'no' form of this command is not supported, since the rules within an
IPv6 ACL cannot be deleted individually. Rather, the entire IPv6 ACL must
be deleted and re specitied.

Example

The following example creates rules in an IPv6 ACL named "STOP_HTTP"
to discard any HT'TP traffic from the 2001:DBS::/32 network, but allow all
other traffic from that network:

consol e(confi g) #i pv6 access-list STOP_HTTP

consol e(Config-i pv6-acl)#deny ipv6 2001: DB8::/32 any
eq http

consol e(Config-i pv6-acl)#permt ipve 2001: DB8::/32
any

consol e(Confi g-i pv6-acl)#

ipv6 access-list

The ipv6 access-list command creates an IPv6 Access Control List (ACL)
consisting of classification fields defined for the IP header of an IPv6 frame.
The name parameter is a case-sensitive alphanumeric string from 1 to 31
characters uniquely identifying the IPv6 access list.

If an IPv6 ACL with this name already exists, this command enters [pv6-
Access-List config mode to update the existing [Pv6 ACL.

Use the no form of the command to delete an IPv6 ACL from the system.
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Syntax
ipv6 access-list name
no ipv6 access-list name

*  name — Alphanumeric string of 1 to 31 characters uniquely identifying
the IPv6 access list.

Default Configuration

There is no default configuration for this command.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command

Example

The following example creates an IPv6 ACL named "DELL_IP6" and enters
the IPv6-Access-List Config mode:

consol e(confi g) #i pv6 access-list DELL_I P6
consol e(Config-i pv6-acl)#

ipv6 access-list rename

The ipv6 access-list rename command changes the name of an I[Pv6 Access
Control List (ACL). This command fails if an IPv6 ACL with the new name
already exists.

Syntax
ipv6 access-list rename name newname
*  name— the name of an existing IPv6 ACL.

* newname — alphanumeric string from 1 to 31 characters uniquely
identifying the IPv6 access list.
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Default Configuration

There is no default configuration for this command.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(Confi g) #i pv6 access-list renanme DELL_I P6
DELL_| P6_NEW NAME

ipv6 traffic-filter

The ipv6 tratfic-filter command either attaches a specific [IPv6 Access
Control List (ACL) to an interface or associates it with a VLAN ID in a given
direction.

An optional sequence number may be specified to indicate the order of this
access list relative to other IPv6 access lists already assigned to this interface
and direction. A lower number indicates higher precedence order. If a
sequence number is already in use for this interface and direction, the
specified IPv6 access list replaces the currently attached IPv6 access list using
that sequence number. If the sequence number is not specified for this
command, a sequence number that is one greater than the highest sequence
number currently in use for this interface and direction is used.

Use the “no” form of the command to remove an IPv6 ACL from the
interface(s) in a given direction.

Syntax
ipv6 traffic-filter name direction [sequence seqg-numni|
no ipv6 traffic-filter name direction

* name — Alphanumeric string of 1 to 31 characters uniquely identifying
the IPv6 access list.

*  direction — Direction of the ACL. (Range: in or out)
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* sequence seq-num— Order of access list relative to other access lists
already assigned to this interface and direction. (Range: 1-4294967295)
Default Configuration

This command has no default configuration.

Command Modes
Global Configuration mode
Interface Contfiguration (Ethernet, Port-channel, VLAN) mode

User Guidelines

This command specified in 'Interface Config' mode only affects a single
interface, whereas the 'Global Contfig' mode setting is applied to all interfaces.
Example

The following example attaches an IPv6 access control list to an interface.
consol e(config-if-1/0/1)#ipv6 traffic-filter DELL_IP6

in
show ipv6 access-lists
Use the show ipv6 access-lists command in User EXEC and Privileged EXEC

mode to display an [Pv6 access list and all of the rules that are defined for the
IPv6 ACL. Use the [name] parameter to identify a specific IPv6 ACL to
display.

Syntax

show ipv6 access-lists [ name|

Parameter Description

Parameter Description

name The name used to identify the [Pv6 ACL.

Time Range Name | Displays the name of the time-range if the IPv6 ACL rule has
referenced a time range.
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Parameter Description

Rule Status Status (Active/Inactive) of the IPv6 ACL rule.

Default Configuration

There is no default configuration for this command.

Command Mode
User EXEC, Privileged EXEC mode

User Guidelines

There are no user guidelines for this command.

Example

The following example displays configuration information for the [Pv6 ACLs.

consol e#tshow i pv6 access-lists

Current nunmber of all ACLs: 1 Maxi mum nunber of all ACLs: 100

| Pv6 ACL Nane Rul es Direction Interface(s)
VLAN( s)
STOP_HTTP 2 i nbound 1/0/1

consol e#show i pv6 access-1ists STOP_HTTP

ACL Name: STOP_HTTP

I nbound Interface(s): 1/0/1

Rul e Nunmber: 1

ACT T ON. deny

Protocol ... ... 255(i pv6)
Source IP Address. ...........o .. 2001: DB8: : /32
Destination L4 Port Keyword.................... 80(www ht t p)

Rul e Nunmber: 2
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Action........

Pr ot ocol

Source P Address. ... ...

permt
255(i pv6)
2001: DB8: : /32

The command output provides the following information:

Port Keyword

Field Description

Rule Number | The ordered rule number identifier defined within the IPv6 ACL.

Action Displays the action associated with each rule. The possible values are
Permit or Deny.

Match All Indicates whether this access list applies to every packet. Possible
values are True or False.

Protocol This displays the protocol to filter for this rule.

Source IP This displays the source IP address for this rule.

Address

Source L4 This field displays the source port for this rule.

Destination  |This displays the destination IP address for this rule.

IP Address

Destination | This field displays the destination port for this rule.

L4 Port

Keyword

[P DSCP This field indicates the value specified for [P DSCP.

Flow Label | This field indicates the value specified for [Pv6 Flow Label.
Log Displays when you enable logging for the rule.

Assign Queue

Displays the queue identifier to which packets matching this rule are
assigned.

Mirror Displays the interface to which packets matching this rule are copied.
Interface

Redirect Displays the interface to which packets matching this rule are
Interface forwarded.
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IPvé MLD Snooping Commands

In IPv6, Multicast Listener Discover (MLD) snooping performs functions
similar to IGMP snooping in IPv4. With MLD snooping, IPv6 multicast data
is selectively forwarded to a list of ports that want to receive the data, instead
of being flooded to all ports in a VLAN. This list is constructed by snooping
IPv6 multicast control packets.

MLD is a protocol used by IPv6 multicast routers to discover the presence of
multicast listeners (nodes wishing to receive IPv6 multicast packets) on its
directly-attached links and to discover which multicast packets are of interest
to neighboring nodes. MLD is derived from IGMP. MLD version 1 (MLDvl)
is equivalent to IGMPv2. MLD version 2 (MLDv2) is equivalent to IGMPv3.
MLD is a subprotocol of Internet Control Message Protocol version 6
(ICMPv0), and MLD messages are a subset of ICMPv6 messages, identified
in IPv6 packets by a preceding Next Header value of 58.

PowerConnect switches can snoop on both MLDv1 and MLDv2 protocol
packets and bridge [Pv6 multicast data based on destination IPv6 Multicast
MAC Addresses. The switch can be configured to perform MLD Snooping
and IGMP Snooping simultaneously. The PowerConnect implementation is
compliant to RFC 4541.

Commands in this Chapter

This chapter explains the following commands:

ipv6 mld snooping immediate-leave ipv6 mld snooping (Interface)

ipv6 mld snooping groupmembership- ipv6 mld snooping (VLAN)

interval
ipv6 mld snooping maxresponse show ipv6 mld snooping
ipv6 mld snooping mertexpiretime show ipv6 mld snooping groups

ipv6 mld snooping (Global)
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ipvé mld snooping immediate-leave

The ipv6 mld snooping immediate-leave command enables or disables MLD
Snooping snooping immediate-leave admin mode on a selected interface or
VLAN. Enabling fast-leave allows the switch to immediately remove the layer
2 LAN interface from its forwarding table entry upon receiving an MLD done
message for that multicast group without first sending out MAC-based
general queries to the interface. You should enable fast-leave admin mode
only on VLANs where only one host is connected to each layer 2 LAN port.
This prevents the inadvertent dropping of the other hosts that were
connected to the same layer 2 LAN port but were still interested in receiving
multicast traffic directed to that group. Also, fast-leave processing is
supported only with MLD version 1 hosts.

Syntax
ipv6 mld snooping immediate-leave [vlan-id]

no ipv6 mld snooping immediate-leave [vlan-id|
e vlan_id — Specifies a VLAN ID value in VLAN Database mode.

Default Configuration
MLD Snooping fast-leave mode is disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode.

VLAN Database Mode.

User Guidelines

This command has no user guidelines.

Example

consol e(confi g-vlan)#i pv6 m d snoopi ng i medi at e-
| eave 4
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ipvé mld snooping groupmembership-interval

The ipv6 mld snooping groupmembership-interval command sets the MLD
Group Membership Interval time on a VLAN or interface. The Group
Membership Interval time is the amount of time in seconds that a switch
waits for a report from a particular group on a particular interface before
deleting the interface from the entry. This value must be greater than the
MLDv2 Maximum Response time value. The range is 2 to 3600 seconds.

Syntax
ipv6 mld snooping groupmembership-interval [vlan-id] [seconds]
no ipv6 mld snooping groupmembership-interval [vlan-id]

e vlan_id — Specifies a VLAN ID value in VLAN Database mode.

* seconds — MLD group membership interval time in seconds. (Range: 2-

3600)

Default Configuration

The default group membership interval time is 260 seconds.

Command Mode

Interface Configuration mode.
VLAN Database mode.

User Guidelines

This command has no user guidelines.

Example

consol e(config-if-4/0/1)#i pv6 m d snoopi ng
groupnenber shi p-interval 300

ipvé mld snooping maxresponse

The ipv6 mld snooping maxresponse command sets the MLD Maximum
Response time for an interface or VLAN. The Maximum Response time is the
amount of time in seconds that a switch will wait after sending a query on an
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interface because it did not receive a report for a particular group in that
interface. This value must be less than the MLD Query Interval time value.
The range is 1 to 3599 seconds.

Syntax
ipv6 mld snooping maxresponse [vlan-id| [seconds]
no ipv6 mld snooping maxresponse [vlan-id|
* vlan_id — Specifies a VLAN ID value in VLAN Database mode.

* seconds — MLD maximum response time in seconds. (Range: 1-3599)

Default Configuration

The default maximum response time is 10 seconds.

Command Mode

Interface Configuration mode.
VLAN Database mode.

User Guidelines

This command has no user guidelines.

Example

consol e(config-if-4/0/1)#i pv6 m d snoopi ng
maxr esponse 33

ipvé mld snooping mcrtexpiretime

The ipv6 mld snooping mertexpiretime command sets the Multicast Router
Present Expiration time. The time is set for a particular interface or VLAN.
This is the amount of time in seconds that a switch waits for a query to be
received on an interface before the interface is removed from the list of
interfaces with multicast routers attached. The range is 1 to 3600 seconds.

Syntax

ipv6 mld snooping mertexpiretime [ v/an-id| | seconds|
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no ipv6 mld snooping mertexpiretime [ v/an-id)|
* vlan_id— Specifies a VLAN ID value in VLAN Database mode.

*  seconds— multicast router present expiration time in seconds. (Range:

1-3600)

Default Configuration

The default multicast router present expiration time is 300 seconds.

Command Mode

Interface Configuration mode.
VLAN Database mode.

User Guidelines

This command has no user guidelines

Example

consol e(config-if-4/0/1)#i pv6 md snoopi ng
ncrtrexpireti ne 60

ipvé mld snooping (Global)

The ipv6 mld snooping (Global) command enables MLD Snooping on the
system (Global Config Mode).

Syntax
ipv6 mld snooping

no ipv6 mld snooping

Default Configuration
MLD Snooping is disabled.

Command Mode
Global Configuration mode.
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User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#i pv6 md snoopi ng

ipv6 mld snooping (Interface)

The ipv6 mld snooping (Interface) command enables MLD Snooping on an
interface. If an interface has MLD Snooping enabled and it becomes a
member of a port-channel (LAG), MLD Snooping functionality is disabled
on that interface. MLD Snooping functionality is re-enabled if the interface is
removed from a port-channel (LAG).
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Syntax
ipv6 mld snooping

no ipv6 mld snooping

Default Configuration
MLD Snooping is disabled.

Command Mode

Interface Contiguration (gigabitethernet, port-channel, tengigabitethernet)
mode.

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-if-4/0/1)#i pv6 m d snoopi ng

ipv6 mid snooping (VLAN)

The ipv6 mld snooping (VLAN) command enables MLD Snooping on a
particular VLAN and enables MLD snooping on all interfaces participating in
a VLAN.

Syntax
ipv6 mld snooping v/an-id
no ipv6 mld snooping v/an-id
*  vlan-id— Specifies a VLAN ID value.

Default Configuration
MLD Snooping is disabled.

Command Mode
VLAN Database mode.
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User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g-vlan)#i pv6 md snooping 1

show ipv6 mld snooping

The show ipv6 mld snooping command displays MLD Snooping
information. Configured information is displayed whether or not MLD
Snooping is enabled.

Syntax

show ipv6 mld snooping [interface {{gigabitethernet unit/slot/port | port-
channel port-channel-number | tengigabitethernet unit/slot/port}t} | vlan
vian-rd} |

Default Configuration

This command has no default configuration

Command Mode
Privileged EXEC mode.

User Guidelines

This command has no user guidelines.

Example

With no optional arguments, the command displays the following
information:

*  Admin Mode — Indicates whether or not MLD Snooping is active on the
switch.

* Interfaces Enabled for MLD Snooping — Interfaces on which MLD
Snooping is enabled.

*  MLD Control Frame Count — This displays the number of MLD control
frames that are processed by the CPU.
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*  VLANs Enabled for MLD Snooping — VLANs on which MLD Snooping is
enabled.

When you specify an interface or VLAN, the following information displays:

*  MLD Snooping Admin Mode — Indicates whether MLD Snooping is
active on the interface or VLAN.

*  Fast Leave Mode — Indicates whether MLD Snooping Fast-leave is active
on the VLAN.

*  Group Membership Interval — Shows the amount of time in seconds that
a switch will wait for a report from a particular group on a particular
interface, which is participating in the VLAN, before deleting the interface
from the entry. This value may be configured.

*  Max Response Time — Displays the amount of time the switch waits after
it sends a query on an interface, participating in the VLAN, because it did
not receive a report for a particular group on that interface. This value may
be configured.

*  Multicast Router Present Expiration Time — Displays the amount of time
to wait before removing an interface that is participating in the VLAN
from the list of interfaces with multicast routers attached. The interface is
removed if a query is not received. This value may be configured.

show ipv6 mld snooping groups

The show ipv6 mld snooping groups command displays the MLD Snooping
entries in the MFDB table.

Syntax

show ipv6 mld snooping groups [{vlan v/an-id | address ipv6-multicast-

address} |
*  vlan_id— Specifies a VLAN ID value.
*  ipv6-multicast-address— Specifies an IPv6 Multicast address.

Default configuration

This command has no default configuration.
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Command Mode
Privileged EXEC mode.

User Guidelines

To see the full Multicast address table (including static addresses) use the
show bridge address-table command.

Example
consol e#show i pv6 m d snoopi ng groups

VI an | pv6 Address Type Ports
1 3333. 0000. 0003 Dynamic 1/0/1,1/0/3
2 3333. 0000. 0004 Dynamic 1/0/1,1/0/3
2 3333. 0000. 0005 Dynamic 1/0/1,1/0/3

M.D Reporters that are forbidden statically:

consol e#show i pv6 m d snoopi ng groups vlan 2

VI an | pv6 Address Type Ports
2 3333. 0000. 0004 Dynamic 1/0/1,1/0/3
2 3333. 0000. 0005 Dynamic 1/0/1,1/0/3

M.D Reporters that are forbidden statically:
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| pv6 Address

IPv6 MLD Snooping Commands | 497



498 | IPv6 MLD Snooping Commands



IPv6 MLD Snooping Querier
Commands

IGMP/MLD Snooping Querier is an extension of the IGMP/MLD Snooping
feature. IGMP/MLD Snooping Querier allows the switch to simulate an
IGMP/MLD router in a Layer 2-only network, thus removing the need to have
an IGMP/MLD Router to collect the multicast group membership
information. The querier function simulates a small subset of the
IGMP/MLD router functionality.

In a network with IP multicast routing, the IP multicast router acts as the
IGMP/MLD querier. However, if it is required that the IP-multicast traffic in
a VLAN be switched, the switch can be configured as an IGMP/MLD querier.
When IGMP/MLD Snooping Querier is enabled, the Querier sends out
periodic IGMP/MLD General Queries that trigger the Multicast
listeners/member to send their joins so as to receive the Multicast data traffic.
IGMP/MLD Snooping listens to these reports to establish the appropriate
forwarding table entries.

PowerConnect switches support IGMP V1 and 2 for snooping IGMP queries.

Commands in this Chapter

This chapter explains the following commands:

ipv6 mld snooping querier ipv6 mld snooping querier query-interval
ipv6 mld snooping querier (VLAN mode) ipv6 mld snooping querier timer expiry
ipv6 mld snooping querier address show ipv6 mld snooping querier

ipv6 mld snooping querier election
participate
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ipvé mld snooping querier

Use the ipv6 mld snooping querier command to enable MLD Snooping
Querier on the system. Use the "no" form of this command to disable MLD
Snooping Querier.

Syntax

ipv6 mld snooping querier

no ipv6 mld snooping querier

Default Configuration
MLD Snooping Querier is disabled by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config)#i pve m d snoopi ng querier

ipv6 mld snooping querier (VLAN mode)

Use the ipv6 mld snooping querier command in VLAN mode to enable MLD
Snooping Querier on a VLAN. Use the "no" form of this command to disable
MLD Snooping Querier on a VLAN.

Syntax
ipv6 mld snooping querier v/an-id

no ipv6 mld snooping querier vian-id
*  vlan-id— A valid VLAN ID. (Range: 1-4093)

Default Configuration
MLD Snooping Querier is disabled by default on all VLANS.

500 | IPv6 MLD Snooping Querier Commands



Command Mode
VLAN Database mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(config-vlan)#i pvé m d snoopi ng querier 10

ipvé mld snooping querier address

Use the ipv6 mld snooping querier address command to set the global MLD
Snooping Querier address. Use the "no" form of this command to reset the
global MLD Snooping Querier address to the default.

Syntax
ipv6 mld snooping querier address prefix|/prefix-length]
no ipv6 mld snooping querier address

»  prefix— The bits of the address to be configured.

*  prefix-length— Designates how many of the high-order contiguous bits of
the address make up the prefix.

Default Configuration
There 1s no global MLD Snooping Querier address configured by default.

Command Mode
Global Contfiguration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(confi g)#i pv6é m d snoopi ng querier address
Fe80: : 5
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ipvé mld snooping querier election participate

Use the ipv6 mld snooping querier election participate command to enable
the Snooping Querier to participate in the Querier Election process when it
discovers the presence of another Querier in the VLAN. When this mode is
enabled, if the Snooping Querier finds that the other Querier's source address
is higher than the Snooping Querier's address, it stops sending periodic
queries. If the Snooping Querier wins the election then it will continue
sending periodic queries. Use the "'no" form of this command to disable
election participation on a VLAN.

Syntax

ipv6 mld snooping querier election participate v/an-1d

no ipv6 mld snooping querier election participate vian-id
*  vlan-id— A valid VLAN ID. (Range: 1 - 4093)

Default Configuration
Election participation is disabled by default.

Command Mode
VLAN Database mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(confi g-vlan)#i pv6 nm d snoopi ng querier
el ection participate 10

ipv6 mld snooping querier query-interval

Use the ipv6 mld snooping querier query-interval command to set the MLD
Querier Query Interval time. It is the amount of time in seconds that the
switch waits before sending another general query. Use the "no" form of this
command to reset the Query Interval to the default.
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Syntax
ipv6 mld snooping querier query-interval interval
ipv6 mld snooping querier query-interval

* interval — Amount of time that the switch waits before sending another
general query. (Range: 1-1800 seconds)

Default Configuration

The default query interval is 60 seconds.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command

Example
consol e(config)#i pve m d snoopi ng querier 120

ipvé mld snooping querier timer expiry

Use the ipv6 mld snooping querier timer expiry command to set the MLD
Querier timer expiration period. It is the time period that the switch remains
in Non-Querier mode once it has discovered that there is a Multicast Querier
in the network. Use the "no" form of this command to reset the timer
expiration period to the default.

Syntax
ipv6 mld snooping querier timer expiry tmer
ipv6 mld snooping querier timer expiry

*  timer— The time that the switch remains in Non-Querier mode after it
has discovered that there is a multicast querier in the network. (Range:
60-300 seconds)
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Default Configuration

The default timer expiration period is 60 seconds.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(config)#i pve m d snoopi ng querier tinmner
expiry 222

show ipv6é mid snooping querier

Use the show ipv6 mld snooping querier command to display MLD
Snooping Querier information. Configured information is displayed whether
or not MLD Snooping Querier is enabled.

Syntax
show ipv6 mld snooping querier [detail | vlan v/an-id |
*  vlan-id— A valid VLAN ID. (Range: 1 - 4093)

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

When the optional argument vlan vlan-id is not used, the command shows
the following information:

Parameter Description
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MLD Snooping Querier
Mode

Indicates whether or not MLD Snooping Querier is
active on the switch.

Querier Address Shows the IP Address which will be used in the IPv6
header while sending out MLD queries.
MLD Version Indicates the version of MLD that will be used while

sending out the queries. This is defaulted to MLD v1
and it can not be changed.

Querier Query Interval

Shows the amount of time that a Snooping Querier
waits before sending out a periodic general query.

Querier Expiry Interval

Displays the amount of time to wait in the Non-Querier
operational state before moving to a Querier state.

When the optional argument vlan vlan-id is used, the following additional

information appears:

Parameter Description
MLD Snooping Querier  |Indicates whether MLD Snooping Querier is active on
VLAN Mode the VLAN.

Querier Election
Participate Mode

Indicates whether the MLD Snooping Querier
participates in querier election if it discovers the
presence of a querier in the VLAN.

Querier VLAN Address

Shows the IP Address which will be used in the IPv6
header while sending out MLD queries.

Operational State

Indicates whether MLD Snooping Querier is in
"Querier" or "Non-Querier" state. When the switch is in
Querier state it will send out periodic general queries.
When in Non-Querier state it will wait for moving to
Querier state and does not send out any queries.

Operational Version

Indicates the version of MLD that will be used while
sending out the queries. This is defaulted to MLD vl
and it can not be changed.

When the optional argument detail is used, the command shows the global
information and the information for all Querier enabled VLLANSs as well as the

following information:
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Last Querier Address

Indicates the IP address of the most recent Querier from
which a Query was received.

MLD Version

Indicates the version of MLD.
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IP Source Guard Commands

ﬂ NOTE: IP Source Guard commands are supported by PCM8024.

IP Source Guard (IPSG) is a security feature that filters [P packets based on
source ID. The source ID may either be source IP address or a {source IP
address, source MAC address} pair. The network administrator configures
whether enforcement includes the source MAC address. The network
administrator can configure static authorized source IDs. The DHCP
Snooping binding database and static IPSG entries identify authorized source
IDs. IPSG may be enabled on physical and LAG ports. IPSG is disabled by
default.

If the network administrator enables IPSG on a port where DHCP snooping is
disabled or where DHCP snooping is enabled but the port is trusted, all IP
traffic received on that port is dropped depending upon the admin-
configured IPSG entries. IPSG cannot be enabled on a port-based routing
interface.

IPSG uses two enforcement mechanisms: the L2ZFDB to enforce the source
MAC address and ingress VLAN and an ingress classifier to enforce the source
[P address or {source IP, source MAC} pair.

Commands in this Chapter

This chapter explains the following commands:

ip verify source show ip verify interface
ip verify source port-security show ip verify source interface
ip verify binding show ip source binding

ip verify source

Use the ip verify source command in Interface Configuration mode to enable
filtering of IP packets matching the source IP address.
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Syntax

ip verify source

Default Configuration
By default, IPSG is disabled on all interfaces.

Command Mode

Interface Configuration mode

User Guidelines

This command has no user guidelines.

Example
consol e(config-if-G 1/0/1)#ip verify source

ip verify source port-security

Use the ip verify source port-security command in Interface Configuration
mode to enable filtering of IP packets matching the source IP address and the
source MAC address.

Syntax

ip verify source port-security

Default Configuration
By default, IPSG is disabled on all interfaces.

Command Mode

Interface Configuration mode

User Guidelines

This command has no user guidelines.

508 | IP Source Guard Commands



Example

consol e(config-if-1/0/1)#ip verify source port-
security

ip verify binding

Use the ip verify binding command in Global Configuration mode to

configure static bindings. Use the no form of the command to remove the
IPSG entry.

Syntax
ip verify binding macaddrvlan ipaddrinterface

Default Configuration

By default, there will not be any static bindings configured.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

consol e(config)#ip verify binding 00:11: 22: 33: 44: 55
vian 1 1.2.3.4 interface gigabitethernet 1/0/2

show ip verify interface

Use the show ip verify interface command in Privileged EXEC mode to
display the IPSG interface configuration.

Syntax

show ip verify interface
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Default Configuration
There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#show ip verify interface gigabitethernet 1/0/1

show ip verify source interface

Use the show ip verify source interface command in Privileged EXEC mode
to display the bindings configured on a particular interface.

Syntax

show ip verify source interface

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#tshow i p verify source interface gigabitethernet 1/0/1

show ip source binding

Use the show ip source binding command in Privileged EXEC mode to
display all bindings (static and dynamic).
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Syntax

show ip source binding

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
consol e#show i p source binding
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ISCSI Optimization Commands

ﬁ NOTE: The iSCSI commands are only supported on the PCM6348, PCM8024, and
PCM8024-k switches. The commands will have different capabilties depending on
the switch. CLI commands and Dell OpenManage Switch Administrator pages are
not available for other switch models.

iSCSI Optimization provides a means of performing configuration specific to
storage traffic and optionally giving traffic between iSCSI initiator and target
systems special Quality of Service (QoS) treatment.

1SCSI Optimization is best applied to mixed-traffic networks where iSCSI
packets constitutes a portion of overall traffic. In these cases, the assignment
of iSCSI packets to non-default CoS queues can provide flows with lower
latency and avoid queue resource contention.

If iSCSI frames comprise most of the traffic passing through the switch, the
system provides optimal throughput when all traffic is assigned to the default
queue. An example of this situation is a Storage Area Network (SAN) where
the switch is dedicated to interconnecting iSCSI Targets with Initiators.
Using the default queue for this homogenous traffic provides the best
performance in traffic burst handling and the most accurate 802.3x Flow
Control Pause I'rame generation. In these cases, the application of QoS
treatment other than the default policy may result in less overall throughput
or more packet loss.

Configuration consists of globally setting the MTU size to jumbo frames and
enabling flow control. By default, iSCSI optimization is disabled and iSCSI
QoS treatment is disabled.

LLDP is used to detect the presence of EqualLogic storage arrays. When
iSCSI optimization is enabled, and LLDP detects an EQL array on a port,
that port configuration is changed to enable portfast and disable unicast
storm control. Configuration changes appear in the running config and are
not removed by disabling the feature or disconnecting the EQI array.
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QoS treatment is accomplished by monitoring traffic to detect packets used
by iSCSI stations to establish iSCSI sessions and connections. Data from
these exchanges is used to create classification rules that assign the traffic
between the stations to a configured traffic class. Packets in the flow are
queued and scheduled for egress on the destination port based on these rules.

In addition, if configured, the packets can be updated with IEEE 802.1p or
IP-DSCP values. This is done by enabling remark. Remarking packets with
priority data provides special QoS treatment as the packets continue through
the network.

Commands in this Chapter

This chapter explains the following commands:

iscsi aging time iscsi target port
iscsi cos show iscsi
iscsi enable show iscsi sessions

iscsi aging time

The iscsi aging time command sets the time out value for iSCSI sessions. To
reset the aging time to the default value, use the no form of this command.

Syntax
iscsi aging time t/me
no iscsi aging time

* #ime— The number of minutes a session must not be active prior to it's

removal. (Range: 1 43,200)

Default Configuration

The default aging time is 5 minutes.

Command Mode
Global Configuration mode.
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User Guidelines
Changing the aging time has the following behavior:

*  When aging time is increased, current sessions will be timed out according
to the new value.

*  When aging time is decreased, any sessions that have been dormant for a
time exceeding the new setting will be immediately deleted from the table.
All other sessions will continue to be monitored against the new time out
value.

Example

The following example sets the aging time for iSCSI sessions to 100 minutes.
consol e(config)#iscsi aging tinme 100

iscsi cos

The iscsi cos vpt command is supported on the PCM8024-k. The iscsi cost
vpt command is not supported on the PCM6348.

Use the iscsi cos command in Global Configuration mode to set the quality

of service profile that will be applied to iISCSI flows. To return to the default
value, use the no form of this command. Vpt/DSCP values can be configured
independently from the application of QoS treatment.

Syntax
iscsi cos {enable | disable | vpt vpt | dscp dscp} [remark]

no iscsi cos

Parameter Description

Parameter Description

enable Enables application of preferential QoS treatment to iISCSI
frames.

disable Disables application of preferential QoS treatment to iSCSI
frames.

vpt/dscp The VLAN Priority Tag or DSCP value to assign received iSCSI
session packets.
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Parameter Description

remark Mark the iSCSI frames with the configured DSCP when
egressing the switch.

Default Configuration

By default, frames are not remarked. The default vpt setting for iSCSI is 5,
which the default classofservice dotlp mapping assigns to queue 2.

Command Mode
Global Configuration mode.

User Guidelines

The remark option only applies to DSCP values. Remarking is not available
for vpt values.

By default, iSCSI flows are assigned to the highest VPT/DSCP value that is
mapped to the highest queue not used for stack management or the voice
VLAN. Make sure you configure the relevant Class of Service parameters for
the queue in order to complete the setting.

Contiguring the VPT/DSCP value sets the QoS profile which selects the
egress queue to which the frame is mapped. The default setting for egress
queues scheduling is Weighted Round Robin (WRR).

You may alter the QoS setting by configuring the relevant ports to work in
other scheduling and queue management modes via the Class of Service
settings. These choices may include strict priority for the queue used for
iSCSI traffic. The downside of strict priority is that, in certain circumstances
(under heavy high priority traffic), other lower priority traffic may get starved.
In WRR the queue to which the flow is assigned to can be set to get the
required percentage.

If an EqualLogic array is detected when QoS is enabled, two additional TCP
ports receive preferential QoS treatment (TCP ports 25555 and 9876). This
QoS policy is applied globally.
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Example

The following example configures iSCSI packets to receive CoS treatment
using DiffServ Code Point AF 41 and configures remarking of transmitted
iSCSI packets.

consol e(config)#i scsi cos dscp 10 renark

iscsi enable
The iscsi enable command globally enables iSCSI globally. To disable iSCSI

awareness use the no form of this command.

Syntax
iscsi enable

no iscsi enable

Default Configuration
iSCSI is disabled by default.

Command Mode
Global Configuration mode

User Guidelines

This command enables iISCSI monitoring for the establishment of iSCSI
sessions on TCP ports 960 and 3260. Sessions that are established (using a
PLOGI) on these ports are displayed in the iSCSI session table. In addition,
this command modifies the running config to globally set the mtu size to
9216 on all interfaces and port-channels, and enables flow control on all
interfaces.

Monitoring for EqualLogic Storage arrays via LLDP is also enabled by this
command. Upon detection of an EQL array, the specific interface involved
will have spanning-tree portfast enabled and unicast storm control disabled.
These changes appear in the running config. Disabling iscsi does not remove
the mtu, flow control, portfast or storm control configuration applied as a
result of enabling iscsi.
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Example

The following example iSCSI is globally enabled.

consol e(confi g) #i scsi enabl e

iscsi target port

Use the iscsi target port command in Global Configuration mode to
configure iSCSI port(s), target addresses and names. To delete iSCSI port(s)
or target ports, use the no form of this command.

Syntax

iscsi target port fep-port-1 [tep-port-Z.... tep-port-18 [address ip-address]

[name fargetnamel

no iscsi target port tep-port-1 [ tep-port-2.... tcp-port-8| [address ip-address)

Parameter Description

Parameter Description

tep-port TCP port number or list of TCP port numbers on which iSCSI
target(s) listen to requests. Up to 16 TCP ports can be defined
in the system in one command or by using multiple commands.

1p-address IP address of the iSCSI target. When the no form is used, and
the tep port to be deleted is one bound to a specific IP address,
the address field must be present.

targetname 1SCSI name of the iSCSI target. The name can be statically

configured; however, it can be obtained from iSNS or from
sendTargets response. The initiator MUST present both its
iSCSI Initiator Name and the iSCSI Target Name to which it
wishes to connect in the first login request of a new session or
connection. The target name can consist of any printable
character except for an exclamation point, double quote, or a
question mark. The name can contain embedded blanks if
enclosed in double quotes.
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Default Configuration

i1SCSI well-known ports 3260 and 860 are configured by default but can be
removed as any other configured target.

Command Mode
Global Configuration mode.

User Guidelines

*  When working with private iSCSI ports (not IANA assigned iSCSI ports
3260/860), it is recommended to specify the target IP address as well, so
the switch will only snoop frames with which the TCP destination port is
one of the configured TCP ports, AND their destination IP is the target's
[P address. This way the CPU is not be falsely loaded by non-iSCSI flows
(if by chance other applications also choose to use these {un-reserved }
ports).

*  When a port is already defined and not bound to an IP address, and you
want to bind the port to an IP address, first remove the port by using the
no form of the command and then add it again, this time together with
the relevant IP address.

* Target names are only for display when using the show iscsi command.
These names are not used to match (or for doing any sanity check) with
the iSCSI session information acquired by snooping.

* A maximum of 16 TCP ports can be configured either bound to IP or not.

Example

The following example configures TCP Port 49154 to target IP address
172.16.1.20.

consol e(confi g) #i scsi target port 49154 address
172.16.1.20

show iscsi

Use the show iscsi command in Privileged EXEC mode to display the iSCSI
configuration.

iSCSI Optimization Commands | 519



Syntax

show iscsi

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged EXEC mode.

User Guidelines

There are no user guidelines for this command.

Example

The following example displays the iSCSI configuration.
consol e#show i scsi

i SCSI enabl ed

i SCSI CoS enabl ed

iSCSI vpt is 5

Session aging tine: 10 mn
Maxi mum nunber of sessions is 192

i SCSI Targets and TCP Ports:

TCP Port Target | P Address Nane

860 - -

3260 - -

30001 172.16.1.1 i gn. 1993-11. com di sk-
vendor : di skarrays. sn. 45678. t ape: sysl. xyz

30033 172.16.1.10

i SCSI Static Rule Table
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I ndex TCP Port | P Address | P Address Mask
TCP Port Target | P Address Narre

show iscsi sessions

Use the show iscsi sessions command in Privileged EXEC mode to display the
1SCSI status.

Syntax
show iscsi sessions [detailed]

* detailed — Displayed list has additional data when this option is used.

Default Configuration

If not specified, sessions are displayed in short mode (not detailed).

Command Mode
Privileged EXEC mode.

User Guidelines

There are no user guidelines for this command.

Example

The following examples show summary and detailed information about the
iSCSI sessions.

consol e#show i scsi sessi ons

Target: iqgn.1993-11. com di sk-
vendor : di skarrays. sn. 45678

Initiator: ign.1992-04.com os-vendor. pl an9: cdrom 12
ISID: 11

Initiator: ign.1995-05.com os-vendor. pl an9: cdrom 10
| SID: 222
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Target: iqgn.103-1.com storage-vendor: sn. 43338.

st orage. t ape: sysl. xyz

Session 3:

Initiator: ign.1992-04.com os-vendor. pl an9: cdrom 12
Sessi on 4:

Initiator: iqgn.1995-05.com os-vendor. pl an9: cdrom 10

Consol e# show i scsi sessions detail ed

Target: ign.1993-11. com di sk-
vendor : di skarrays. sn. 45678

Session 1:

Initiator: iqgn.1992-04.com os

vendor. pl an9: cdrom 12. st or age: sysl. xyz
Time started: 17-Jul -2008 10:04:50
Time for aging out: 10 min

ISID: 11

Initiator Initiator Target Target

| P address TCP port | P address IP port
172.16.1.3 49154 172.16.1.20 30001
172.16.1.4 49155 172.16.1.21 30001
172.16.1.5 49156 172.16.1.22 30001

Sessi on 2:
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Initiator: ign.1995-05.com os-vendor. pl an9: cdrom 10

Time started: 17-Aug-2008 21:04:50
Time for aging out: 2 mn

| SID: 22

Initiator Initiator Target Target

| P address TCP port |P address |IP port
172.16.1. 30 49200 172.16.1.20 30001
172.16.1. 30 49201 172.16.1.21 30001
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Link Dependency Commands

Link dependency allows the link status of a group of interfaces to be made
dependent on the link status of other interfaces. The effect is that the link
status of a group that depends on another interface either mirrors or inverts
the link status of the depended-on interface.

Commands in this Chapter

This chapter explains the following commands:

action add port-channel
link-dependency group depends-on
add gigabitethernet show link-dependency

add tengigabitethernet

action

Use the action command in Link Dependency mode to indicate if the link-
dependency group should mirror or invert the status of the depended-on
interfaces.

Syntax

action {down |up}

Parameter Description

Parameter Description
down Mirror the depended on interface(s) status.
up Invert the depended on interface(s) status.
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Default Configuration

The default configuration for a group is down, i.e. the group members will
mirror the depended-on link status by going down when all depended-on
interfaces are down.

Command Mode
Link Dependency mode

User Guidelines

The action up command will cause the group members to be up when no
depended-on interfaces are up.

Example
consol e(confi g- depend- 1) #acti on up

link-dependency group

Use the link-dependency group command to enter the link-dependency
mode to configure a link-dependency group

Syntax
link-dependency group Groupld
no link-dependency group Groupld
*  Groupld— Link dependency group identifier. (Range: 1-72)

Default Configuration

This command has no default configuration.

Command Mode

Global Contfiguration mode

User Guidelines

The preference of a group is to remain in the up state. A group will be in the
up state if any depends-on interface is up and will be in the down state only if
all depends-on interfaces are down.
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Example
consol e(confi g) # i nk- dependency group 1

consol e(confi g-1inkDep-group-1)#

add gigabitethernet
Use this command to add member gigabit Ethernet port(s) to the
dependency list.

Syntax
add gigabitethernet /n¢f-list

* intflist— List of Ethernet interfaces in unit/slot/port format. Separate
nonconsecutive ports with a comma and no spaces. Use a hyphen to
designate the range of ports. (Range: Valid Ethernet interface list or range)

Default Configuration

This command has no default configuration.

Command Mode

Link Dependency mode

User Guidelines

No specific guidelines

Example
consol e(confi g- depend- 1) #add gi gabi tethernet 1/0/1

add tengigabitethernet

Use this command to add member ten gigabit Ethernet port(s) to the
dependency list.

Syntax
add tengigabitethernet mtflist
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* intflist— List of Ethernet interfaces in unit/slot/port format. Separate
nonconsecutive ports with a comma and no spaces. Use a hyphen to
designate the range of ports. (Range: Valid Ethernet interface list or range)

Default Configuration

This command has no default configuration.

Command Mode
Link Dependency mode

User Guidelines

No specific guidelines

Example
consol e(confi g- depend- 1) #add t engi gabi tethernet 1/0/1

add port-channel

Use this command to add member port channels to the dependency list.

Syntax
add port-channel in¢f-list
no add port-channel port channel list

*  intFlist— List of port-channel numbers. Separate nonconsecutive port-
channels with a comma and no spaces. Use a hyphen to designate the
range of port-channels. (Range: Valid port-channel list or range)

*  port-channel-list — List of port-channel interfaces. Separate
nonconsecutive ports with a comma and no spaces. Use a hyphen to
designate the range of ports. (Range: Valid port-channel interface list or
range)

Default Configuration

This command has no default configuration.
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Command Mode
Link Dependency mode

User Guidelines

No specific guidelines

Example
consol e(confi g- depend- 1) #add port-channel 10-12

depends-on

Use this command command to add the dependent Ethernet ports or port
channels list. Use the no depends-on command to remove the dependent
Ethernet ports or port-channels list.

Syntax
depends-on {gigabitethemnet | port-channel | tengigabitethernet} intf-/ist

no depends-on {gigabitethernet | port-channel | tengigabitethernet} in¢
list
* intflist— List of ports in unit/slot/port format or port-channel numbers.
Separate nonconsecutive items with a comma and no spaces. Use a hyphen
to designate the range of ports or port-channel numbers. (Range: Valid
Ethernet interface or port-channel list or range)

Default Configuration

This command has no default configuration.

Command Mode
Link Dependency mode

User Guidelines

Circular dependencies are not allowed, i.c. interfaces added to the group may
not also appear in the depends-on list.
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Examples

consol e(confi g-1i nkDep- group- 1) #depends- on
gi gabi tethernet 1/0/10

consol e(confi g-1i nkDep- group- 1) #depends-on port -
channel 6

show link-dependency

Use the show link-dependency command to show the link dependencies
configured for a particular group. If no group is specified, then all the
configured link-dependency groups are displayed.

Syntax
show link-dependency [group Groupld)

*  Groupld— Link dependency group identifier. (Range: Valid Group Id,
1-16)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

No specific guidelines

Example

The following command shows link dependencies for all groups.

consol e#show | i nk- dependency

Groupld Menber Ports Ports Depended On
2 1/0/1-4 1/0/8-9
3 1/0/5 po3
5 1/0/3-4 1/0/ 10
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The following command shows link dependencies for group 2 only.
consol e#show | i nk- dependency group 2
Groupld Menber Ports Ports Depended On

2 1/0/1-4 1/ 0/ 8-9
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LLDP Commands

The IEEE 802.1AB standard defines the Link Layer Discovery Protocol
(LLDP). This protocol allows stations residing on an 802 LAN to advertise
major capabilities, physical descriptions, and management information to
physically adjacent devices, allowing a network management system (NMS)
to access and display this information.

The standard is designed to be extensible, providing for the optional
exchange of organizational specific information and data related to other
IEEE standards. The base implementation supports only the required basic
management set of type length values (TLVs).

LLDP is a one-way protocol; there are no request/response sequences.
Information is advertised by stations implementing the transmit function.
The information is received and processed by stations implementing the
receive function. Devices are not required to implement both transmit and
receive functions and each function can be enabled or disabled separately by
the network manager. PowerConnect supports both the transmit and receive
functions in order to support device discovery.

The LLDP component transmit and receive functions can be
enabled/disabled separately per physical port. By default, both transmit and
receive functions are disabled on all ports. The application starts each
transmit and receive state machine appropriately based on the configured
status and operational state of the port.

The transmit function is configurable with respect to packet construction and
timing parameters. The required Chassis ID, Port ID, and Time to Live
(TTL) TLVs are always included in the Link Layer Discovery Protocol Data
Unit (LLDPDU). However, inclusion of the optional TLVs in the
management set is configurable by the administrator. By default, they are not
included. The transmit function extracts the local system information and
builds the LLDPDU based on the specified configuration for the port. In
addition, the administrator has control over timing parameters affecting the
TTL of LLDPDUs and the interval in which they are transmitted.
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The receive function accepts incoming LLDPDU frames and stores
information about the remote stations. Both local and remote data may be
displayed by the user interface and retrieved using SNMP as defined in the
LLDP MIB definitions. The component maintains one remote entry per
physical network connection.

The LLDP component manages a number of statistical parameters
representing the operation of each transmit and receive function on a per-port
basis. These statistics may be displayed by the user interface and retrieved
using SNMP as defined in the MIB definitions.

Commands in this Chapter

This chapter explains the following commands:

clear lldp remote-data 1ldp receive -
clear lldp statistics 1ldp timers -
- lldp transmit -

- Ildp transmit-mgmt -

- lldp transmit-tlv show lldp remote-device
- show lldp show lldp statistics
1ldp notification show lldp interface -

lldp notification-interval ~ show lldp local-device -

clear lldp remote-data

Use the clear lldp remote-data command in Privileged EXEC mode to delete
all LLDP information from the remote data table.

Syntax

clear lldp remote-data

Default Configuration

By default, data is removed only on system reset.
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Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how to clear the LLDP remote data.
consol e#cl ear |1 dp renote-data

clear lldp statistics

Use the clear lldp statistics command in Privileged EXEC mode to reset all
LLDP statistics.

Syntax
clear lldp statistics

Default Configuration

By default, the statistics are only cleared on a system reset.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how to reset all LLDP statistics.
consol e#cl ear |l dp statistics
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lldp notification

Use the lldp notification command in Interface Configuration mode to
enable remote data change notifications. To disable notifications, use the no
form of this command.

Syntax

lldp notification

no lldp notification

Default Configuration

By default, notifications are disabled on all supported interfaces.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to enable remote data change
notifications.

consol e(config-if-1/0/3)# I dp notification

lldp notification-interval

Use the lldp notification-interval command in Global Configuration mode
to limit how frequently remote data change notifications are sent. To return
the notification interval to the factory default, use the no form of this
command.

Syntax
lldp notification-interval interval

no lldp notification-interval
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¢ interval — The smallest interval in seconds at which to send remote data
change notifications. (Range: 5-3600 seconds)

Default Configuration

The default value is 5 seconds.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how to set the interval value to 10 seconds.

consol e(config)#l 1dp notification-interval 10

lidp receive

Use the lldp receive command in Interface Configuration mode to enable the
LLDP receive capability. To disable reception of LLDPDUs, use the no form
of this command.

Syntax

lldp receive

no lldp receive

Default Configuration

The default lldp receive mode is enabled.

Command Mode

Interface Contiguration (Ethernet) mode

User Guidelines

This command has no user guidelines.
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Example
The following example displays how to enable the LLDP receive capability.
consol e(config-if-1/0/3)#l 1 dp receive

lldp timers

Use the lldp timers command in Global Configuration mode to set the
timing parameters for local data transmission on ports enabled for LLDP. To
return any or all parameters to factory default, use the no form of this
command.

Syntax

lldp timers [interval transmit-interval| [hold hold-multiplier] [reinit reinit-
delay|

no lldp timers [interval| [hold] [reinit]

e transmit-interval — The interval in seconds at which to transmit local data

LLDPDUs. (Range: 5-32768 seconds)

*  hold-multiplier — Multiplier on the transmit interval used to set the TTL
in local data LLDPDUs. (Range: 2-10)

*  reinit-delay — The delay in seconds before re-initialization. (Range: 1-10
seconds)

Default Configuration

The default transmit interval is 30 seconds.
The default hold-multiplier is 4.

The default delay before re-initialization is 2 seconds.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.
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Examples

The following example displays how to configure LLDP to transmit local
information every 1000 seconds.

consol e(config)#l 1dp tiners interval 1000

The following example displays how to set the timing parameter at 1000
seconds with a hold multiplier of 8 and a 5 second delay before re-
initialization.

consol e(config)# I dp timers interval 1000 hold 8
reinit 5

lidp transmit

Use the lldp transmit command in Interface Configuration mode to enable
the LLDP advertise (transmit) capability. To disable local data transmission,
use the no form of this command.

Syntax
lldp transmit

no lldp transmit

Default Configuration
LLDP is enabled on all supported interfaces.

Command Mode

Interface Contiguration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how enable the transmission of local data.
consol e(config-if-1/0/3)#l 1 dp transmt
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lldp transmit-mgmt

Use the lldp transmit-mgmt command in Interface Configuration mode to
include transmission of the local system management address information in
the LLDPDUs. To cancel inclusion of the management information, use the
no form of this command.

Syntax

lldp transmit-mgmt

no lldp transmit-mgmt

Default Configuration

By default, management address information is not included.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to include management information in
the LLDPDU.

consol e(config-if-1/0/3)# I dp transmt-ngnt

lidp transmit-tlv

Use the lldp transmit-tlv command in Interface Configuration mode to
specify which optional type-length-value settings (TLVs) in the 802.1AB basic
management set will be transmitted in the LLDPDUs. To remove an optional
TLV, use the no form of this command.

Syntax
lldp transmit-tlv [sys-desc|[sys-name] [sys-cap][port-desc]
no lldp transmit-tlv [sys-desc] [sys-name] [sys-cap] [port-desc]
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* sys-name — Transmits the system name TLV
*  sys-desc — Transmits the system description TLV
*  sys-cap — Transmits the system capabilities TLV

*  port desc — Transmits the port description TLV

Default Configuration
By default, no optional TLVs are included.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how to include the system description TLV in
local data transmit.

consol e(config-if-1/0/3)#l 1 dp transmt-tlv sys-desc

show lldp

Use the show lldp command in Privileged EXEC mode to display the current
LLDP contiguration summary.

Syntax
show Ildp

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode
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User Guidelines

This command has no user guidelines.

Example
The following example displays the current LLDP configuration summary.

consol e# show | | dp

d obal Configurations:

Transmit Interval: 30 seconds

Transmit TTL Val ue: 120 seconds

Rei nit Del ay: 2 seconds

Notification Interval: linmted to every 5 seconds
consol e#show I | dp

LLDP transmt and receive disabled on all interfaces

show lldp interface

Use the show lldp interface command in Privileged EXEC mode to display
the current LLDP interface state.

Syntax

show lldp interface {gigabitethernet unit/slot/port | tengigabitethernet
umit/slot/port | all }

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.
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Examples

This example show how the information is displayed when you use the
command with the all parameter.

consol e#show | I dp interface all
Interface Link Transnit Receive Notify TLVs Myt

1/0/1 Up Enabl ed Enabled Enabled 0,1,2,3 Y
1/0/2 Down Enabl ed Enabled D sabled Y
1/0/3 Down Di sabl ed Di sabl ed D sabled 1,2 N

TLV Codes: 0 — Port Description, 1 — SystemName, 2 — System
Description, 3 —

System Capability
consol e# show Il dp interface 1/0/1
Interface Link Transnit Receive Notify TLVs Myt

1/0/1 Up Enabl ed Enabled Enabled 0,1,2,3 Y

TLV Codes: 0 — Port Description, 1 — System Name, 2 — System
Description, 3 — System Capability

show lldp local-device

Use the show lldp local-device command in Privileged EXEC mode to display
the advertised LLDP local data. This command can display summary
information or detail for each interface.

Syntax
show lldp local-device {detail interface | interface | all}
¢ detail — includes a detailed version of remote data.

* interface— Specifies a valid physical interface on the device. Specify
cither gigabitethernet unit/slot/port or tengigabitetheret unit/slot/port.

* all — Shows lldp local device information on all interfaces.
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples
These examples show advertised LLDP local data in two levels of detail.

consol e#show |1 dp | ocal -devi ce all
LLDP Local Device Sumary

Interface Port ID Port Description

1/0/1 00: 62: 48: 00: 00: 02

consol e# show | I dp | ocal -device detail 1/0/1
LLDP Local Device Detail

Interface: 1/0/1

Chassi s | D Subtype: MAC Address

Chassis I D: 00:62:48:00:00: 00

Port I D Subtype: MAC Address

Port I D: 00:62: 48: 00: 00: 02

Syst em Nane:

System Description: Routing

Port Descri ption:

System Capabilities Supported: bridge, router
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System Capabilities Enabl ed: bridge
Managenent Address:

Type: | Pv4

Address: 192.168.17.25

show lldp remote-device

Use the lldp remote-device command in Privileged EXEC mode to display
the current LLDP remote data. This command can display summary
information or detail for each interface.

Syntax
show lldp remote-device {detail /nterface | interface | all}
e detail — Includes detailed version of remote data.

* Interface— Specifies a valid physical interface on the device. Substitute
gigabitethernet unit/slotport or tengigabitethernet unst/slotport}

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples

These examples show current LLDP remote data, including a detailed
version.

consol e#show | | dp renpt e-device
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Local Renote

I nterface Device | D Port ID TTL
1/0/1 01: 23:45:67:89: AB 01: 23:45:67:89: AC 60 seconds
1/0/2 01: 23: 45:67:89: CD 01: 23:45:67:89: CE 120 seconds
1/0/3 01: 23:45:67:89: EF 01: 23:45: 67: 89: FG 80 seconds

consol e# show || dp renote-device detail 1/0/1
Et hernet 1/0/ 1,

Renmote | D: 01:23:45:67:89: AB

System Nanme: system1

System Descri pti on:

System Capabi lities: Bridge

Port I D: 01:23:45:67:89: AC

Port Description: 1/0/4

Management Address: 192.168.112.1

TTL: 60 seconds

show lldp statistics

Use the show lldp statistics command in Privileged EXEC mode to display
the current LLDP traffic statistics.

Syntax
show lldp statistics { unit/slot/port | all }

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode
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User Guidelines

This command has no user guidelines.

Examples

The following examples shows an example of the display of current LLDP
traffic statistics.

consol e#tshow | 1 dp statistics all

LLDP Device Statistics

Last Update.......... ... .. .. .. i 0 days 22:58:29
Total Inserts............ .. ... . ..., 1
Total Deletes...........oiiiiiiiiininine.. 0
Total DropsS. . ...t 0
Total AgeoUtS........ ... 1
TX Rx TLV TLV TLV TLV  TLV

Interface Total Total Discards Errors Ageout Discards Unknowns MED 802.1
802. 3

1/0/ 11 29395 82562 0 0 1 0 0 0 1 4

The following table explains the fields in this example.

Fields Description

Last Update The value of system of time the last time a remote data entry
was created, modified, or deleted.

Total Inserts The number of times a complete set of information advertised
by a remote device has been inserted into the table.

Total Deletes The number of times a complete set of information advertised
by a remote device has been deleted from the table.
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Fields

Description

Total Drops

Number of times a complete set of information advertised by a
remote device could not be inserted due to insufficient
resources.

Total Ageouts Number of times any remote data entry has been deleted due to
time-to-live (T'TL) expiration.
Transmit Total Total number of LLDP frames transmitted on the indicated

port.

Receive Total

Total number of valid LLDP frames received on the indicated
port.

Discards Number of LLDP frames received on the indicated port and
discarded for any reason.

Errors Number of non-valid LLDP frames received on the indicated
port.

Ageouts Number of times a remote data entry on the indicated port has
been deleted due to TTL expiration.

TLV Discards Number LLDP TLVs (Type, Length, Value sets) received on the
indicated port and discarded for any reason by the LLDP agent.

TLV Unknowns Number of LLDP TLVs received on the indicated port for a type
not recognized by the LLDP agent.

TLV MED Number of OUI specific MED (Media Endpoint Device) TLVs
received.

TLV 802.1 Number of OUI specific 802.1 specific TLVs received.

TLV 802.3 Number of OUI specific 802.3 specific TLVs received.
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Multicast VLAN Registration
Commands

Multicast VLAN registration (MVR) is a method for consolidating multicast
traffic from multiple VLANs onto a single VLAN. A typical usage scenario
would be the distribution of a multicast group to a switch using a single
VLAN where the switch has users in different VLANs subscribing to the
multicast group. MVR enables the distribution of the multicast group from
the single consolidated VLAN onto the multiple user VLANS.

MVR, like the IGMP Snooping protocol, allows a Layer 2 switch to snoop on
the IGMP control protocol. Both protocols operate independently from each
other. Both protocols may be enabled on the switch interfaces at the same
time. In such acase, MVR is listening to the join and report messages only for
groups configured statically. All other groups are managed by IGMP
snooping.

There are two types of MVR ports: source and receiver.

*  Source port is the port to which the multicast tratfic is flowing using the
multicast VLAN.

*  Receiver port is the port where a listening host is connected to the switch.
It can utilize any (or no) VLAN, except the multicast VLAN. This implies
that the MVR switch will perform VLAN tag substitution from the
multicast VLAN Source port to the VLAN tag used by the receiver port.

The Multicast VLAN is the VLAN that is configured in the specific network
for MVR purposes. It must be manually specified by the operator for all
multicast source ports in the network. It is this VLAN that is used to transfer

multicast traffic over the network to avoid duplication of multicast streams
for clients in different VLANGs.

ﬁ NOTE: MVR can only be enabled on physical interfaces, not on LAGs or VLANs.
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Commands in this Chapter

This chapter explains the following commands:

mvr mvr type

mvr group mvr vlan group
mvr mode show mvr

mvr querytime show mvr members
mvr vlan show mvr interface
mvr immediate show mvr traffic
mvr

Use the mvr command in Global Config and Interface Config modes to
enable MVR. Use the no form of this command to disable MVR.

Syntax
mvr

no mvr

Parameter Description

This command does not require a parameter description.

Default Configuration
The default value is Disabled.

Command Mode
Global Config, Interface Config

User Guidelines

MVR can only be configured on physical interfaces.
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mvr group

Use the mvr group command in Global Config mode to add an MVR
membership group. Use the no form of the command to remove an MVR
membership group.

Syntax
mvr group A.5.C.D [count]
no mvr group A.5.C.D |count]

Parameter Description

Parameter Description

AB.CD Specify a multicast group.

count Specifies the number of multicast groups to configure. Groups
are configured contiguously by incrementing the first group
specified.

Default Configuration

This command has no default configuration.

Command Mode
Global Config

User Guidelines

The following table lists the completion messages.

Message Type Message Description

Successtul Completion Message None

Error Completion Message * Not an IP multicast group address
* lllegal IP multicast group address

Example
consol e(confi g) #mvr
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consol e(confi g) #mvr group 239.0.1.0 100

consol e(config)#nmvr vlan 10

mvr mode

Use the mvr mode command in Global Config mode to change the MVR
mode type. Use the no form of the command to set the mode type to the
default value.

Syntax
mvr mode {compatible | dynamic}

no mvr mode

Parameter Description

Parameter Description

compatible Do not allow membership joins on source ports.

dynamic Send IGMP joins to the multicast source when IGMP joins are
received on receiver ports.

Default Configuration
The default mode is compatible.

Command Mode
Global Config

User Guidelines

This command has no user guidelines.

mvr querytime

Use the mvr querytime command in Global Config mode to set the MVR
query response time. Use the no form of the command to set the MVR query
response time to the default value.
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Syntax
mvr querytime /—/00

no mvr querytime

Parameter Description

Parameter Description

querytime The query time is a maximum time to wait for an IGMP
membership report on a receiver port before removing the port
from the multicast group. The query time only applies to
receiver ports. The query time is specified in tenths of a second.

Default Configuration

The default value is 5 tenths of a second.

Command Mode
Global Config

User Guidelines

The following table lists the completion messages.

Message Type Message Description

Successful Completion Message Defaulting MVR query response time.
Error Completion Message None

Example

consol e(config)#interface G1/0/1

consol e(config-if-G 1/0/1)#sw tchport access vlan 10
consol e(config-if-G 1/0/ 1) #nvr

consol e(config-if-G 1/0/1)#mr type receiver

consol e(config-if-G 1/0/1)#nmvr node dynanic

consol e(config-if-G 1/0/1)#mr querytine 10
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mvr vian

Use the mvr vlan command in Global Config mode to set the MVR multicast
VLAN. Use the no form of the command to set the MVR multicast VLAN to
the default value.

Syntax
mvr vlan /-4094

no mvr vlan

Parameter Description

Parameter Description

vlan The VLAN specifies the port on which multicast data is
expected to be received. Source ports should belong to this
VLAN.

Default Configuration
The default value is 1.

Command Mode
Global Config

User Guidelines

The following table lists the completion messages.

Message Type Message Description

Successful Completion Message MVR multicast VLAN ID is set to the
default value which is equal to 1.

Error Completion Message Receiver port in mVLAN, operation failed.

mvr immediate

Use the mvr immediate command in Interface Config mode to enable MVR
Immediate Leave mode. Use the no form of this command to set the MVR
multicast VLAN to the default value.
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Syntax
mvr immediate

no mvr immediate

Parameter Description

This command does not require a parameter description.

Default Configuration
The default value is Disabled.

Command Mode

Interface Contfig

User Guidelines

Immediate leave should only be configured on ports with a single receiver.
When immediate leave is enabled, a receiver port will leave a group on receipt
of a leave message. Without immediate leave, upon receipt of a leave
message, the port sends an IGMP query and waits for an IGMP membership
report.

Example

consol e(config)#interface G 1/0/1

consol e(config-if-G 1/0/1)#swi tchport access vlan 10
consol e(config-if-G 1/0/ 1) #nmvr

consol e(config-if-G 1/0/1)#mr type receiver

consol e(config-if-G 1/0/1)#mr node dynanic

consol e(config-if-G 1/0/1)#nmvr inmedi ate

mvr type

Use the mvr type command in Interface Config mode to set the MVR port
type. Use the no form of this command to set the MVR port type to None.

Multicast VLAN Registration Commands | 555



Syntax
mvr type { receiver

no mvr type

source |

Parameter Description

Parameter Description

receiver Configure the port as a receiver port. Receiver ports are ports
over which multicast data will be sent but not received.

source Configure the port as a source port. Source ports are ports over
which multicast data is received or sent.

Default Configuration

The default value is None.

Command Mode

Interface Contfig

User Guidelines

The following table lists the completion messages.

Message Type Message Description
Successful Completion Message None
Error Completion Message * Port is a Trunk port, operation failed.
* Receiver port in mVLAN, operation failed.
Example

consol e(confi g)#mvr

consol e(config)#nvr group 239.1.1.1

consol e(confi g) #exi t

consol e(config)#interface G 1/0/1

consol e(config-if-G 1/0/1)#switchport access vlan 10

consol e(config-if-G 1/0/ 1) #nvr

consol e(config-if-G 1/0/1)#nmvr type receiver
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consol e(config-if-G 1/0/1)#interface G 1/0/24

consol e(config-if-G 1/0/24)#swi tchport nmpde trunk

consol e(config-if-G 1/0/24) #swi tchport trunk native vlan 99
consol e(config-if-G 1/0/24)#sw tchport trunk allowed vlan add 99
consol e(config-if-G 1/0/24) #mvr

consol e(config-if-G 1/ 0/ 24) #nvr type source

consol e(config-if-G 1/ 0/ 24) #exi t

mvr vlan group

Use the mvr vlan group command in Interface Config mode to participate in
the specific MVR group. Use the no form of this command to remove the
port participation from the specific MVR group.

Syntax
mvr vlan mVLAN group A B.C.D
no mvr vlan mVLAN group A B.C.D

Parameter Description

Parameter Description

VLAN The VLAN over which multicast data from the specified group
is to be received.

AB.CD. The multicast group for which multicast data is to be received
over the specified VLAN.

Default Configuration

This command has no default configuration.

Command Mode

Interface Contfig
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User Guidelines

This command statically configures a port to receive the specified multicast
group on the specified VLAN. This command only applies to receiver ports in
compatible mode. It also applies to source ports in dynamic mode. In
dynamic mode, receiver ports can also join multicast groups using IGMP
messages.

Example
consol e(config-if-G1/0/1)#interface Tel/1/1

consol e(config-if-G 1/0/24)#swi tchport node trunk

consol e(config-if-G 1/0/24)#swi tchport trunk native vlan
2000

consol e(config-if-G 1/0/24)#swi tchport trunk allowed vl an
add 2000

consol e(config-if-G 1/ 0/ 24) #nmvr
consol e(config-if-G 1/0/24)#nvr type source
consol e(config-if-G 1/0/24)#nvr vlan 2000 group 239.1.1.1

show mvr

Use the show mvr command in Privileged EXEC mode to display global MVR
settings.

Syntax

show mvr

Parameter Description

The following table explains the output parameters.

Parameter Description

MVR Running MVR running state. It can be enabled or
disabled.

MVR Multicast VLAN Current MVR multicast VLAN. It can be in
the range from 1 to 4094.
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Parameter

Description

MVR Max Multicast Groups

The maximum number of multicast groups
that is supported by MVR.

MVR Current Multicast groups

The current number of MVR groups
allocated.

MVR Query Response Time

The current MVR query response time.

MVR Mode

The current MVR mode. It can be
compatible or dynamic.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

The following table lists the completion messages.

Message Type Message Description

Successful Completion Message None

Error Completion Message MVR disabled

Example

consol e #show nvr

MR RUNNING. . ..o TRUE

MR nmul ticast VLAN.......... .. ........... 1200

MR Max Multicast Goups................. 256

MVR Current multicast groups............. 1

MVR d obal query response tine........... 10 (tenths of sec)
MVR Mode. . ... conpati bl e
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show mvr members

Use the show mvr members command in Privileged EXEC mode to display
the MVR membership groups allocated.

Syntax
show mvr members [A.5.C.D)

Parameter Description

The parameter is a valid multicast address in IPv4 dotted notation. The
following table explains the output parameters.

Parameter Description

MVR Group IP MVR group multicast IP address.

Status The status of the specific MVR group. It can
be active or inactive.

Members The list of ports which participates in the
specific MVR group.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

The following table lists the completion messages.

Message Type Message Description
Successful Completion Message None

Error Completion Message MVR disabled
Examples

consol e#show nvr nenbers
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MR Goup | P

224.1.1.1 I NACTI VE
consol e#show mvr

MWR Goup IP St at us

224.1.1.1 I NACTI VE

show mvr interface

menbers 224.1.1.1

Menber s
1/0/1, 1/0/2, 1/0/3
Menber s
1/0/1, 1/0/2, 1/0/3

Use the show mvr interface command in Privileged EXEC mode to display
the MVR enabled interfaces configuration.

Syntax

show mvr interface [interface-id [members [vlan vid]] |

Parameter Description

Parameter Description

Interface-id

Identifies a specific interface.

VID VLAN identifier.

The following table explains the output parameters.

Parameter Description

Port Interface number

Type The MVR port type. It can be None,
Receiver, or Source type.

Status The interface status. It consists of two

characteristics:

1 active or inactive indicating if port is
forwarding.

2inVLAN or notInVLAN indicating if the

port is part of any VLAN
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Parameter Description

Immediate Leave The state of immediate mode. It can be

enabled or disabled.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

The following table lists the completion messages.

Message Type Message Description

Successful Completion Message None

Error Completion Message MVR disabled

Examples

consol e#show mvr interface

Por t Type St at us I nedi at e Leave
1/0/9 RECEI VER ACTI VE/ i nVLAN DI SABLED

consol e#show nvr interface 1/0/9
Type: RECEI VER Status: ACTIVE | nmedi ate Leave: DI SABLED

consol e#show nvr interface Fal/ 0/ 23 nenbers
235.0.0.1 STATIC ACTIVE

consol e#show nvr interface Fal/0/23 nenbers vlan 12

235.0.0.1 STATIC ACTIVE
235.1.1.1 STATIC ACTIVE
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show mvr traffic

Use the show mvr traffic command in Privileged EXEC mode to display
global MVR statistics.

Syntax

show mvr traffic

Parameter Description

This command does not require a parameter description.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

The following table lists the completion messages.

Message Type Message Description
Successtul Completion Message None

Error Completion Message MVR disabled
Examples

The following table explains the output parameters.

Parameter Description

IGMP Query Received Number of received IGMP Queries.
IGMP Report V1 Received Number of received IGMP Reports V1.
IGMP Report V2 Received Number of received IGMP Reports V2.
IGMP Leave Received Number of received IGMP Leaves.
IGMP Query Transmitted Number of transmitted IGMP Queries.
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Parameter

Description

IGMP Report V1 Transmitted

Number of transmitted IGMP Reports V1.

IGMP Report V2 Transmitted

Number of transmitted IGMP Reports V2.

IGMP Leave Transmitted

Number of transmitted IGMP Leaves.

IGMP Packet Receive Failures

Number of failures on receiving the IGMP
packets.

IGMP Packet Transmit Failures

Number of failures on transmitting the
IGMP packets.

consol e#show nmvr traffic

|GWP Query Received......... ... ... ... 2
| GW Report V1 Received........................ 0
| GW Report V2 Received........................ 3
| GWP Leave Received......... ... ... ... 0
|GW Query Transmitted......................... 2
| GW Report V1 Transmitted..................... 0
| GW Report V2 Transmitted..................... 3
| GWP Leave Transmitted......................... 1
| GWP Packet Receive Failures................... 0
| GWP Packet Transmit Failures.................. 0
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Port Aggregator Commands

This chapter explains the following commands:

add ethernet negotiation

duplex port-aggregator group
minimum active uplinks show bridge address-table
mtu disable speed

add ethernet

Use the add ethernet command to add member Ethernet ports to the
Aggregator Group. To remove member Ethernet ports from the Aggregator
Group/Zone, use the no form of this command.

Syntax
add ethernet mtf-list
no add ethernet intf-/ist

* intf-list— List of Ethernet interfaces. Separate nonconsecutive ports with
a comma and no spaces. Use a hyphen to designate a range of ports.
(Range: valid Ethernet interface list or range)

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.
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Example
consol e(confi g) #port-aggregator group 1

consol e(confi g- aggr egat or - 1) #add et hernet 1/91

consol e(confi g- aggregator-1) #

duplex

Use the duplex command in port aggregator configuration mode to configure
the full/half duplex operation of all member ports in the aggregator
group/zone. To restore the default, use the no form of this command.
Syntax
duplex /half [ full]
no duplex

*  half— Force half-duplex operation.

*  full— Force full-duplex operation.

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 1

consol e(confi g- aggr egat or - 1) #speed 1000

consol e(confi g-aggregator-1)#
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minimum active uplinks

Use the minimum active uplinks command to set the minimum number of
uplinks to be active for the Group. For example, if the number of uplink ports
in the group is 2 and the number of internal ports is 4. If the user sets the
minimum active uplink ports to be 2, then both the uplink ports should be
active; otherwise, all the internal ports in the Group will be brought down. By
default, the minimum active uplinks for a Group is 1, which means at least
one uplink port should be active for the Aggregator Group to be active.

Syntax
minimum active uplinks <number of uplinks>

* number of uplinks — Minimum number of uplinks to be active for the
Aggregator Group to be active. (Range: 1-4)

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 2
consol e(confi g- aggr egat or-2) #nmi ni num acti ve uplinks 2

consol e(confi g-aggregator-2)#

mtu disable

Use the mtu disable command to set the mtu size to default (1518) on all the
member ports in the aggregator group/zone. To set the mtu size to the
maximum value (9216), use the no form of this command.
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Syntax
mtu disable

no mtu disable

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 1
consol e(confi g-aggregator-1)#ntu disable

consol e(confi g- aggregator-1) #

neg otiation

Use the negotiation command in port aggregator mode to enable auto-
negotiation of all member ports in the aggregator group/zone. To disable
negotiation, use the no form of this command.

Syntax

negotiation

no negotiation

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode
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User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 1
consol e(confi g- aggr egat or- 1) #negoti ati on

consol e(confi g- aggregator-1) #

port-aggregator group

Use the port-aggregator group <Groupld> command to enter the Port
Aggregator mode to configure aggregator group attributes. To remove all the
attributes on the specified group, use the no form of this command. The no
form of this command deletes all the member ports from the group and also
sets other attributes (mtu/VLAN) to its default values for that group.

Syntax
port-aggregator group <Groupld>

*  Groupld— Port Aggregator group identifier. (Range: 1-8 or 1-72) On a
standalone switch, it is up to 8. On a stack, it is | to (6 x < number of units
in stack). For a stack of 12 units it is 1-72.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 1

consol e(confi g- aggregator-1) #
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show bridge address-table

Use the show bridge address-table command to show the MAC address table
for a particular aggregator group. /port-aggregator group <Group id> is an
optional parameter in the command, and if not specified, it shows all the
MAC entries in all the Groups.

Syntax

show bridge address-table /port-aggregator group < Groupld >/

*  Groupld — Port Aggregator group identifier. (Range: 1-8 or 1-72) On a
standalone switch, it is up to 8. On a stack, it is | to (6 x<number of units
in stack). For a stack of 12 units it is 1-72.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

consol e#show bri dge address-tabl e port-aggregator
group 2

Aggregator G oup: 2
Aging time is 300 Sec

VI an Mac Address Por t Type
3 0006. 2932. 814D 1/ g2 Static
1001 0006. 2932. 814B 1/gl7 Static
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speed

Use the speed command in port aggregator configuration mode to configure

the speed of all member ports in the aggregator group/zone. To restore the

default, use the no form of this command.

Syntax
speed /10 [ 100 ]
no speed
* /0— Configures the port to 10 Mbps operation.
* /00— Conlfigures the port to 100 Mbps operation.

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 1
consol e(confi g- aggr egat or - 1) #speed 100

consol e(confi g-aggregator-1)#
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Port Channel Commands

Care must be taken while enabling this type of configuration. If the Partner
System is not 802.3AD compliant or the Link Aggregation Control protocol is
not enabled, there may be network instability. Network instability occurs
when one side assumes that the members in an aggregation are one single
link, while the other side is oblivious to this aggregation and continues to
treat the 'members' as individual links.

In the PowerConnect system, the Actor System waits for 3 seconds before
aggregating manually. The 3 second wait time is specified by the protocol
standard.

If a manual LAG member sees an LACPDU that contains information
different from the currently configured default partner values, that particular
member drops out of the LAG. This configured member does not aggregate
with the LAG until all the other active members see the new information.
When each of the other active members sees the new information, they
continue to drop out of the LAG. When all the members have dropped out of
the LAG, they form an aggregate with the new information.

Static LAGS

A static LAG is no different from a dynamically configured LAG. All the
requirements for the member ports hold true (member ports must be
physical, same speed, and so on). The only difference is this LAG has an
additional parameter static which makes this LAG not require a partner
system to be able to aggregate it's member ports.

A static LAG does not transmit or process received LACPDUs, that is, the
member ports do not transmit LACPDUs and all the LACPDUs it may

receive are dropped. A dropped counter is maintained to count the number of
such PDUs.

Configured members are added to the LAG (active participation)
immediately if the LAG is configured to be static. There is no wait time
before we add the port to the LAG.
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A LAG can be either static or dynamic not both. It cannot have some
members participate in the protocol while other members not participate.
Additionally, it is not possible to change a LAG from static to dynamic via the
CLI. You must remove the member ports from the static LAG and then add
them to the dynamic LAG.

VLANSs and LAGs

When members are added to a LAG, they are removed from all existing
VLAN membership. When members are removed from a LAG, the members
rejoin the VLANs that they were previously members of as per the
configuration file.

The LAG interface can be a member of a VLAN complying with IEEE
802.10.

LAG Thresholds

In many implementations, a LAG is declared as up if any one of its member
ports is active. This enhancement provides configurability for the minimum
number of member links to be active to declare a LAG up. Network
administrators can also utilize this feature to automatically declare a LAG
down when only some of the links have failed.

Port Channels

Trunking, which is also called Port Channels or Link Aggregation, is initiated
and maintained by the periodic exchanges of Link Aggregation Control PDUs
(LACPDUs). When LACP is enabled for a physical interface, LACPDUs
must not be dropped for any reason. Conversely, when LACP is disabled for
the physical interface LACPDUs must be dropped.

From a system perspective, a LAG is treated as a physical port. A LAG and a
physical port use the same configuration parameters for administrative
enable/disable, port priority, and path cost. When a physical port is
configured as part of a LAG, it no longer participates in forwarding operations
until the LAG becomes active.
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A LAG failure of one or more of the links does not stop traffic in any manner.
Upon failure, the flows mapped to a link are dynamically reassigned to the
remaining links of the LAG. Similarly when links are added to a LAG, the
conversations may need to be shifted to a new link.

The purpose of link aggregation is to increase bandwidth between two
switches. It is achieved by aggregating multiple ports in one logical group. A
common problem of port channels is the possibility of changing packets order
in a particular TCP session. The resolution of this problem is correct selection
of physical port within port channel for transmitting the packet to keep
original packets order.

The hashing algorithm is configurable for each LAG. The types of LAG
algorithms available may vary depending upon platform capabilities.
Typically, an administrator is able to choose from hash algorithms utilizing
the following attributes of a packet to determine the outgoing port:

*  Source MAC, VLAN, Etherlype, and incoming port associated with the
packet.

*  Source IP and Source TCP/UDP fields of the packet.

*  Destination MAC, VLAN, EtherType, and incoming port associated with
the packet.

*  Source MAC, Destination MAC, VLAN, Etherlype, and incoming port
associated with the packet.

*  Destination IP and Destination TCP/UDP Port fields of the packet.

*  Source/Destination MAC, VLAN, EtherType, and incoming port
associated with the packet.

¢ Source/Destination IP and source/destination TCP/UDP Port fields of the
packet.

LAG Hashing

The purpose of link aggregation is to increase bandwidth between two
switches. It is achieved by aggregating multiple ports in one logical group. A
common problem of port channels is the possibility of changing packets order
in a particular TCP session. The resolution of this problem is correct selection
of a physical port within the port channel for transmitting the packet to keep
original packets order.
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The hashing algorithm is configurable for each LAG. Typically, an
administrator is able to choose from hash algorithms utilizing the following
attributes of a packet to determine the outgoing port:

Source MAC, VLAN, EtherType, and incoming port associated with the
packet.

Source IP and Source TCP/UDP fields of the packet.

Destination MAC, VLAN, EtherType, and incoming port associated with
the packet.

Source MAC, Destination MAC, VLAN, Etherlype, and incoming port
associated with the packet.

Destination IP and Destination TCP/UDP Port fields of the packet.
Source/Destination MAC, VLAN, EtherIype, and incoming port
associated with the packet.

Source/Destination IP and source/destination TCP/UDP Port fields of the
packet.

Enhanced LAG Hashing

PowerConnect devices based on Broadcom XGS-1V silicon support
configuration of hashing algorithms for each LAG interface. The hashing
algorithm is used to distribute traffic load among the physical ports of the
LAG while preserving the per-flow packet order.

One limitation with earlier LAG hashing techniques is that the packet
attributes were fixed for all type of packets. Also, there was no MODULO-N
operation involved, which can result in poor load balancing performance.

As part of Release 4.0, the LAG hashing support is extended to support an
Enhanced hashing mode, which has the following advantages:
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MODULO-N operation based on the number of ports in the LAG.

Packet attributes selection based on the packet type. For L2 packets,
Source and Destination MAC address are used for hash computation. For
[P packets, Source IP, Destination IP address, TCP/UDP ports are used.

Non-Unicast traffic and Unicast traffic is hashed using a common hash
algorithm.

Excellent load balancing performance.
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Manual Aggregation of LAGs

PowerConnect switching supports the manual addition and deletion of links
to aggregates.

In the manual configuration of aggregates, the ports send their Actor
Information (LACPDUs) to the partner system in order to find a suitable
Partner to form an aggregation. When the Partner System neglects to respond
using LACPDUs, the PowerConnect switching aggregates manually. The
PowerConnect switching uses the currently configured default Partner Values
for Partner Information.

Commands in this Chapter

This chapter explains the following commands:

channel-group lacp system-priority
interface port-channel lacp timeout

interface range port-channel no lacp

hashing-mode port-channel min-links

lacp auto show interfaces port-channel
lacp off show lacp

lacp port-priority show statistics port-channel

lacp static

channel-group

Use the channel-group command in Interface Configuration mode to
configure a port-to-port channel. To remove the channel-group configuration
from the interface, use the no form of this command.

Syntax
channel-group port-channel-number mode {on | auto}
no channel-group

*  port-channel-number — Number of a valid port-channel for the current
port to join.
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* on — Forces the port to join a channel without LACP.

* auto — Forces the port to join a channel with LACP.

Default Configuration

This command has no default configuration.

Command Mode

Interface Contfiguration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how port 1/0/5 is configured to port-channel 1
without LACP.

consol e(config)# interface gigabitethernet 1/0/5

consol e(config-if-1/0/5)# channel -group 1 node on

interface port-channel

Use the interface port-channel command in Global Configuration mode to
configure a port-channel type and enter port-channel configuration mode.

Syntax

interface port-channel port-channel-number

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.
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Example
The following example enters the context of port-channel 1.

consol e(config)# interface port-channel 1

consol e(config-if-pol)#

interface range port-channel

Use the interface range port-channel command in Global Configuration
mode to execute a command on multiple port channels at the same time.

Syntax
interface range port-channel {port-channel-range | all}

*  port-channel-range — List of port-channels to configure. Separate non-
consecutive port-channels with a comma and no spaces. A hyphen
designates a range of port-channels. (Range: valid port-channel)

* all — All the channel-ports.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

Commands in the interface range context are executed independently on
cach interface in the range. If the command returns an error on one of the
interfaces, it stops the execution of the command on subsequent interfaces.

Example

The following example shows how port-channels 1, 2 and 8 are grouped to
receive the same command.

consol e(config)# interface range port-channel 1-2,8

consol e(config-if)#
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hashing-mode

Use the hashing-mode command to set the hashing algorithm on trunk ports.
Use the no hashing-mode command to set the hashing algorithm on Trunk
ports to the default (3).

Syntax
hashing-mode mode
* mode— Mode value in the range of 1 to 7.
Range: 1-7:
* 1 — Source MAC, VLAN, Etherlype, source module, and port ID
* 2 — Destination MAC, VLAN, EtherType, source module, and port ID
* 3 — Source IP and source TCP/UDP port
* 4 — Destination IP and destination TCP/UDP port

* 5 — Source/destination MAC, VLAN, Etherlype, and source
MODID/port

* 6 — Source/destination IP and source/destination TCP/UDP port

* 7 — Enhanced hashing mode

Default Configuration

This command has no default configuration.

Command Mode

Interface Contfiguration (port-channel)
User Guidelines

No specific guidelines.

Example
consol e(confi g) #i nterface port-channel |

consol e(confi g-if-pol)#hashi ng- node 4

consol e(config-if-pol)#no hashi ng node
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lacp auto
Use the lacp auto command to set the LACP (Link Aggregation) mode to

dynamic for that Aggregator Group. This means that when more than one
uplink port is in the Group, those uplink ports will be enabled automatically
with dynamic LACP.

Syntax

lacp auto

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 2

consol e(confi g- aggr egat or- 2) #l acp auto

consol e(confi g-aggregator-2)#

lacp off

Use the lacp off command to set the LACP (Link Aggregation) mode to off
for that Aggregator Group. This means that when more than one uplink port
is in the Group, all the uplinks are shut down except the lowest numbered
one.

Syntax
lacp off
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Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 2

consol e(confi g- aggr egat or - 2) #l acp of f

consol e(confi g-aggregat or-2) #

lacp port-priority

Use the lacp port-priority command in Interface Configuration mode to
configure the priority value for physical ports. To reset to default priority
value, use the no form of this command.

Syntax
lacp port-priority value
no lacp port-priority
*  value— Port priority value. (Range: 1-65535)

Default Configuration

The default port priority value is 1.

Command Mode

Interface Contfiguration (Ethernet) mode

User Guidelines

This command has no user guidelines.
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Example
The following example configures the priority value for port 1/0/8 to 247.
consol e(confi g)#i nterface gigabitethernet 1/0/8

consol e(config-if-1/0/8)#l acp port-priority 247

lacp static

Use the lacp static command to set the LACP (Link Aggregation) mode to
static for that Aggregator Group. This means that when more than one uplink
port is in the Group, those uplink ports will be enabled automatically with
static LACP.

Syntax

lacp static

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 2

consol e(confi g-aggregator-2)#l acp static

consol e(confi g- aggregator-2)#

lacp system-priority

Use the lacp system-priority command in Global Configuration mode to
configure the Link Aggregation system priority. To reset to default, use the no
form of this command.
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Syntax
lacp system-priority value
no lacp system-priority

*  value— Port priority value. (Range: 1-65535)

Default Configuration

The default system priority value is 1.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example configures the system priority to 120.

consol e(config)#l acp systempriority 120

lacp timeout

Use the lacp timeout command in Interface Configuration mode to assign an
administrative LACP timeout. To reset the default administrative LACP
timeout, use the no form of this command.

Syntax
lacp timeout {long | short}
no lacp timeout
* long — Specifies a long timeout value.

* short — Specifies a short timeout value.

Default Configuration

The default port timeout value is long.
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Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example assigns an administrative LACP timeout for port 1/0/8
to a long timeout value.

consol e(config)#interface gigabitethernet 1/0/8

consol e(config-if-1/0/8)#l acp timeout |ong

no lacp
Use the no lacp command to set the LACP (Link Aggregation) mode to
default for that Aggregator Group. The default LACP mode is dynamic.

Syntax

no lacp

Default Configuration

This command has no default configuration.

Command Mode
Port Aggregator mode

User Guidelines

This command has no user guidelines.

Example
consol e(confi g) #port-aggregator group 2

consol e(confi g- aggregat or-2)#no | acp

consol e(confi g- aggregat or - 2) #
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port-channel min-links

Use the port-channel min-links command in Interface Configuration (port-
channel) mode to set the minimum number of links that must be up in order
for the port channel interface to be declared up. Use the no form of the
command to return the configuration to the default value (1).

Syntax
port-channel min-links /-§

no port-channel min-links

Parameter Description

Parameter Description

min-links The minimum number of links that must be active before the

link is declared up. Range 1-8. The default is 1.

Default Configuration

This command has no default configuration.

Command Mode

Interface Configuration (port-channel) mode

User Guidelines

This command has no user guidelines.

show interfaces port-channel

Use the show interfaces port-channel command to show port-channel
information.

Syntax Description
show interfaces port-channel [port-channel port-channel-number]

* [index] —Number of the port channel to show. This parameter is
optional. If the port channel number is not given, all the channel groups
are displayed. (Range: Valid port-channel number, 1 to 48)
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

No specific guidelines.

Example

consol e#show i nterfaces port-channel

Channel Ports Hashi ng- node
po Active: 1l/el, 2/e2 1

po2 Active: 2/e2, 2/e7 Inactive: 3/el 2

po3 Active: 3/e3, 3/e8 3 <defaul t>
po4 No Configured Ports 5

po5 No Configured Ports 6

po6 No Configured Ports 4

po7 No Configured Ports 3 <defaul t>
po8 No Configured Ports 3 <defaul t>

Hash al gorithm type

1 - Source MAC, VLAN, EtherType, source nodul e and port Id

2 - Destination MAC, VLAN, EtherType, source nodule and port I|d
3 - Source | P and source TCP/ UDP port

4 - Destination |P and destination TCP/ UDP port

5 - Source/Destination MAC, VLAN, EtherType and source MODI D/ port
6 - Source/Destination |P and source/destination TCP/ UDP port
show lacp

Use this command in Privileged EXEC mode to display LACP information
for Ethernet ports.

Port Channel Commands | 587



Syntax

show lacp {gigabitethernet unst/slot/port | port-channel pori-channel-
number | tengigabitethernet unit/slot/port [{parameters | statistics}|

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how to display LACP Ethernet interface

information.

consol e#show | acp gi gabitethernet 1/0/1

Port 1/0/1 LACP paraneters:

Act or
syste
syste
port
port
port
port
port
LACP
Aggr e
synch

colle

mopriority:
m mac addr:
Adm n key:

Oper key:

Oper priority:
Adm n tineout:

Oper tineout:
Activity:
gati on:

roni zation:

cting:
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00: 00: 12: 34: 56: 78
30

30

1

LONG

LONG

ACTI VE
AGGREGATABLE
FALSE

FALSE



di stributing:

expired:

Part ner

system priority:

syst em mac addr

port
port
port
port
port

Adnmi n key:
Oper key:

Admin priority:

Qper priority:
Oper tineout:

LACP Activity:

Aggr egati on:

synchroni zati on:

col | ecting:

di stributing:

expired:

Port

1/0/1 LACP Statistics:

LACP PDUs sent:
LACP PDUs received:

show statistics port-channel

FALSE
FALSE

0

00: 00: 00: 00: 00: 00

0

0

0

0

LONG
ASSI VE

AGCREGATABLE

FALSE
FALSE
FALSE
FALSE

Use the show statistics port-channel command in Privileged EXEC mode to
display statistics about a specific port-channel.

Syntax

show statistics port-channel port-channel-number
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example shows statistics about port-channel 1.

consol e#show stati stics port-channel 1

Total Packets Received (COctets)...
Packets Received > 1522 Cctets. ...

Packet s
Packet s
Packet s
Packet s
Packet s
Packet s
Packet s
Packet s

Packet s

TRIIRIIRRIZ

Packet s

and
and
and
and
and
and
and
and
and

and

TX
X
TX
TX
TX
X
TX
X
TX
TX

64 Cctets.......
65-127 Cctets. ..
128- 255 Cctets..
256-511 Cctets..
512-1023 Cctets.
1024- 1518 Cctets
1519- 1522 Cctets
1523-2047 Cctets
2048- 4095 Cctets
4096- 9216 Cctets

Total Packets Received Wthout Errors..........

Uni cast Packets Received..........

Mul ti cast

Br oadcast

Packets Received........

Packets Received........
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Total Packets Received with MAC Errors......... 0

Jabbers Received. ....... ... ... . .. . . 0
Fragnment s/ Undersize Received................... 0
Alignment Errors.......... ...y 0

--More-- or (qQ)uit

FCS Errors. ... ... 0
OVeITUNS. . o e 0
Total Received Packets Not Forwarded........... 0
Local Traffic Frames........... ... ... ......... 0
802. 3x Pause Frames Received................... 0
Unacceptable Frame Type............. .. .. ....... 0
Mul ticast Tree Viable Discards................. 0
Reserved Address Discards...................... 0
Broadcast Storm Recovery.............. .. .. ..... 0
CRl Discards. . ......ouuiii i 0
Upstream Threshold........... ... ... ... ....... 0
Total Packets Transmitted (Cctets).............
263567

Max Frame Size........... ... 1518
Total Packets Transmitted Successfully......... 1824
Uni cast Packets Transmitted.................... 330
Mul ticast Packets Transmitted.................. 737
Broadcast Packets Transmitted.................. 757
Total Transmit Errors............... ... 0
FCS Errors. ... ... 0

--Mxre-- or (Q)uit
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Tx Oversized....... ...
underrun ErrorsS. .. ...
Total Transmit Packets Discarded...............
Single Collision Frames........................
Multiple Collision Frames......................
Excessive Collision Frames.....................
Port Menbership Discards.......................
802. 3x Pause Frames Transmitted................
GVRP PDUs received. ............ ...
GVRP PDUs Transmitted..........................
GVRP Failed Registrations......................

Time Since Counters Last Cleared...............
O hr 17 mn 52 sec

consol e#
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Port Monitor Commands

PowerConnect switches allow the user to monitor traffic with an external
network analyzer. The external network analyzer can use any of the Ethernet
ports as a probe port. The probe port transmits a mirror copy of the traffic
being probed. Network traffic transmission is always disrupted whenever a
configuration change is made for port monitoring. Therefore, whenever port
monitoring is enabled, the probe port does not always forward traffic as a
normal port. When diagnosing problems, an operator should always check the
status of port monitoring.

The port monitoring feature allows the user to configure multiple sessions.
One session consists of one destination port and multiple source ports. When
a particular session is enabled, any traffic entering or leaving the source ports
of that session is copied (mirrored) onto the corresponding destination port.
A network traffic analyzer can be attached to destination ports to analyze the
traffic patterns of source ports.

A session 1s operationally active only if both a destination port and at least
one source port are configured. If neither is true, the session is inactive. A port
configured as a destination port acts as a mirroring port when the session is
operationally active. If it is not, the port acts as a normal port and participates
in all normal operation with respect to transmitting traffic.

Any Ethernet or LAG port may be configured as a source port.
Caveats:

* Platforms may behave unpredictably if an attempt is made to mirror a port
of greater speed than the probe port.

*  Once configured, there is no network connectivity on the probe port. The
probe port does not forward any tratfic and does not receive any traffic.
The probe tool attached to the probe port is generally unable to ping the
networking device or ping through the networking device, and nobody is
able to ping the probe tool.

Commands in this Chapter

This chapter explains the following commands:
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monitor session show monitor session

monitor session

Use the monitor session command in Global Configuration mode to
configure a probe port and a monitored port for monitor session (port
monitoring). Use the src-interface parameter to specify the interface to
monitor. Use rx to monitor only ingress packets, or use tx to monitor only
egress packets. If you do not specify an {rx | tx} option, the destination port
monitors both ingress and egress packets. Use the destination interface to
specify the interface to receive the monitored traffic. Use the mode parameter
to enabled the administrative mode of the session. If enabled, the probe port
monitors all the traffic received and transmitted on the physical monitored
port.

Use the no form of the command to remove the monitoring session.

Syntax

monitor session sesston_number {source interface interface—id [1x | tx] |
destination interface interface—id}

no monitor session
*  session _number— Session identification number.

* interface-id — Ethemnet interface (Range: Any valid Ethernet Port), CPU
interface. CPU interface is not supported as a destination interface.

* 1x— Monitors received packets only. If no option specified, monitors both
rx and tx.

* tx— Monitors transmitted packets only. If no option is specified, monitors
both rx and tx.

*  Use the mode keyword to enable the session monitoring.

Default Configuration

Monitor sessions are not enabled by default.

Command Mode
Global Contfiguration mode

594 | Port Monitor Commands



User Guidelines

The source of a monitoring session must be configured before the destination
can be configured.

Example

The following examples show a simple port level configuration that mirrors
both transmitted and received packet from one port to another.

consol e(confi g) #noni tor session 1 source interface
1/0/8

consol e(confi g) #nmoni tor session 1 destination
interface 1/0/10

consol e(confi g) #noni tor session 1 node

show monitor session

Use the show monitor session command in Privileged EXEC mode to display
status of port monitoring.

Syntax
show monitor session session_number

*  session _number— Session identification number.

Default Configuration

This command has no default configuration.

Command Mode
User EXEC, Privileged EXEC modes

User Guidelines

This command has no user guidelines.

Example

The following examples shows port monitoring status.

consol e#show nonitor session 1
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Session ID

Adni n Mode

Pr obe Port
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QoS Commands

Quality of Service (QoS) technologies are intended to provide guaranteed
timely delivery of specific application data to a particular destination. In
contrast, standard IP-based networks are designed to provide best effort data
delivery service. Best effort service implies that the network delivers the data
in a timely fashion, although there is no guarantee. During times of
congestion, packets may be delayed, sent sporadically, or dropped. For typical
Internet applications, such as electronic mail and file transfer, a slight
degradation in service is acceptable and, in many cases, unnoticeable.

Conversely, any degradation of service has undesirable effects on applications
with strict timing requirements, such as voice or multimedia.

QoS is a means of providing consistent, predictable data delivery by

distinguishing between packets that have strict timing requirements from

those that are more tolerant of delay. Packets with strict timing requirements

are given special treatment in a QoS-capable network. To accomplish this, all

elements of the network must be QoS-capable. If one node is unable to meet

the necessary timing requirements, this creates a deficiency in the network
path and the performance of the entire packet flow is Compromlsed

Access Control Lists

The PowerConnect ACL feature allows classification of packets based upon
Layer 2 through Layer 4 header information. An Ethernet IPv6 packet is
distinguished from an IPv4 packet by its unique Ether-type value; thus, all
[Pv4 and IPv6 classifiers include the Ether-type field.

Multiple ACLs per interface are supported. The ACLs can be combination of
Layer 2 and/or Layer 3/4 ACLs.

ACL assignment is appropriate for both physical ports and LAGs.
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A user configures an ACL permit rule to force its matching traffic stream to a
specific egress interface, bypassing any forwarding decision normally
performed by the device. The interface can be a physical port or a LAG. The
redirect interface rule action is independent of, but compatible with, the
assign queue rule action.

ACL:s can be configured to apply to a VLAN instead of an interface. Traffic
tagged with a VLAN ID (either receive-tagged or tagged by ingress process
such as PVID) is evaluated for a match regardless of the interface on which it
is received.

Layer 2 ACLs

The Layer 2 ACL feature provides access list capability by allowing
classification on the Layer 2 header of an Ethernet frame, including the
802.10 VLAN tag(s). In addition, the rule action set is enhanced to designate
which (egress) CoS queue should handle the traffic, and whether the traffic
flow is to be redirected to a specific outgoing interface.

MAC access lists are identified by a user-specified name instead of a number.

Layer 3/4 IPv4 ACLs

The Layer 3/4 ACL feature supports IP access lists, both standard and
extended. These lists check the Layer 3 portion of a packet, looking
specifically at information contained in the IP header and, in certain cases,
the TCP or UDP header. An Ethertype of 0x0800 is assumed in the case of IP
access lists. Permit and deny actions are supported for each ACL rule.

Standard layer 3/4 ACLs can be classified based on the source IP address and
netmask or other extended classification criteria.

Class of Service (CoS)

The PowerConnect CoS Queueing feature allows the user to directly
configure device queueing and, therefore, provide the desired QoS behavior
without the complexities of DiffServ. The CoS feature allows the user to
determine the following queue behavior:

*  Queue Mapping
- Trusted Port Queue Mapping
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- Untrusted Port Default Priority
*  Queue Configuration

This enables PowerConnect switches to support a wide variety of delay
sensitive video and audio multicast applications.

CoS mapping tables, port default priority, and hardware queue parameters
may be configured on LAG interfaces as well as physical port interfaces.

Queue Mapping

The priority of a packet arriving at an interface is used to steer the packet to
the appropriate outbound CoS queue through a mapping table. Network
packets arriving at an ingress port are directed to one of n queues in an egress
port(s) based on the translation of packet priority to CoS queue. The CoS
mapping tables define the queue used to handle each enumerated type of
user priority designated in either the 802.1p, IP precedence, or IP DSCP
contents of a packet. If none of these fields are trusted to contain a
meaningful COS queue designation, the ingress port can be configured to use
its default priority to specify the CoS queue.

CoS queue mappings use the concept of trusted and untrusted ports.

A trusted port is one that takes at face value a certain priority designation
within arriving packets. Specifically, a port may be configured to trust one of
the following packet fields:

* 802.1p User Priority
e [P Precedence

+ [PDSCP

Packets arriving at the port ingress are inspected and their trusted field value
is used to designate the COS queue that the packet is placed when forwarded
to the appropriate egress port. A mapping table associates the trusted field
value with the desired COS queue.

Alternatively, a port may be configured as untrusted, whereby it does not trust
any incoming packet priority designation and uses the port default priority
value instead. All packets arriving at the ingress of an untrusted port are
directed to a specific COS queue on the appropriate egress port(s) in
accordance with the configured default priority of the ingress port. This
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process is also used for cases where a trusted port mapping is unable to be
honored, such as when a nonlP packet arrives at a port configured to trust the
IP precedence or IP DSCP value.

PCM6220 Limitations

The PCM6220 switch does not support out-bound service policies or ACLs.
The following command syntax is not available:

* service-policy servicepolicyname out

* policy-map policymapname out

* mac access-group name out

* show diffserv service interface interface out

* show diffserv service port-channel port-channel out
* show policy-map interface interface out

The following command is not supported on VLAN interfaces on the
PCM6220:

ip access-group name out

Commands in this Chapter

This chapter explains the following commands:

assign-queue mark cos match ip tos show classofservice

dot1p-mapping

class mark ip-dscp match protocol show classofservice ip-
dscp-mapping

class-map mark ip- match source- show classofservice
precedence address mac trust

class-map rename  match class-map  match sreip show diffserv

classofservice match cos match srcip6 show diffserv service

dot1p-mapping interface

classofservice ip-  match destination- match srcl4port show diffserv service

dscp-mapping address mac interface port-channel
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classofservice trust
conform-color

cos-queue min-

bandwidth

cos-queue random-
detect

cos-queue strict

match dstip
match dstip6
match dstl4port
match ethertype

match ip6flowlbl

match vlan
mirror
police-simple
policy-map
redirect

service-policy

show class-map

show diffserv service

brief

show interfaces cos-
queue

show interfaces
random-detect

show policy-map

show policy-map
interface

show service-policy

traffic-shape

diffserv match ip dscp

drop match ip
precedence

assign-queue

Use the assign-queue command in Policy-Class-Map Configuration mode to
modify the queue ID to which the associated traffic stream is assigned.

Syntax

assign-queue gucuerd

*  queueid— Specifies a valid queue ID. (Range: integer from 0-6.)

Default Configuration

This command has no default configuration.

Command Mode

Policy-Class-Map Contfiguration mode

User Guidelines

This command has no user guidelines.
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Example

The following example displays how to change the queue ID to 4 for the
associated traffic stream.

consol e(confi g-policy-cl assnmap) #assi gn- queue 4

class

Use the class command in Policy-Map Class Configuration mode to create an
instance of a class definition within the specified policy for the purpose of
defining treatment of the traffic class through subsequent policy attribute
statements.

Syntax
class classname
no class

*  classname — Specifies the name of an existing DiffServ class. (Range:
1-31 characters)

Default Configuration

This command has no default configuration.

Command Mode
Policy Map Configuration mode

User Guidelines

This command causes the specified policy to create a reference to the class
definition. The command mode is changed to Policy-Class-Map
Configuration when this command is executed successtully.

Example

The following example shows how to specify the DiffServ class name of
"DELL."

consol e(confi g) #policy-nmap DELL1

consol e(confi g-cl assmap) #cl ass DELL
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class-map

Use the class-map command in Global Configuration mode to define a new
DiffServ class of type match-all To delete the existing class, use the no form
of this command.

Syntax
class-map match-all c/ass-map-name [{ipv4 | ipv6}]
no class-map match-all c/ass-map-name

*  class-map-name — a case-sensitive alphanumeric string from 1 to 31
characters uniquely identifying an existing DiffServ class.

Default Configuration
The class-map defaults to ipv4.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

The following example creates a class-map named "DELL" which requires all
ACEFE’s to be matched.

consol e(confi g) #cl ass-map DELL

consol e(confi g-cmap) #

class-map rename

Use the class-map rename command in Global Configuration mode to
change the name of a DiffServ class.

Syntax

class-map rename classname newclassname
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*  classname — The name of an existing DiffServ class. (Range: 1-31
characters)

* newclassname — A case-sensitive alphanumeric string. (Range: 1-31
characters)

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to change the name of a DiffServ class
from "DELL" to "DELL1."

consol e(confi g) #cl ass-map renanme DELL DELL1

consol e(config)#

classofservice dot1p-mapping

Use the classofservice dotlp-mapping command in Global Configuration
mode to map an 802.1p priority to an internal traffic class. In Interface
Configuration mode, the mapping is applied only to packets received on that
interface. Use the no form of the command to remove mapping between an
802.1p priority and an internal traffic class.

Syntax
classofservice dotlp-mapping §02. Ippriornity trafficclass
no classofservice dotlp-mapping

* 802 Ippriority— Specifies the user priority mapped to the specified tratfic
class for this switch. (Range: 0-7)

*  trafficclass— Specifies the traffic class for this switch. (Range: 0-6)
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Default Configuration

This command has no default configuration.

Command Mode

Global Configuration or Interface Configuration (Ethernet, Port-channel)
mode

User Guidelines

None

Example

The following example configures mapping for user priority 1 and traffic class
2.

consol e(confi g) #cl assof servi ce dot 1p-mapping 1 2

classofservice ip-dscp-mapping

Use the classofservice ip-dscp-mapping command in Global Configuration
mode to map an I[P DSCP value to an internal traffic class.

Syntax
classofservice ip-dscp-mapping ipdscp tratficclass

*  ipdscp— Specifies the IP DSCP value to which you map the specified
traffic class. (Range: 0-63 or an IP DSCP keyword — afl1, af12, afl3, af21,
af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, csl, cs2, cs3, cs4, cs5,
cs6, cs7, ef)

e tratficclass
0-6)

Specities the traffic class for this value mapping. (Range:

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode
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User Guidelines

This command has no user guidelines.

Example
The following example displays mapping for [P DSCP 1 and traffic class 2.
consol e(confi g) #cl assof servi ce i p-dscp-mapping 1 2

classofservice trust

Use the classofservice trust command in either Global Configuration mode
or Interface Configuration mode to set the class of service trust mode of an
interface. To set the interface mode to untrusted, use the no form of this
command.

Syntax
classofservice trust {dotlp | untrusted | ip-dscp}
no classofservice trust

* dotlp — Specifies that the mode be set to trust dotlp (802.1p) packet

markings.

e untrusted — Sets the Class of Service Trust Mode for all interfaces to
Untrusted.

* ip-dscp — Specifies that the mode be set to trust [P DSCP packet
markings.

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration mode or Interface Configuration (gigabitethernet,
port-channel, tengigabitethernet) mode

User Guidelines

This command has no user guidelines.
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Examples

The following example displays how you set the class of service trust mode of
an interface to trust dotlp (802.1p) packet markings when in Global
Configuration mode.

consol e(confi g) #cl assof service trust dotlp

The following example displays how you set the class of service trust mode of
an interface to trust IP Precedence packet mark

consol e(confi g) #cl assof servi ce trust ip-precedence

conform-color

Use the conform-color command in Policy-Class-Map Configuration mode
to specify second-level matching for tratfic flow, the only possible actions are
drop, setdscp-transmit, set-prec-transmit, or transmit. In this two-rate form
of the policy command, the conform action defaults to send, the exceed
action defaults to drop, and the violate action defaults to drop. These actions
can be set with this command.

Syntax

conform-color

Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how to specify the conform-color command.

consol e(confi g-pol i cy-cl assmap) #conf or m col or
test _class (test_class is <class-nap-name>
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cos-queue min-bandwidth

Use the cos-queue min-bandwidth command in either Global Configuration
mode or Interface Configuration mode to specify the minimum transmission
bandwidth for each interface queue. To restore the default for each queue’s
minimum bandwidth value, use the no form of this command.

Syntax
cos-queue min-bandwidth bw-0 bw-1 ... bw-n
no cos-queue min-bandwidth

*  bw-0— Specifies the minimum transmission bandwidth for an interface.
You can specify as many bandwidths as there are interfaces (bw-0 through
bw-n). (Range: 0100 in increments of 5)

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration mode or Interface Configuration (gigabitethernet,
port-channel, tengigabitethernet) mode

User Guidelines

The maximum number of queues supported per interface is seven.

Example

The following example displays how to specify the minimum transmission
bandwidth for seven interfaces.

consol e(confi g) #cos- queue ni n-bandwidth 0055 10 10
10

cos-queue random-detect

Use the cos-queue random-detect command in Interface Configuration
mode to configure WRED queue management policy on an interface CoS
queue. Use the no form of the command to disable WRED policy for a CoS
queue on an interface.
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Syntax
cos-queue {random-detect queue-idl | queue-id2..queue-idn)}

no cos-queue {random-detect queue-idl | queue-idZ..queue-idn|}

Parameter Description

Parameter Description

queue-id An integer indicating the queue-id which is to be enabled for
WRED. Range 0-6. Up to 7 queues may be simultaneously
specified.

Default Configuration

WRED queue management policy is disabled by default. Tail-drop queue
management policy is enabled by default.

Command Mode

Interface Configuration (physical or port-channel)

User Guidelines

When used on a port-channel, this command will override the settings on the
individual interfaces that are part of the port channel.

This command can be used in Interface Range mode.

Use the cos-queue min-bandwidth command to configure the minimum
bandwidth percentage for the CoS queues.

Use the show interfaces random-detect command to display the WRED
configuration.

Example
consol e(config)# cos-queue nmin-bandwidth 55 10 555 5

consol e(confi g)# cos-queue randomdetect 2 6
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cos-queue strict

Use the cos-queue strict command in either Global Configuration mode or
Interface Configuration mode to activate the strict priority scheduler mode
for each specified queue. To restore the default weighted scheduler mode for
each specified queue, use the no form of this command.

Syntax
cos-queue strict { gueue-id-1} [{queue-1d-2} ... { queue-rd-n}]
no cos-queue strict { queue-1d-1} [{queue-id-2} ... { queue-1d-n}|
* queue-id-1 — Specifies the queue ID for which you are activating the
strict priority scheduler. You can specify a queue ID for as many queues as
you have (queue-id 1 through queue-id-n). (Range: 0-6)
Default Configuration

This command has no default configuration.

Command Mode

Global Configuration mode or Interface Configuration (gigabitethernet,
port-channel, tengigabitethernet) mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to activate the strict priority scheduler
mode for two queues.

consol e(confi g) #cos- queue strict 1 2

The following example displays how to activate the strict priority scheduler
mode for three queues.

consol e(confi g) #cos- queue strict 1 2 4
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diffserv

Use the diffserv command in Global Configuration mode to set the DiffServ
operational mode to active. While disabled, the DiffServ configuration is
retained and can be changed, but it is not activated. When enabled, DiffServ
services are activated. To set the DiffServ operational mode to inactive, use
the no form of this command.

Syntax
diffserv

no diffserv

Default Configuration

This command default is enabled.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to set the DiffServ operational mode to
active.

consol e( Confi g) #di ffserv

drop

Use the drop command in Policy-Class-Map Configuration mode to specify
that all packets for the associated traffic stream are to be dropped at ingress.

Syntax
drop
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Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to specify that matching packets are to
be dropped at ingress.

consol e(confi g- pol i cy-cl assmap) #dr op

mark cos

Use the mark cos command in Policy-Class-Map Configuration mode to
mark all packets for the associated traffic stream with the specified class of
service value in the priority field of the 802.1p header. If the packet does not
already contain this header, one is inserted.

Syntax
mark cos cos-value

*  cos-value — Specifies the CoS value as an integer. (Range: 0-7)

Default Configuration

There is no default cos-value for this command. Packets are not remarked by
default.

Command Mode
Policy-Class-Map Contfiguration mode

User Guidelines

This command has no user guidelines.

612 | QoS Commands



Example
The following example displays how to mark all packets with a CoS value.

consol e(confi g-policy-classmap) #mark cos 7

mark ip-dscp

Use the mark ip-dscp command in Policy-Class-Map Configuration mode to
mark all packets for the associated traffic stream with the specified IP DSCP
value.

Syntax

mark ip-dscp dscpval
*  dscpval— Specifies a DSCP value (10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36,
38,0, 8, 16, 24, 32, 40, 48, 56, 46) or a DSCP keyword (afl1, af12, afl3,
af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, csl, cs2, cs3, cs4,
cs5, cs6, cs7, ef).
Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to mark all packets with an IP DSCP
value of "cs4."

consol e(confi g-policy-classmap) #mark i p-dscp cs4
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mark ip-precedence

Use the mark ip-precedence command in Policy-Class-Map Configuration
mode to mark all packets for the associated traffic stream with the specified
IP precedence value.

Syntax
mark ip-precedence prec-value

*  prec-value — Specifies the IP precedence value as an integer. (Range: 0-7)

Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines.

This command has no user guidelines.

Example

The following example displays

consol e(confi g)#policy-map pl in

consol e(confi g-pol i cy-map) #cl ass cl

consol e(confi g-policy-classmap) #mark i p-precedence 2

consol e(confi g-policy-classmap) #

match class-map

Use the match class-map command to add to the specified class definition
the set of match conditions defined for another class. Use the no form of this
command to remove from the specified class definition the set of match
conditions defined for another class.
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Syntax
match class-map refclassname
no match class-map refclassname

*  refclassname — The name of an existing DiffServ class whose match
conditions are being referenced by the specified class definition.

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines
*  The parameters refclassname and class-map-name can not be the same.
*  Only one other class may be referenced by a class.

* Any attempts to delete the refelassname class while the class is still
referenced by any class-map-name fails.

*  The combined match criteria of class-map-name and refelassname must
be an allowed combination based on the class type.

* Any subsequent changes to the refclassname class match criteria must
maintain this validity, or the change attempt fails.

*  The total number of class rules formed by the complete reference class
chain (including both predecessor and successor classes) must not exceed
a platform-specific maximum. In some cases, each removal of a refclass
rule reduces the maximum number of available rules in the class definition
by one.

Example

The following example adds match conditions defined for the Dell class to
the class currently being configured.

consol e(confi g-cl assnap) #mat ch cl ass-nmap Del |

The following example deletes the match conditions defined for the Dell
class from the class currently being configured.
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consol e(confi g-cl assmap) #no match cl ass-map Del |

match cos

Use the match cos command in Class-Map Configuration mode to add to the
specified class definition a match condition for the class of service value (the
only tag in a single-tagged packet or the first or outer 802.1Q tag of a double-
VLAN tagged packet).

Syntax

match cos

*  cos-value — Specifies the CoS value as an integer (Range: 0-7)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition to the specified
class.

consol e(confi g-cl assnmap) #match cos 1

match destination-address mac

Use the match destination-address mac command in Class-Map
Configuration mode to add to the specified class definition a match
condition based on the destination MAC address of a packet.

Syntax

match destination-address mac macaddr macmask
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*  macaddr— Specifies any valid layer 2 MAC address formatted as six two-
digit hexadecimal numbers separated by colons.

*  macmask— Specifies a valid layer 2 MAC address bit mask formatted as
six two-digit hexadecimal numbers separated by colons. This address bit
mask does not need to be contiguous.

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition for the specified
MAC address and bit mask.

consol e(confi g-cl assmap) #mat ch destinati on- address
mac AA: ED: DB: 21:11: 06 FF: FF: FF: EF: EE: EE

match dstip

Use the match dstip command in Class-Map Configuration mode to add to
the specified class definition a match condition based on the destination 1P
address of a packet.

Syntax
match dstip zpaddr ipmask
*  ipaddr— Specifies a valid IP address.

* ipmask— Specifies a valid IP address bit mask. Note that even though this
parameter is similar to a standard subnet mask, it does not need to be
contiguous.
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Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition using the specified
IP address and bit mask.

consol e(confi g-cl assmap) #match dstip 10.240.1.1
10.240.0.0

match dstipb
The match dstip6 command adds to the specified class definition a match

condition based on the destination IPv6 address of a packet.

Syntax

match dstip6 destination-ipvo-prefix/prefix-length
* destination-ipv6-prefix—IPv6 prefix in IPv6 global address format.
»  prefix-length—IPv6 prefix length value.

Default Configuration

There is no default configuration for this command.

Command Mode
Ipv6-Class-Map Contfiguration mode.

User Guidelines

There are no user guidelines for this command.
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Example

consol e(confi g-cl assmap) #mat ch dsti p6 2001: DB8: : /32

match dstl4port

Use the match dstl4port command in Class-Map Configuration mode to add
to the specified class definition a match condition based on the destination
layer 4 port of a packet using a single keyword or a numeric notation.

Syntax

match dstl4port { portkey | port-number}

portkey— Specifies one of the supported port name keywords. A match
condition is specified by one layer 4 port number. The currently supported
values are: domain, echo, ftp, ftpdata, http, smtp, snmp, telnet, tftp, and
WWW.

port-number — Specifies a layer 4 port number (Range: 0-65535).

Default Configuration

This command has no default configuration.

Command Mode

Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition based on the
destination layer 4 port of a packet using the "echo" port name keyword.

consol e(confi g-cl assmap) #mat ch dstl 4port echo
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match ethertype

Use the match ethertype command in Class-Map Configuration mode to add
to the specified class definition a match condition based on the value of the
ethertype.

Syntax
match ethertype {keyword | Ox0600-Oxfttf}

*  keyword — Specifies either a valid keyword or a valid hexadecimal number.
The supported keywords are appletalk, arp, ibmsna, ipv4, ipv6, ipx,
mplsmcast, mplsucast, netbios, novell, pppoe, rarp. (Range:
0x0600-0xFFFF)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays how to add a match condition based on
ethertype.

consol e(confi g-cl assmap) #match ethertype arp

match ip6flowlbl

The match ip6flowlbl command adds to the specified class definition a
match condition based on the IPv6 flow label of a packet.

Syntax
match ip6flowlbl /zbe/
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e Jabel - The value to match in the Flow Label field of the IPv6 header
(Range 0-1048575).

Default Configuration

There is no default configuration for this command.

Command Mode
Ipv6-Class-Map Configuration mode.

User Guidelines

There are no user guidelines for this command.

Example

The following example adds a rule to match packets whose [Pv6 Ilow Label
equals 32312.

consol e(confi g-cl assmap) #mat ch i p6fl ow bl 32312

match ip dscp

Use the match ip dscp command in Class-Map Configuration mode to add to
the specified class definition a match condition based on the value of the IP
DiffServ Code Point (DSCP) field in a packet. This field is defined as the
high-order six bits of the Service Type octet in the IP header. The low-order
two bits are not checked.

Syntax
match ip dscp dscpval

*  dscpval — Specifies an integer value or a keyword value for the DSCP
field. (Integer Range: 0-63) (Keyword Values: af/1, aflZ, afi3, af2l, af22,
af?3 af3l, af32 af33, attl, af42, at43, be, csl, csl, cs2, cs3, cs4, cs5, cs6,
cs7, ef)

Default Configuration

This command has no default configuration.
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Command Mode
Class-Map Configuration mode

User Guidelines

The ip dscp, ip precedence, and ip tos match conditions are alternative ways
to specify a match criterion for the same Service Type field in the IP header
but with a slightly different user notation.

To specify a match on all DSCP values, use the match ip tos toshits tosmask
command with tosbits set to "0" (zero) and tosmask set to hex "03."

Example

The following example displays how to add a match condition based on the
DSCP field.

consol e(config-classnap)# match ip dscp 3

match ip precedence

Use the match ip precedence command in Class-Map Configuration mode to
add to the specified class definition a match condition based on the value of
the IP precedence field.

Syntax

match ip precedence precedence

*  precedence — Specifies the precedence field in a packet. This field is the
high-order three bits of the Service Type octet in the IP header. (Integer
Range: 0-7)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode
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User Guidelines

The ip dscp, ip precedence, and ip tos match conditions are alternative ways
to specify a match criterion for the same Service Type field in the IP header
but with a slightly different user notation.

To specify a match on all precedence values, use the match ip tos fosbits
tosmask command with tosbits set to "0" (zero) and tosmask set to hex "1E"

Example

The following example displays adding a match condition based on the value
of the IP precedence field.

consol e(confi g-cl assmap) #match i p precedence 1

match ip tos

Use the match ip tos command in Class-Map Configuration mode to add to
the specified class definition a match condition based on the value of the IP
TOS tield in a packet. This field is defined as all eight bits of the Service Type
octet in the IP header.

Syntax
match ip tos tosbits tosmask

*  tosbits— Specifies a two-digit hexadecimal number. (Range: 00-{f)

*  tosmask— Specifies the bit positions in the tosbits parameter that are
used for comparison against the IP TOS field in a packet. This value of this
parameter is expressed as a two-digit hexadecimal number. (Range: 00-£f)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode
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User Guidelines

The ip dscp, ip precedence, and ip tos match conditions are alternative ways
to specify a match criterion for the same Service Type field in the IP header
but with a slightly different user notation.

This specification is the free form version of the [P DSCP/Precedence/TOS
match specification in that you have complete control of specifying which
bits of the IP Service Type field are checked.

Example

The following example displays adding a match condition based on the value
of the IP TOS field in a packet.

consol e(confi g-cl assmap)#match ip tos AA EF

match protocol

Use the match protocol command in Class-Map Configuration mode to add
to the specified class definition a match condition based on the value of the
IP Protocol field in a packet using a single keyword notation or a numeric
value notation.

Syntax

match protocol { protocol-name | protocol-number}

*  protocol-name — Specifies one of the supported protocol name keywords.
The supported values are fcmp, 1gmp, ip, tep, and udp.

*  protocol-number — Specifies the standard value assigned by IANA.
(Range 0-255)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.
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Example

The following example displays adding a match condition based on the "ip"
protocol name keyword.

consol e(confi g-cl assnap) #match protocol ip

match source-address mac

Use the match source-address mac command in Class-Map Configuration
mode to add to the specified class definition a match condition based on the
source MAC address of the packet.

Syntax
match source-address mac address macmask

*  macaddr— Specifies any valid layer 2 MAC address formatted as six two-
digit hexadecimal numbers separated by colons.

*  macmask— Specifies a layer 2 MAC address bit mask formatted as six
two-digit hexadecimal numbers separated by colons. This bit mask does
not need to be contiguous.

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example adds to the specified class definition a match
condition based on the source MAC address of the packet.

consol e(confi g-cl assmap)# match source- address nac
10:10:10:10:10: 10 11:12:121:12:121:112
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match srcip

Use the match srcip command in Class-Map Configuration mode to add to
the specified class definition a match condition based on the source 1P
address of a packet.

Syntax
match sreip ipaddr ipmask
*  ipaddr— Specities a valid IP address.

* ipmask— Specifies a valid [P address bit mask. Note that although this IP
address bit mask is similar to a subnet mask, it does not need to be
contiguous.

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition for the specitied IP
address and address bit mask.

consol e(confi g-cl assnap)#match srcip 10.240.1.1
10.240.0.0

match srcip6

The match srcip6 command adds to the specified class definition a match
condition based on the source IPv6 address of a packet.

Syntax
match srcip6 source-ipv6-prefix/prefix-length
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*  source-ipv6-prefix—IPv6 prefix in IPv6 global address format.
o prefix-length—IPv6 prefix length value.

Default Configuration

There is no default configuration for this command.

Command Mode
Ipv6-Class-Map Contfiguration mode.

User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g-cl assmap) #mat ch srci p6 2001: DB8: : / 32

match srcldport

Use the match srcl4port command in Class-Map Configuration mode to add
to the specified class definition a match condition based on the source layer 4
port of a packet using a single keyword or a numeric notation.

Syntax
match srcldport { portkey | port-number}

*  portkey— Specifies one of the supported port name keywords. A match
condition is specified by one layer 4 port number. The currently supported
values are: domain, echo, ftp, ftpdata, http, smtp,snmp, telnet, tftp, and
WWW.

*  port-number— Specifies a layer 4 port number (Range: 0-65535).

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode
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User Guidelines

This command has no user guidelines.

Example

The following example displays how to add a match condition using the
"snmp" port name keyword.

consol e(confi g-cl assmap) #mat ch srcl 4port snnp

match vlan

Use the match vlan command in Class-Map Configuration mode to add to
the specified class definition a match condition based on the value of the
layer 2 VLAN Identifier field. This field is the only tag in a single tagged
packet or the first or outer tag of a double VLAN packet.

Syntax

match vlan v/an-id
*  vlan-id— Specifies a VLAN ID as an integer. (Range: 0-4095)

Default Configuration

This command has no default configuration.

Command Mode
Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example displays adding a match condition for the VLAN ID
HZ'H

consol e(confi g-cl assmap) #mat ch vl an 2
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mirror

Use the mirror command in Policy-Class-Map Configuration mode to mirror
all the data that matches the class defined to the destination port specified.

Syntax
mirror interface

* interface— Specifies the Ethernet port to which data needs to be copied.

Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines

The port identified in this command is identical to the destination port of the
monitor command.

Example
The following example displays how to copy all the data to port 1/0/5.
consol e(confi g-policy-classmap)#nmrror 1/0/5

police-simple

Use the police-simple command in Policy-Class-Map Configuration mode to
establish the traffic policing style for the specified class. The simple form of
the police command uses a single data rate and burst size, resulting in two
outcomes: conform and nonconform.

Syntax

police-simple {datarate burstsize conform-action {drop | set-prectransmit
cos | set-dscp-transmit dscpval | transmit} [violateaction {drop | set-cos-
transmit cos | set-prec-transmit cos | set-dscp-transmit dscpval | transmit}]}
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*  datarate— Data rate in kilobits per second (kbps). (Range:
1-4294967295)

*  burstsize— Burst size in Kbps (Range: 1-128)

* conform action — Indicates what happens when the packet is conforming
to the policing rule: it could be dropped, it could have its COS modified, it
could have its IP precedence modified, or it could have its DSCP
modified. The same actions are available for packets that do not conform
to the policing rule.

*  cos— Class of Service value. (Range: 0-7)

* dscpval — DSCP value. (Range: 0-63 or a keyword from this list, afl11,
afl2, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, csl,
cs2, ¢s3, cs4, cs5, cs6, cs7, ef)

Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Contfiguration mode

User Guidelines

Only one style of police command (simple) is allowed for a given class
instance in a particular policy.

Example

The following example shows how to establish the traffic policing style for the
specified class.

consol e(confi g-policy-classmap) #police-sinple 33 34
conformaction transnit violate-action transnit

policy-map

Use the policy-map command in Global Configuration mode to establish a
new DiffServ policy or to enter policy map configuration mode. To remove
the policy, use the no form of this command.
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Syntax
policy-map policyname |in|out]

no policy-map policyname

Parameter Description

Parameter Description

policyname Specifies the DiffServ policy name as a unique case-sensitive
alphanumeric string of characters. (Range: 1-31 alphanumeric
characters.)

n The policy is applied on ingress. Must be specified to create
new DiffServ policies. An existing policy can be selected
without specifying "in" or "out".

out The policy is applied on egress. Either "in" or "out" must be
specified to create a new DiffServ policy. An existing policy may
be selected without the "in" or "out" parameter.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

The CLI mode is changed to Policy-Class-Map Configuration when this
command is successtully executed.

The policy type dictates which of the individual policy attribute commands
are valid within the policy definition.

Example

The following example shows how to establish a new ingress DiffServ policy
named "DELL."

consol e(confi g) #pol i cy-map DELL in

consol e(confi g-policy-cl assmap) #
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redirect

Use the redirect command in Policy-Class-Map Configuration mode to
specify that all incoming packets for the associated traffic stream are
redirected to a specific egress interface (physical port or port-channel).

Syntax
redirect interface

* interface— Specifies any valid interface. Interface is Ethernet port or
port-channel (Range: pol-po32 or gil/0/1-gil/0/24)

Default Configuration

This command has no default configuration.

Command Mode
Policy-Class-Map Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example shows how to redirect incoming packets to port 1/0/1.

consol e(confi g-policy-classmap)#redirect 1/0/1

service-policy

Use the service-policy command in either Global Configuration mode (for all
system interfaces) or Interface Configuration mode (for a specific interface)
to attach a policy to an interface. To return to the system default, use the no
form of this command.

Syntax
service-policy {in|out} policymapname

no service-policy {in|out} policymapname
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Parameter Description

Parameter Description

policymapname Specifies the DiffServ policy name as a unique case-sensitive
alphanumeric string. (Range: 1-31 alphanumeric characters.)

in Apply the policy on ingress.

out Apply the policy on egress.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode (for all system interfaces)

Interface Configuration (Ethernet, Port-channel) mode (for a specific
interface)

User Guidelines

This command effectively enables DiffServ on an interface. No separate
interface administrative mode command for DiffServ is available. Use the
policy-map command to configure the DiffServ policy. The service-policy
direction must catch the direction given for the policy map.

Ensure that no attributes within the policy definition exceed the capabilities
of the interface. When a policy is attached to an interface successfully, any
attempt to change the policy definition, such that it would result in a
violation of the interface capabilities, causes the policy change attempt to
fail. ACLs and DiffServ policies may not both exist on the same interface in
the same direction.

Example

The following example shows how to attach a service policy named "DELL" to
all interfaces.

consol e(confi g) #service-policy DELL
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show class-map

Use the show class-map command in Privileged EXEC mode to display all
configuration information for the specified class.

Syntax

show class-map [ classname]

*  classname — Specifies the valid name of an existing DiffServ class.
(Range: 1-31 characters)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays all the configuration information for the class
named "Dell".

consol e#show cl ass- map

Class L3
Cl ass Nane Type Proto Ref erence Cl ass Nane
i pv4 All i pvd
i pv6 All i pv6
stop_http_cl ass All i pvb
mat ch_i cnp6 All i pvé

consol e#show cl ass-map i pv4
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A ass Type. ... All

Class Layer3 Protocol............ .. ... ... i pvd
Match Criteria Val ues

Source | P Address 2.2.2.2 (255.255.255.0)

consol e#show cl ass-map stop_http_cl ass

Class NamB. . ... o stop_http_cl ass
Class TYPe. .ot All
Class Layer3 Protocol .......................... i pv6
Match Criteria Val ues
Source | P Address 2001: DB8: : /32
Source Layer 4 Port 80( ht t p/ www)

show classofservice dot1p-mapping

Use the show classofservice dotl p-mapping command in Privileged EXEC
mode to display the current Dotlp (802.1p) priority mapping to internal
traffic classes for a specific interface.

Syntax

show classofservice dot1p-mapping [{gigabitethernet unit/slot/port | port-
channel port-channel-number | tengigabitethemet unit/slot/port}|

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode
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User Guidelines

If the interface is specified, the 802.1p mapping table of the interface is
displayed. If omitted, the most recent global configuration settings are
displayed.

Example

The following example displays the dotlp traffic class mapping and user
priorities.

consol e#show cl assof servi ce dot 1p- mappi ng

User Priority Traffic d ass

The following table lists the parameters in the example and gives a
description of each.

Parameter Description

User Priority The 802.1p user priority value.

Traffic Class The traffic class internal queue identifier to which
the user priority value is mapped.
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show classofservice ip-dscp-mapping

Use the show classofservice ip-dscp-mapping command in Privileged EXEC
mode to display the current IP DSCP mapping to internal traffic classes for a

specific interface.

Syntax
show classofservice ip-dscp-mapping

*  Command is supported only globally.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

Example
consol e#show cl assof servi ce i p-dscp- mappi ng

0(be/ csO

N O O B~ W N Bk
S N T
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8(csl)

9
10( af 11)
11

12(af 12)
13
14( af 13)
15
16(cs2)
17
18( af 21)
19

--Mre-- or (Q)uit

20( af 22)
21
22( af 23)
23
24(cs3)
25
26( af 31)
27
28( af 32)
29
30( af 33)
31
32(cs4)
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33
34( af 41)
35
36( af 42)
37
38( af 43)
39
40( cs5)
41
42

N N N N NN N DN DNMNDN

--Mre-- or (Quit

43

44

45
46(ef)
47

48( cs6)
49

50

51

52

53

54

55
56(cs7)
57

W W W W W W W W W w N DNMNDNDDNdDDN
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58
59
60
61
62
63

W W W w w w

consol e#

show classofservice trust

Use the show classofservice trust command in Privileged EXEC mode to
display the current trust mode setting for a specific interface.

Syntax

show classofservice trust [{gigabitethernet unsi/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port}|

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

If the interface is specified, the port trust mode of the interface is displayed.
If omitted, the port trust mode for global configuration is shown.

Example

The following example displays the current trust mode settings for the
specified port.

consol e#show cl assof service trust 1/0/2
Cl ass of Service Trust Mde: Dot1P
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show diffserv

Use the show diffserv command in Privileged EXEC mode to display the
DiffServ general information, which includes the current administrative
mode setting as well as the current and maximum number of DiffServ
components.

Syntax

show diffserv

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays the DiffServ information.

consol e#show di ffserv

DiffServ Admin node. ....... ... ... ... . ...... Enabl e
Class Table Size Current/Max................. 51/ 25
Class Rule Table Size Current/Max............ 6 / 150
Policy Table Size Current/Max................ 2/ 64
Policy Instance Table Size Current/Max....... 2 | 640
Policy Attribute Table Size Current/Mx...... 2/ 1920
Service Table Size Current/Max............... 26 / 214
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show diffserv service interface

Use this command in Privileged EXEC mode to display policy service
information for the specified interface.

Syntax

show diffserv service interface {gigabitethernet unst/slot/port |
tengigabitethernet unst/slot/port} {in|out}

Parameter Description

Parameter Description
in Show ingress policies.
out Show engress policies.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines

This command has no user guidelines.

Example

consol e##tshow di ffserv service interface
gi gabitethernet 1/0/1 in

DiffServ Admin Mdde............ .. ... Enabl e
Interface. . ....... . 1/0/1
DireCcti ON. . .o In
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No policy is attached to this interface in this

di rection.

show diffserv service interface port-channel

Syntax Description

show diffserv service interface port-channel channel-group {in|out}

Parameter Description

Parameter

Description

channel-group

A valid port-channel in the system. (Range: 1-18)

in

Show ingress policies.

out

Show engress policies.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC

User Guidelines
Not applicable

Example

consol e#show di ffserv service interface port-channel

DiffServ Admin Mode. . .......... ... ... ... ..... Enabl e
Interface. ... ... ... pol
Direction. ... ... ... In

1in

No policy is attached to this interface in this direction

QoS Commands

643



show diffserv service brief

Use the show diffserv service brief command in Privileged EXEC mode to
display all interfaces in the system to which a DiffServ policy has been
attached.

Syntax

show diffserv service brief

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how to display all interfaces in the system to
which a DiffServ policy has been attached.

consol e# show diffserv service brief

Interface Direction Qper St at us Pol i cy Nane

show interfaces cos-queue

Use the show interfaces cos-queue command in Privileged EXEC mode to
display the class-of-service queue configuration for the specified interface.

Syntax

show interfaces cos-queue [{gigabitethernet unit/slot/port | port-channel
port-channel-number | tengigabitethemet unit/slot/port}|
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Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

If the interface is specified, the class-of-service queue configuration of the
interface is displayed. If omitted, the most recent global configuration
settings are displayed.

Examples

The following example displays the COS configuration with no unit/slot/port
or port-channel parameter.

consol e#show i nterfaces cos-queue

d obal Configuration
Interface Shaping Rate......................... 0

Queue Id M n. Bandwi dth Schedul er Type Queue
Managenent Type

0 0 Wi ght ed Tail Drop
1 0 Wi ght ed Tail Drop
2 0 Wi ght ed Tail Drop
3 0 Wi ght ed Tail Drop
4 0 Wi ght ed Tail Drop
5 0 Wi ght ed Tail Drop
6 0 Wi ght ed Tail Drop

This example displays the COS configuration for the specified interface 1/0/1.
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consol e#show i nterfaces cos-queue gigabitethernet 1/0/1
Interface. ... ... . 1/0/1
Interface Shaping Rate................... ... ... 0

Queue Id M n. Bandwi dt h Schedul er Type Queue
Managenent Type

0 0 Wi ght ed Tail Drop
1 0 Wei ght ed Tail Drop
2 0 Wei ght ed Tail Drop
3 0 Wi ght ed Tail Drop
4 0 Wei ght ed Tail Drop
5 0 Wei ght ed Tail Drop
6 0 Wi ght ed Tai |l Drop

The following table lists the parameters in the examples and gives a
description of each.

Parameter Description

Interface The port of the interface. If displaying the global
configuration, this output line is replaced with a
global configuration indication.

Intf Shaping Rate The maximum transmission bandwidth limit for
the interface as a whole. It is independent of any
per-queue maximum bandwidth values in effect

for the interface. This value is a configured value.

Queue Mgmt Type The queue depth management technique used for
all queues on this interface.

Queue An interface supports 1 queues numbered 0 to
(n-1).The specific nvalue is platform-dependent.
Internal egress queue of the interface; queues 0-6
are available.
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Parameter Description

Minimum Bandwidth The minimum transmission bandwidth guarantee
for the queue, expressed as a percentage. A value of
0 means bandwidth is not guaranteed and the
queuce operates using best-effort. This value is a
configured value.

Scheduler Type Indicates whether this queue is scheduled for
transmission using a strict priority or a weighted
scheme. This value is a configured value.

show interfaces random-detect

Use the show interfaces random-detect command in Privileged EXEC mode
to display WRED policy on an interface.

Syntax

show interfaces random-detect interface-id

Parameter Description

Parameter Description

interface-id Spectfy an interface type. Valid interfaces include physical ports
and port channels.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

Use the show interfaces cos-queue command to show the global or per
interface scheduler type and queue management types.
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show policy-map
Use the show policy-map command in Privileged EXEC mode to display all

configuration information for the specified policy.

Syntax
show policy-map | policyname]
*  policyname — Specifies the name of a valid existing DiffServ policy.
(Range: 1-31)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays the DiffServ information.

consol e#show pol i cy- map

Policy Name Policy Type d ass Menbers

POLY1 XXX Del | Cl ass
DELL XXX Del | Cl ass

show policy-map interface

Use the show policy-map interface command in Privileged EXEC mode to
display policy-oriented statistics information for the specified interface.

648 | QoS Commands



Syntax

show policy-map interface {gigabithethernet | tengigabitethernet
unit/slot/port} {in|out}

Parameter Description

Parameter Description
n Show inbound service policies.
out Show outbound service policies.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays the statistics information for port 1/0/1.
consol e#show policy-map interface 1/0/1 in

Interface. ... ... .. 1/0/1
Qperational Status.............. ... .. ... ... ... Down
Policy Name....... ... ... .. . . . . . DELL

I nterface Summary:

Cass Name. . ... mur al i
In Discarded Packets............... ... ....... 0
Cass Name. . ... t est
In Discarded Packets........... ... ... ....... 0
Cass Name. . ... DELL1



In Discarded Packets............ ... ... ... ... 0
Cass NamB. . . ... DELL

In Discarded Packets............ ... ... ... ... 0

show service-policy

Use the show service-policy command in Privileged EXEC mode to display a
summary of policy-oriented statistics information for all interfaces.

Syntax

show service-policy

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays a summary of policy-oriented statistics
information.

consol e#show servi ce-policy
Qper Pol i cy
I ntf St at Narme
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1/0/5 Down DELL
1/0/6 Down DELL
1/0/7 Down DELL
1/0/8 Down DELL
1/0/9 Down DELL
1/0/ 10 Down DELL

traffic-shape

Use the traffic-shape command in Global Configuration mode and Interface
Configuration mode to specify the maximum transmission bandwidth limit
for the interface as a whole. This process, also known as rate shaping, has the
cffect of smoothing temporary traffic bursts over time so that the transmitted
traffic rate is bounded. To restore the default interface shaping rate value, use
the no form of this command.

Syntax
traffic-shape Hwkbps

no traffic-shape

*  bw — Maximum transmission bandwidth value expressed in Kbps.

(Range: 64 - 4294967295)

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.
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Example

The following example displays the setting of traffic-shape to a maximum
bandwidth of 1024 Kbps.

consol e(config-if-1/0/1)#traffic-shape 1024 kbps
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RADIUS Commands

Managing and determining the validity of users in a large network can be
significantly simplified by making use of a single database of accessible
information supplied by an Authentication Server. These servers commonly
use the Remote Authentication Dial In User Service (RADIUS) protocol as
defined by RFC 2865.

RADIUS permits access to a user’s authentication and configuration
information contained on the server only when requests are received from a
client that shares an encrypted secret with the server. This secret is never
transmitted over the network in an attempt to maintain a secure
environment. Any requests from clients that are not appropriately configured
with the secret or access from unauthorized devices are silently discarded by
the server.

RADIUS conforms to a client/server model with secure communications
using UDP as a transport protocol. It is extremely flexible, supporting a
variety of methods to authenticate and statistically track users. It is very
extensible allowing for new methods of authentication to be added without
disrupting existing network functionality.

PowerConnect supports a RADIUS client in conformance with RFC 2865 and
accounting functions in conformance with RFC2866. The RADIUS client
will apply user policies under control of the RADIUS server, e.g. password
lockout or login time of day restrictions. The RADIUS client supports up to
32 named authentication and accounting servers.

Commands in this Chapter

This chapter explains the following commands:

aaa accounting network primary radius-server timeout
default start-stop group

radius

acct-port priority retransmit
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auth-port radius-server deadtime show aaa servers

deadtime radius-server host show radius statistics
key radius-server key source-ip

msgauth radius-server retransmit timeout

name (RADIUS server) radius-server source-ip usage

aaa accounting network default start-stop group
radius

Use the aaa accounting network default start-stop group radius command to
enable RADIUS accounting on the switch. Use the “no” form of this
command to disable RADIUS accounting.

Syntax
aaa accounting network default start-stop group radius

no aaa accounting network default start-stop group radius

Default Configuration
RADIUS accounting is disabled by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

consol e(confi g)#aaa accounting network default start-
stop group radius
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acct-port

Use the acct-port command to set the port that connects to the RADIUS
accounting server. Use the "no" form of this command to reset the port to the
default.

Syntax
acct-port port

no acct-port

*  port— The layer 4 port number of the accounting server (Range: 1 -

65535).

Default Configuration
The default value of the port number is 1813.

Command Mode

Radius (accounting) mode

User Guidelines

There are no user guidelines for this command.

Example
The following example sets port number 56 for accounting requests.
consol e(confi g) #radi us- server host acct 3.2.3.2

consol e( Confi g-acct -radi us) #acct - port 56

auth-port

Use the auth-port command in Radius mode to set the port number for
authentication requests of the designated Radius server.

Syntax

auth-port auth-port-number
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*  auth-port-number— Port number for authentication requests. (Range: 1 -
05535)

Default Configuration
The default value of the port number is 1812.

Command Mode

Radius mode

User Guidelines
The host is not used for authentication if set to 0.

User must enter the mode corresponding to a specific Radius server before
executing this command.

Example

The following example sets the port number 2412 for authentication
requests.

consol e(confi g) #radi us- server host 192.143.120. 123

consol e(confi g-radi us) #aut h-port 2412

deadtime

Use the deadtime command in Radius mode to configure the minimum
amount of time to wait before attempting to re-contact an unresponsive
RADIUS server. If a RADIUS server is currently active and responsive, that
server will be used until it no longer responds. RADIUS servers whose
deadtime interval has not expired are skipped when searching for a new
RADIUS server to contact.

Syntax
deadtime deadtime

*  deadtime — The amount of time that the unavailable server is skipped
over. (Range: 0-2000 minutes)
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Default Configuration

The default deadtime interval is 0 minutes.

Command Mode

Radius mode

User Guidelines

If only one RADIUS server is configured, it is recommended to use a
deadtime interval of 0.

Example
The following example specifies a deadtime interval of 60 minutes.
consol e(confi g) #radi us-server host 192.143.120. 123

consol e(confi g-radi us) #deadti nre 60

key
Use the key command to specify the encryption key which is shared with the
RADIUS server. Use the "no" form of this command to remove the key.
Syntax
key key-string

*  key-string— A string specifying the encryption key (Range: 0 - 128

characters).

Default Configuration

There 1s no key configured by default.

Command Mode

Radius mode

User Guidelines

There are no user guidelines for this command.
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Example

The following example specifies an authentication and encryption key of
“lion-king”.

consol e(confi g) #radi us- server host acct 3.2.3.2

consol e( Confi g-acct-radi us) #key keyacct

msgauth

Use the msgauth command to enable the message authenticator attribute to
be used for the RADIUS Authenticating server being configured. Use the
“no” form of this command to disable the message authenticator attribute.

Syntax
msgauth

no msgauth

Default Configuration

The message authenticator attribute is enabled by default.

Command Mode

Radius mode

User Guidelines

There are no user guidelines for this command.

Example
consol e( Confi g- aut h-radi us) #nsgaut h

name (RADIUS server)

Use the name command to assign a name to a RADIUS server. Use the no
form of the command to return the name to the default value.

Syntax

name servername
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no name

Parameter Description

Parameter Description

servername The name for the RADIUS server (Range: 1 - 32 characters).

Default Configuration
The default RADIUS server name is Default-RADIUS-Server.

Command Mode

Radius mode

User Guidelines

Names may only be set for authentication servers, not for accounting servers.
Names may consist of alphanumeric characters and the underscore, dash and
blanks.Embed the name in double quotes to use a name with blanks.

ﬂ NOTE: When multiple radius servers are configured with different names, e.g..
ServerName is name1 and address is 1.1.1.1
ServerName is name2 and address is 1.1.1.2

The radius request is always sent to the first ordered name server list, i.e. name1 server
list would be tried before moving on to name2. Even if the priority value of serversin
name2 is lower (lower value indicates high priority) the request would be sent to the
namel servers. If for name1 list, the configured servers fail to respond, the request
is sent to the second configured name list.

Within the same server list, the first primary server would be tried. You can have multiple
secondary servers in the same name list. From the multiple secondary servers, the
one with the lowest priority value would be tried. For a different named server list,
the server name would be based on lexicographic order. For e.g.. if name9, namel1,
name6 are configured in this order, name1, then name6, then name9 would be tried.

Example
consol e(confi g) #radi us- server host acct 3.2.3.2

consol e( Confi g-acct-radi us) #nane acct 777
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primary

Use the primary command to specify that a configured server should be the
primary server in the group of authentication servers which have the same
server name. Multiple primary servers can be configured for each group of
servers which have the same name. When the RADIUS client has to perform
transactions with an authenticating RADIUS server of the specified name, it
uses the primary server that has the specified server name by default. If it fails
to communicate with the primary server for any reason, it uses the backup
servers configured with the same server name. These backup servers are
identified as the “Secondary” type.

Syntax

primary

Default Configuration

There is no primary authentication server by default.

Command Mode

Radius mode

User Guidelines

There are no user guidelines for this command.

Example
consol e( Confi g- aut h-radi us) #pri mary

priority

Use the priority command in Radius mode to specify the order in which the
servers are to be used, with 0 being the highest priority.

Syntax
priority priority
»  prionty — Sets server priority level. (Range 0-65535)
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Default Configuration
The default priority is 0.

Command Mode

Radius mode

User Guidelines

User must enter the mode corresponding to a specific Radius server before
executing this command.

Example
The following example specifies a priority of 10 for the designated server.
consol e(confi g) #radi us-server host 192.143.120. 123

consol e(config-radius)#priority 10

radius-server deadtime

Use the radius-server deadtime command in Global Configuration mode to
configure the minimum amount of time to wait before attempting to
recontact an unresponsive RADIUS server. If a RADIUS server is currently
active and responsive, that server will be used until it no longer responds.
RADIUS servers whose deadtime interval has not expired are skipped when
searching for a new RADIUS server to contact. To set the deadtime to 0, use
the no form of this command.

Syntax
radius-server deadtime deadtime
no radius-server deadtime

* deadtime— Length of time in minutes, for which a Radius server is
skipped over by transaction requests. (Range: 0-2000 minutes). Deadtime
is used to mark an unavailable Radius server as dead until this user-
configured time expires. Deadtime is configurable on a Radius server basis.

Default Configuration

The default dead time is 0 minutes.
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Command Mode
Global Configuration mode

User Guidelines

If only one RADIUS server is configured, it is recommended that the
deadtime interval be left at 0.

Example

The following example sets the minimum interval for a RADIUS server will
not be contacted after becoming unresponsive.

consol e(confi g) #radi us-server deadtine 10

radius-server host

Use the radius-server host command in Global Configuration mode to specify
a RADIUS server host and enter RADIUS Configuration mode. To delete the
specified Radius host, use the no form of this command.

Syntax
radius-server host [ acct | auth | { pp-address | hostname }

no radius-server host [ acct | auth | { ip-address | hostname }

Parameter Description

Parameter Description

acct | auth The type of server (accounting or authentication).

ip-address The RADIUS server host IP address.

hostname Host name of the Radius server host. (Range: 1-255
characters).

Default Configuration

The default server type is authentication. The default server name is Default
RADIUS Server. The default port number is 1812 for an authentication
server and 1813 for an accounting server.
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Command Mode
Global Configuration mode

User Guidelines

Radius servers are keyed by the host name, therefore it is advisable to use
unique server host names.

Example

The following example specifies a Radius server host with the following
characteristics:

Server host IP address — 192.168.10.1
consol e(confi g) #radi us-server host 192.168.10.1

radius-server key

Use the radius-server key command in Global Configuration mode to set the
authentication and encryption key for all Radius communications between
the switch and the Radius server. To reset to the default, use the no form of
this command.

Syntax
radius-server key [key-string]

no radius-server key

*  key-string— Specifies the authentication and encryption key for all Radius
communications between the switch and the Radius server. This key must
match the encryption used on the Radius server. (Range: 1-128 characters)

Default Configuration
The default is an empty string.

Command Mode
Global Configuration mode
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User Guidelines

This command has no user guidelines.

Example

The following example sets the authentication and encryption key for all
Radius communications between the device and the Radius server to “dell-
server.”

consol e(confi g) #radi us-server key dell-server

radius-server retransmit

Use the radius-server retransmit command in Global Configuration mode to
specify the number of times the Radius client will retransmit requests to the
Radius server. To reset the default configuration, use the no form of this
command.

Syntax
radius-server retransmit retries
no radius-server retransmit

* retries— Specifies the retransmit value. (Range: 1-10)

Default Configuration
The default is 3 attempts.

Command Mode
Global Contfiguration mode

User Guidelines

This command has no user guidelines.

Example

The following example configures the number of times the Radius client
attempts to retransmit requests to the Radius server to 5 attempts.

consol e(confi g) #radi us-server retransnmt 5
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radius-server source-ip

Use the radius-server source-ip command in Global Configuration mode to
specify the source IP address used for communication with Radius servers. To
return to the default, use the no form of this command. 0.0.0.0 is interpreted
as a request to use the IP address of the outgoing IP interface.

Syntax
radius-server source-ip source
no radius-server source-ip

*  source — Specifies the source [P address.

Default Configuration
The default IP address is the outgoing IP interface.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example configures the source IP address used for
communication with Radius servers to 10.1.1.1.

consol e(confi g) #radi us-server source-ip 10.1.1.1

radius-server timeout

Use the radius-server timeout command in Global Configuration mode to set
the interval for which a switch waits for a server host to reply. To restore the
default, use the no form of this command.

Syntax
radius-server timeout tzmeout

no radius-server timeout
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*  timeout— Specifies the timeout value in seconds. (Range: 1-30)

Default Configuration

The default value is 3 seconds.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example sets the interval for which a switch waits for a server
host to reply to 5 seconds.

consol e(confi g) #radi us-server tineout 5

retransmit

Use the retransmit command in Radius mode to specify the number of times
the Radius client retransmits requests to the Radius server.

Syntax

retransmit retries

*  retries — Specifies the retransmit value. (Range: 1-10 attempts)

Default Configuration

The default number for attempts is 3.

Command Mode

Radius mode

User Guidelines

User must enter the mode corresponding to a specific Radius server before
executing this command.
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Example
The following example of the retransmit command specifies five retries.
consol e(confi g) #radi us- server host 192.143.120. 123

consol e(config-radius)#retransnmt 5

show aaa servers

Use the show aaa servers command to display the list of configured RADIUS
servers and the values configured for the global parameters of the RADIUS
client.

Syntax

show aaa servers [accounting | authentication | [name [servername|]

Parameter Description

Parameter Description

accounting This optional parameter will cause accounting servers to be
displayed.

authentication This optional parameter will cause authentication servers to be
displayed.

name This optional parameter will cause the server names to be

displayed instead of the server configuration parameters.

servername Will cause only the server(s) with server-namename to be
displayed. There are no global parameters displayed when this
parameter is specified.

Default Configuration

Authentication servers are displayed by default.

Command Mode
User EXEC, Privileged EXEC

User Guidelines
The following fields are displayed:
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Field

Description

Configured
Authentication Servers

The number of RADIUS Authentication servers that have
been configured.

Configured Accounting
Servers

The number of RADIUS Accounting servers that have
been configured.

Named Authentication
Server Groups

The number of configured named RADIUS server groups.

Named Accounting
Server Groups

The number of configured named RADIUS server groups.

Timeout The configured timeout value, in seconds, for request
retransmissions.

Retransmit The configured value of the maximum number of times a
request packet is retransmitted.

Deadtime The length of time an unavailable RADIUS server is
skipped.

RADIUS Accounting A Global parameter to indicate whether the accounting

Mode mode for all the servers is enabled or not.

RADIUS Attribute 4 A Global parameter to indicate whether the NAS-IP-

Mode Address attribute has been enabled to use in RADIUS
requests.

RADIUS Attribute 4 A Global parameter that specifies the IP address to be

Value used in NAS-IP-Address attribute to be used in RADIUS
requests.

Example

consol e#tshow aaa servers

| P address Type

6.6.6.6 Aut h
5.5.5.5 Aut h
4.4.4.4 Aut h
3.3.3.3 Aut h
2.2.2.2 Aut h
1.1.1.1 Acct

Port TineQut Retran. DeadTine Source IP Prio. Usage

1812 dobal dobal G obal d obal 0 al |
1812 dobal Gdobal @ obal d obal 0 al |
1812 dobal dobal 4 obal d obal 0 al |
1812 dobal dobal 4 obal d obal 0 al |
1812 dobal dobal @ obal d obal 0 al |
1813 NA N A N A N A N A N A
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G obal val ues

Nunmber of Configured Authentication Servers.... 5
Nunber of Configured Accounting Servers........ 1
Nunmber of Named Authentication Server Goups... 2
Nunmber of Nanmed Accounting Server G oups....... 1
Nunber of Retransmits.......................... 3
Timeout Duration............................ ... 15
Deadtime............. ... .. 0
Source [P ... 0.0.0.0
RADI US Accounting Mode......................... Di sabl e
RADIUS Attribute 4 Mde........................ Di sabl e
--Mre-- or (q)uit

RADIUS Attribute 4 Value....................... 0.0.0.0

consol e#fshow aaa servers nane

Server Nane Host Address Por t Secr et
Confi gured

Def aul t - RADI US- Ser ver 4.4.4.4 1812 No

test 6.6.6.6 1812 No

consol e#show r adi us- servers

| P address Type Port TimeQut Retran. DeadTime Source |P
Prio. Usage

10.27.5.157 Auth 1812 dobal dobal d obal 10.27.65.13 O
al |

d obal val ues

Configured Authentication Servers : 1
Configured Accounting Servers : 0
Named Aut hentication Server Goups : 1
Naned Accounting Server Goups : O
Timeout : 3

Retransmit : 3

Deadtinme : O
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Source IP: 0.0.0.0
RADI US Attribute 4 Mode : Disable
RADI US Attribute 4 Value : 0.0.0.0

consol e#show radi us-servers accounting name

Server Nane Host Address Por t Type

Def aul t - RADI US- Ser ver 2.2.2.2 1813 Secondary

consol e#show radi us-servers nanme Def aul t - RADI US- Ser ver

RADIUS Server Name..................couuunnn. Def aul t - RADI US- Ser ver
Current Server |P Address................... 1.1.1.1

Retransmits. ...... ... .. i 4

Timeout. . ... 5

Deadtime. . ... ... 0

POrt . 1812

Source IP...... ... 0.0.0.0

Secret Configured........... ... ... ..., No

Message Authenticator....................... Enabl e

show radius statistics

Use the show radius statistics command to show the statistics for an
authentication or accounting server.

Syntax

show radius statistics [accounting | authentication | [{zpaddress | hostname
| name servername }|
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Parameter Description

Parameter Description

accounting | The type of server (accounting or authentication).

authentication

ipaddress The RADIUS server host IP address.

hostname Host name of the Radius server host. (Range: 1-158
characters). The command allows spaces in the host
name when specified in double quotes. For example,
console(config) #snmp-server host "host name"

servername The alias used to identify the server.

Default Configuration

There is no default configuration for this command.

Command Mode

User EXEC, Privileged EXEC modes

User Guidelines

The following fields are displayed for accounting servers:

Field

Description

RADIUS
Accounting Server
Name

Name of the accounting server.

Server Host

IP address of the host.

Address

Round Trip Time |The time interval, in hundredths of a second, between the most
recent Accounting Response and the Accounting Request that
matched it from this RADIUS accounting server.

Requests The number of RADIUS Accounting Request packets sent to this
server not including the retransmissions.

Retransmissions | The number of RADIUS Accounting Request packets

retransmitted to this RADIUS accounting server.
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Field Description

Responses The number of RADIUS packets received on the accounting port
from this server.

Malformed The number of malformed RADIUS Accounting Response

Responses packets received from this server. Malformed packets include
packets with an invalid length. Bad authenticators or signature
attributes or unknown types are not included as malformed
accounting responses.

Bad The number of RADIUS Accounting Response packets

Authenticators containing invalid authenticators received from this accounting
SETver.

Pending Requests | The number of RADIUS Accounting Request packets destined
for this server that have not yet timed out or received a response.

Timeouts The number of accounting timeouts on this server.

Unknown Types | The number of packets unknown type which were received from
this server on accounting port.

Packets Dropped | The number of RADIUS packets received from this server on
accounting port and dropped for some other reason.

The following fields are displayed for authentication servers:

Field

Description

RADIUS Server
Name

Name of the authenticating server.

Server Host

Address

IP address of the host.

Access Requests

The number of RADIUS Access Request packets sent to this
server. This number does not include retransmissions.

Access The number of RADIUS Access Request packets retransmitted
Retransmissions  [to this RADIUS authentication server.
Access Accepts The number of RADIUS Access Accept packets, including both

valid and invalid packets, that were received from this server.

Access Rejects

The number of RADIUS Access Reject packets, including both
valid and invalid packets, that were received from this server.
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Field Description

Access Challenges | The number of RADIUS Access Challenge packets, including
both valid and invalid packets, that were received from this
server.

Malformed Access | The number of malformed RADIUS Access Response packets
Responses received from this server. Malformed packets include packets
with an invalid length. Bad authenticators or signature attributes
or unknown types are not included as malformed access

responses.

Bad The number of RADIUS Access Response packets containing

Authenticators invalid authenticators or signature attributes received from this
Server.

Pending Requests | The number of RADIUS Access Request packets destined for
this server that have not yet timed out or received a response.

Timeouts The number of authentication timeouts to this server.

Unknown Types | The number of packets unknown type which were received from
this server on the authentication port.

Packets Dropped | The number of RADIUS packets received from this server on
authentication port and dropped for some other reason.

Example
consol e#show radi us statistics accounting 192. 168. 37. 200

RADI US Accounting Server Name.................
Def aul t _RADI US_Ser ver

Host Address. ............. ..
192. 168. 37. 200

Round Trip Time. ... ... 0. 00
Request s. . ... 0
Retransm SSiONS. ........... 0
ReSpONSeS. . .. 0
Mal formed Responses. ............ ... 0
Bad Authenticators......................... ... 0
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Pending Requests........... ... ... .. 0

TIMBOULS. . 0
Unknown TYPesS. . ... 0
Packets Dropped. ... ... ... .. 0

consol e#show radi us statistics name Default RADI US Server

RADI US Server Name..............cuiuiinna..
Def aul t _RADI US_Ser ver

Server Host Address...........................
192. 168. 37. 200

Access Requests......... ... i 0. 00
Access Retransmissions........................ 0
Access AccCeptsS. ... ... 0
Access Rejects. . ... 0
Access Challenges....... ... ... .. .. .. .. 0
Mal f ormed Access Responses. ................... 0
Bad Authenticators............... ... ... .. ... 0
Pending Requests......... ... . ... .. 0
TiMBOULS. . . 0
Unknown TYPesS. .. ... 0
Packets Dropped. . ...... ... .. 0
source-ip

Use the source-ip command in Radius mode to specify the source IP address
to be used for communication with Radius servers. 0.0.0.0 is interpreted as a
request to use the IP address of the outgoing IP interface.

Syntax

SOUICC-iP source
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e source — A valid source IP address.

Default Configuration
The IP address is of the outgoing IP interface.

Command Mode

Radius mode

User Guidelines

User must enter the mode corresponding to a specific Radius server before
executing this command.

Example
The following example specifies 10.240.1.23 as the source IP address.
consol e(confi g) #radi us-server host 192.143.120.123

consol e(confi g-radi us) #source-i p 10.240.1.23

timeout

Use the timeout command in Radius mode to set the timeout value in
seconds for the designated Radius server.

Syntax
timeout #meout

*  timeout — Timeout value in seconds for the specified server. (Range: 1-30
seconds.)

Default Configuration

The default value is 3 seconds.

Command Mode

Radius mode
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User Guidelines

User must enter the mode corresponding to a specific Radius server before
executing this command.

Example

The following example specifies the timeout setting for the designated
Radius Server.

consol e(confi g) #radi us-server host 192.143.120.123

consol e(confi g-radi us) #ti meout 20

usage

Use the usage command in Radius mode to specify the usage type of the
server.

Syntax
usage ftype

*  type — Variable can be one of the following values: login, §02. Ix or all.

Default Configuration
The default variable setting is a//

Command Mode

Radius mode

User Guidelines

User must enter the mode corresponding to a specific Radius server before
executing this command.

Example
The following example specifies usage type login.
consol e(confi g) #radi us-server host 192.143.120. 123

consol e(confi g-radi us) #usage | ogi n
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Spanning Tree Commands

The Multiple Spanning Tree Protocol (MSTP) component complies with
IEEE 802.1s by efficiently navigating VLAN traffic over separate interfaces
for multiple instances of Spanning Tree. IEEE 802.1D, Spanning Tree and
IEEE 802.1w, Rapid Spanning Tree are supported through the IEEE §02.1s
implementation. The difference between the RSTP and STP (IEEE §02.1D)
is the ability to configure and recognize full-duplex connectivity and ports
that are connected to end stations. The difference enables RSTP to rapidly
transition to the Forwarding state and to suppress the Topology Change
Notification PDUs, where possible.

A VLAN ID does not have to be pre-configured before mapping it to an MST

instance.
Management of MSTP is compliant with the requirements of REFC5060.
The following features are supported by PowerConnect MSTP:

STP Loop Guard - The Loop Guard feature is an enhancement of the
Multiple Spanning Tree Protocol. Loop guard protects a network from
forwarding loops induced by BPDU packet loss. It can be configured to
prevent a blocked port from transitioning to the forwarding state when the
port stops receiving BPDUs for some reason (such as a uni-directional link
failure).

STP BPDU Guard - The STP BPDU guard allows the network administrator
to enforce the STP domain borders and keep the active topology consistent
and predictable. The switches behind the edge ports that have STP BPDU
guard enabled are not able to influence the overall STP topology. At the
reception of BPDUs, the BPDU guard operation disables the port that is
configured with this option and transitions the port into disable state. This
would lead to administrative disable of the port.

STP Root Guard - The root guard ensures that the port on which root guard
is enabled is the designated port. In a root bridge ports are all designated
ports, unless two or more ports of the root bridge are connected together. If
the bridge receives superior STP BPDUs on a root guard enabled port, root
guard moves this port to a root inconsistent STP state. This root inconsistent
state is effectively equal to a listening state. No traffic is forwarded across this
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port. In this way, the root guard enforces the position of the root bridge. In
MSTP scenario the port may be designated in one of the instances while
being alternate in the CIST, and so on. Root guard is a per port (not a per port
per instance command) configuration so all the MSTP instances this port
participates in should not be in root role.

STP BPDU Filtering - STP BPDU filtering applies to all operational edge
ports. Edge Port in an operational state is supposed to be connected to hosts
that typically drop BPDUs. If an operational edge port receives a BPDU, it
immediately loses its operational status. In that case, if BPDU filtering is
enabled on this port then it drops the BPDUs received on this port.

STP BPDU Flooding - STP BPDU flooding feature applies to the STP
disabled switch. To enable BPDU flooding on a port, STP should be disabled
on the switch administratively. When this feature is enabled on the switch, it
floods all the ports with the BPDU flood feature enabled on it.

Commands in this Chapter

This chapter explains the following commands:

clear spanning-tree spanning-tree spanning-trec max- spanning-tree portfast

detected-protocols  auto-portfast age bpdufilter default

exit (mst) spanning-treebpdu spanning-tree max- spanning-tree portfast
flooding hops default

instance (mst) spanning-tree spanning-tree spanning-tree port-
bpdu-protection  mode priority

name (mst) spanning-tree cost spanning-tree mst  spanning-tree priority

configuration

revision (mst) spanning-tree spanning-tree mst  spanning-tree tenguard
disable cost

show spanning-tree spanning-tree spanning-tree mst ~ spanning-tree transmit
forward-time port-priority hold-count

show spanning-tree spanning-tree spanning-tree mst

summary guard priority

spanning-tree spanning-tree spanning-tree
loopguard portfast
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clear spanning-tree detected-protocols

Use the clear spanning-tree detected-protocols command in Privileged
EXEC mode to restart the protocol migration process (force the renegotiation
with neighboring switches) on all interfaces or on the specified interface.
Syntax

clear spanning-tree detected-protocols [{gigabitethernet unst/slot/port |
port-channel port-channel-number | tengigabitethernet unit/slot/port}|

Default Configuration

This command has no default setting.

Command Mode
Privileged EXEC mode

User Guidelines
This feature is used only when working in RSTP or MSTP mode.

Example

The following example restarts the protocol migration process (forces the
renegotiation with neighboring switches) on 1/0/1.

consol e#cl ear spanni ng-tree detected-protocols
gi gabitethernet 1/0/1

exit (mst)

Use the exit command in MST mode to exit the MST configuration mode
and apply all configuration changes.

Syntax

exit

Default Configuration
MST configuration.
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Command Mode
MST mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how to exit the MST configuration mode and
save changes.

consol e(confi g) #spanni ng-tree nst configuration

consol e(confi g- et ) #exi t

instance (mst)

Use the instance command in MST mode to map VLANS to an MST
instance.

Syntax
instance nstance-id {add | remove} vlan vian-range
* instance-ID —1D of the MST instance. (Range: 1-15)

*  vian-range — VLANSs to be added to the existing MST instance. To specify
a range of VLANS, use a hyphen. To specify a series of VLANS, use a
comma. (Range: 1-4093)

Default Configuration

VLANSs are mapped to the common and internal spanning tree (CIST)
instance (instance 0).

Command Mode
MST mode

User Guidelines

Before mapping VLANS to an instance use the spanning-tree mst enable
command to enable the instance.
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All VLANS that are not explicitly mapped to an MST instance are mapped to
the common and internal spanning tree (CIST) instance (instance 0) and
cannot be unmapped from the CIST.

For two or more switches to be in the same MST region, they must have the
same VLAN mapping, the same configuration revision number, and the same
name.

PowerConnect MSTP supports mapping of VLANs to MST instances, even
though the underlying VLAN may not be defined on the switch. Traffic
received on VLANs not defined on the port received is dropped.

Example

The following example maps the entire range of VLANs to MST instances
(MST instance 0 is mapped to VLAN 1 by default). Additionally, two 10G
ports have some, but not all, of the VLANs mapped to MST instances.

consol e(confi g) #spanni ng-tree node nst

consol e(confi g)#spanning-tree nst 1 priority 8192
consol e(confi g)#spanning-tree nst 2 priority 28672
consol e(confi g) #spanni ng-tree nmst configuration
add vl an 2-199

add vl an 350

add vl an 400-449
add vl an 500- 1999
add vl an 2200- 2499
add vl an 2600-2799
add vl an 3000-4093
add vl an 200- 349
add vl an 351-399
add vl an 450-499
add vl an 2000-2199
add vl an 2500- 2599
add vl an 2800-2999

consol e(confi g- st ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- mst ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- mst ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- mst ) #i nst ance
consol e(confi g- st ) #i nst ance
consol e(confi g- st ) #i nst ance

consol e(confi g- mst ) #i nst ance

N NN N NN R P P P R PR

consol e(confi g- st ) #i nst ance

consol e(confi g-nmst) #exi t
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consol e(config)#interface tel/1/1
consol e(config-if-Tel/1/1)#switchport node trunk

consol e(config-if-Tel/ 1/ 1)#switchport trunk allowed vl an
add 2-150

consol e(config-if-Tel/ 1/ 1)#spanning-tree nst 1 port-
priority 16

consol e(config-if-Tel/1l/1)#interface tel/1/2
consol e(config-if-Tel/ 1/ 2)#swi tchport node trunk

consol e(config-if-Tel/ 1/ 2)#switchport trunk allowed vl an
add 200- 349

consol e(config-if-Tell 1/ 2)#spanning-tree nst 2 port-
priority 16

consol e(config-if-Tell 1/ 2)#exi t

name (mst)

Use the name command in MST mode to define the configuration name. To
return to the default setting, use the no form of this command.

Syntax
name string

»  string — Case sensitive MST configuration name. (Range: 1-32
characters)

Default Configuration
Bridge address.

Command Mode
MST mode

User Guidelines

This command has no user guidelines.
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Example
The following example sets the configuration name to “regionl”.

consol e(confi g) #spanni ng-tree nst configuration

consol e(confi g- nst) #nane regi onl

revision (mst)

Use the revision command in MST mode to identify the configuration
revision number. To return to the default setting, use the no form of this
command.

Syntax
revision version
no revision

*  version — Configuration revision number. (Range: 0-65535)

Default Configuration

Revision number is 0.

Command Mode
MST mode

User Guidelines

This command has no user guidelines.

Example
The following example sets the configuration revision to 1.

consol e(confi g) #spanni ng-tree nst configuration

consol e(confi g-nst)#revision 1

show spanning-tree

Use the show spanning-tree command in Privileged EXEC mode to display
the spanning-tree configuration.
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Syntax

show spanning-tree [{gigabitethernet unit/slot/port | port-channel port-
channel-number | tengigabitethernet unit/slot/port}| [instance instance-id)

show spanning-tree [detail| [active | blockedports] | [instance imnstance-id)

show spanning-tree mst-configuration

Parameter Description

Parameter Description

detail Displays detailed information.
active Displays active ports only.
blockedports Displays blocked ports only.

mst-configuration | Displays the MST configuration identifier.

instance -id ID of the spanning -tree instance.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples

The following examples display spanning-tree information.

consol e#show spanni ng-tree

Spanni ng tree :Enabl ed - BPDU Fl ooding :Disabled - Portfast BPDU filtering
:Disabled - node :rstp

CST Regi onal Root: 80: 00: 00: 1E: C9: AA: AD: 1B
Regi onal Root Path Cost: O
ROOT |1 D

Priority 32768

Addr ess 0010. 1882. 1C53

Pat h Cost 20000
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Hello Time 2 Sec Max Age 20 sec Forward Del ay 15 sec TxHol dCount

Restricted

Rol e:
Port Cost: 20000
Root Protection:
Addr ess:
Desi gnat ed path cost:
0

Root

No
0010. 1882. 1C53
0
CST Port
FALSE

Cost :

TRUE
17 min 1 sec

Root Port G1/0/1
6 sec
Bridge ID
Priority 32768
Addr ess 001E. C9AA. AD1B
Hello Tine 2 Sec Max Age 20 sec Forward Del ay 15 sec
Interfaces
Nane State Prio.Nor Cost Sts Role
G 1/0/1 Enabled 128.1 20000 FWD Root
G 1/0/2 Enabled 128.2 0 DIS Disb
G 1/0/3 Enabled 128.3 0 DIS Disb
G 1/0/4 Enabled 128.4 0 DIS Disb
consol e#fishow spanni ng-tree gigabitethernet 1/0/1
Port G 1/0/1 Enabl ed
State: Forwarding
Port id: 128.1
Port Fast: No
Designated bridge Priority: 32768
Designated port id: 128.48
CST Regi onal Root: 80:00:00:10: 18: 82: 1C: 53
Root Guard. . ....... ...
Loop Guard. . ...
TCON GQuard. . ... ...
Auto Portfast.............. .. ... .. ... .. . ... ...
Port Up Time Since Counters Last Cleared.......

BPDU: sent 24, received 496

consol e#show spanni ng-tree detail

Spanni ng tree Enabl ed (BPDU fl ooding :
Di sabl ed nbde rstp

Di sabl ed) Portfast

0 day 0 hr

BPDU filtering

CST Regi onal Root: 80: 00: 00: 1E: C9: AA: AD: 1B
Regi onal Root Path Cost: O
ROOT |1 D

Priority 32768

Addr ess 0010. 1882. 1C53
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Pat h Cost 20000

Root Port G1/0/1

Hello Tine 2 Sec Max Age 20 sec Forward Del ay 15 sec
Bridge ID

Priority 32768

Addr ess 001E. C9AA. AD1B

Hello Tine 2 Sec Max Age 20 sec Forward Del ay 15 sec

Nunmber of topol ogy changes 1 | ast change occurred 0dOh17n¥s ago
Times: hold 6, hello 2, max age 20, forward delay 15

Port G 1/0/1 Enabl ed

State: Forwarding Rol e: Root

Port id: 128.1 Port Cost: 20000

Root Protection: No

Designated bridge Priority: 32768 Address: 0010.1882. 1C53
Designated port id: 128.48 Designated path cost: O
CST Regi onal Root: 80:00: 00: 10: 18: 82: 1C: 53 CST Port Cost: O

BPDU: sent 24, received 500

consol e#tshow spanni ng-tree detail active

Spanni ng tree Enabl ed (BPDU flooding : Disabled) Portfast BPDU filtering
Di sabl ed nbde rstp

CST Regi onal Root: 80: 00: 00: 1E: C9: AA: AD: 1B
Regi onal Root Path Cost: O
ROOT | D

Priority 32768

Addr ess 0010. 1882. 1C53

Pat h Cost 20000

Root Port G1/0/1

Hello Tine 2 Sec Max Age 20 sec Forward Delay 15 sec
Bridge I D

Priority 32768

Addr ess 001E. C9AA. AD1B

Hello Tine 2 Sec Max Age 20 sec Forward Del ay 15 sec

Nunmber of topol ogy changes 1 | ast change occurred 0dOh17ml5s ago
Times: hold 6, hello 2, max age 20, forward delay 15

Port G 1/0/1 Enabl ed

State: Forwarding Rol e: Root

Port id: 128.1 Port Cost: 20000
Root Protection: No
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Desi gnated bridge Priority: 32768

Desi gnated port id: 128.48

CST Regi onal Root: 80:00: 00: 10: 18: 82: 1C: 53
BPDU. sent 24, received 504

Port G 1/0/5 Enabl ed

State: Forwarding

Port id: 128.5

Root Protection: No

Designated bridge Priority: 32768
Designated port id: 128.5

CST Regi onal Root: 80:00: 00: 1E: C9: AA: AD: 1B
BPDU: sent 524, received 0

Address: 0010. 1882. 1C53

Desi gnat ed path cost:
CST Port Cost: O

Rol e: Desi gnat ed
Port Cost: 20000

0

Address: O0O01E. COAA. AD1B

Desi gnat ed path cost:
CST Port Cost: O

consol e#fshow spanni ng-tree detail bl ockedports

Spanni ng tree Enabled (BPDU flooding : Disabled) Portfast

Di sabl ed npde rstp

CST Regi onal Root: 80: 00: 00: 1E: C9: AA: AD: 1B
Regi onal Root Path Cost: O
ROOT | D

Priority 32768

Addr ess 0010. 1882. 1C53

Pat h Cost 20000

Root Port G1/0/1

Hello Tine 2 Sec Max Age 20 sec Forward Del ay 15 sec
Bridge ID

Priority 32768

Addr ess 001E. C9AA. AD1B

Hello Tine 2 Sec Max Age 20

show spanning-tree summary

Use the show spanning-tree summary command to display spanning tree

settings and parameters for the switch.

Syntax

show spanning-tree summary

Default Configuration

There is no default configuration for this command.
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Command Mode
Privileged EXEC mode

User Guidelines

The following fields are displayed:

Field

Description

Spanning Tree Admin
Mode

Enabled or disabled

Spanning Tree Version

Version of 802.1 currently supported (IEEE 802.1s,
IEEE 802.1w, or IEEE 802.1d) based upon the mode

parameter.

BPDU Protection Mode Enabled or disabled.
BPDU Filter Mode Enabled or disabled.
BPDU Flooding Mode Enabled or disabled.

Configuration Name

Identifier used to identify the configuration currently
being used.

Configuration Revision
Level

Identifier used to identify the configuration currently
being used.

Configuration Digest Key

A generated Key used in the exchange of the BPDUs.

Configuration Format
Selector

Specifies the version of the configuration format being
used in the exchange of BPDUs. The default value is

zero.
MST Instances List of all multiple spanning tree instances configured
on the switch.
Example

consol e#show spanni ng-tree sunmary

Spanni ng Tree Adminnmode...........
Spanning Tree Version.............
BPDU Guard Mode. .
BPDU Fl ood Mdde. .

Enabl ed

| EEE 802. 1w
Di sabl ed

Di sabl ed
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BPDU Filter Mde.................. Di sabl ed
Configuration Nanme................ 00- 1E- C9- AA- AC- 84
Configuration Revision Level...... 0

Configuration Digest Key..........
Oxac36177f 50283cd4b83821d8ab26de62

Configuration Format Selector..... 0

spanning-tree

Use the spanning-tree command in Global Configuration mode to enable
spanning-tree functionality. To disable spanning-tree functionality, use the no
form of this command.

Syntax

spanning-tree

no spanning-tree

Default Configuration

Spanning-tree is enabled.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example enables spanning-tree functionality.

consol e(confi g) #spanni ng-tree
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spanning-tree auto-portfast

Use the spanning-tree auto-portfast command to set the port to auto portfast
mode. This enables the port to become a portfast port if it does not see any
BPDUs for 3 seconds. Use the “no” form of this command to disable auto
portfast mode.

Syntax

spanning-tree auto-portfast

no spanning-tree auto-portfast

Default Configuration
Auto portfast mode is disabled by default.

Command Mode

Interface Contfiguration (Ethernet, Port Channel) mode

Usage Guidelines

There are no user guidelines for this command.

Example

The following example enables spanning-tree functionality on gigabit
ethernet interface 4/0/1.

consol e#confi g
consol e(config)#interface gigabitethernet 4/0/1

consol e(config-if-4/0/1)#spanni ng-tree auto-portfast

spanning-tree bpdu flooding

The spanning-tree bpdu flooding command allows flooding of BPDUs
received on non-spanning-tree ports to all other non-spanning-tree ports. Use
the “no” form of the command to disable flooding.

Syntax
spanning-tree bpdu flooding
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no spanning-tree bpdu flooding

Default Configuration
This feature is disabled by default.

Command Mode
Global Configuration mode

Usage Guidelines

There are no usage guidelines for this command.

Example
consol e#spanni ng-tree bpdu fl oodi ng

spanning-tree bpdu-protection

Use the spanning-tree bpdu-protection command in Global Configuration
mode to enable BPDU protection on a switch. Use the no form of this
command to resume the default status of BPDU protection function.

For an access layer device, the access port is generally connected to the user
terminal (such as a desktop computer) or file server directly and configured as
an edge port to implement the fast transition. When the port receives a
BPDU packet, the system sets it to non-edge port and recalculates the
spanning tree, which causes network topology flapping. In normal cases, these
ports do not receive any BPDU packets. However, someone may forge BPDU
to maliciously attack the switch and cause network flapping.

RSTP provides BPDU protection function against such attack. After BPDU
protection function is enabled on a switch, the system disables an edge port
that has received BPDU and notifies the network manager about it. The
disabled port can only be enabled by the no version of the command.

Syntax
spanning-tree bpdu-protection

no spanning-tree bpdu-protection
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Default Configuration
BPDU protection is not enabled.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example enables BPDU protection.
consol e(confi g) #spanni ng-tree bpdu-protection

spanning-tree cost

Use the spanning-tree cost command in Interface Configuration mode to
configure the external spanning-tree path cost for a port. To return to the
default port path cost, use the no form of this command.

Syntax
spanning-tree cost cost
no spanning-tree cost
* cost— The port path cost. (Range: 0-200,000,000)

Default Configuration

The default cost is 0, which signifies that the cost is automatically calculated
based on port speed.

* 10G Port path cost — 2000
e Port Channel — 20,000

* 1000 mbps (giga) — 20,000
* 100 mbps — 200,000

* 10 mbps — 2,000,000
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Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command configures the external cost. Since by default each switch is in
its own region, the external cost is considered in determining the spanning
tree of the network.

This command is also used to configure the rstp path cost.

Example
The following example configures the spanning-tree cost on 1/0/5 to 35000.
consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if-1/0/5)#spanni ng-tree cost 35000

spanning-tree disable

Use the spanning-tree disable command in Interface Configuration mode to
disable spanning-tree on a specific port. To enable spanning-tree on a port,
use the no form of this command.

Syntax

spanning-tree disable

no spanning-tree disable

Default Configuration

By default, all ports are enabled for spanning-tree.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.
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Example
The following example disables spanning-tree on 1/0/5.
consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if-1/0/5)#spanni ng-tree disable

spanning-tree forward-time

Use the spanning-tree forward-time command in Global Configuration
mode to configure the spanning-tree bridge forward time, which is the
amount of time a port remains in the listening and learning states before
entering the forwarding state.

To reset the default forward time, use the no form of this command.

Syntax
spanning-tree forward-time seconds
no spanning-tree forward-time

* seconds— Time in seconds. (Range: 4-30)

Default Configuration

The default forwarding-time for IEEE Spanning-tree Protocol (STP) is 15
seconds.

Command Mode
Global Configuration mode.

User Guidelines

When configuring the Forward-Time the following relationship should be
satisfied:

2*(Forward-Time - 1) >= Max-Age.

Example

The following example configures spanning-tree bridge forward time to 25
seconds.

consol e(confi g) #spanni ng-tree forward-tinme 25
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spanning-tree guard
The spanning-tree guard command selects whether loop guard or root guard
is enabled on an interface. If neither is enabled, the port operates in
accordance with the multiple spanning tree protocol. Use the “no” form of
this command to disable loop guard or root guard on the interface.
Syntax
spanning-tree guard { root | loop | none }

* root — Enables root guard.

* loop — Enables loop guard

* none — Disables root and loop guard.

Default Configuration

Neither root nor loop guard is enabled.

Command Mode

Interface Contiguration (Ethernet, Port Channel) mode.

User Guidelines

There are no user guidelines for this command.

Example

The following example disables spanning-tree guard functionality on gigabit
ethernet interface 4/0/1.

consol e#confi g
consol e(config)#i nterface gigabitethernet 4/0/1

consol e(config-if-4/0/1)#spanni ng-tree guard none

spanning-tree loopguard

Use the spanning-tree loopguard command to enable loop guard on all ports.
Use the “no” form of this command to disable loop guard on all ports.
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Syntax
spanning-tree loopguard default

no spanning-tree loopguard default

Default Configuration
Loop guard is disabled by default.

Command Mode
Global Contfiguration mode

Usage Guidelines

There are no usage guidelines for this command.

Example

The following example enables spanning-tree loopguard functionality on all
ports.

consol e(confi g) #spanni ng-tree | oopguard defaul t

spanning-tree max-age

Use the spanning-tree max-age command in Global Configuration mode to
configure the spanning-tree bridge maximum age. To reset the default
maximum age, use the no form of this command.

Syntax
spanning-tree max-age seconds
no spanning-tree max-age

* seconds-Time in seconds. (Range: 6-40)

Default Configuration
The default max-age for IEEE STP is 20 seconds.

Command Mode
Global Configuration mode
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User Guidelines

When configuring the Max-Age the following relationships should be
satisfied:

2*(Forward-Time - 1) >= Max-Age
Max-Age >= 2*(Hello-Time + 1)

Example

The following example configures the spanning-tree bridge maximum-age to
10 seconds.

consol e(confi g) #spanni ng-tree max-age 10

spanning-tree max-hops

Use the spanning-tree max-hops command to set the MSTP Max Hops
parameter to a new value for the common and internal spanning tree. Use the
“no” form of this command to reset the Max Hops to the default.

Syntax
spanning-tree max-hops /0ps
no spanning-tree max-hops

*  hops— The maximum number of hops to use (Range: 1-127).

Default Configuration
The Maximum number of hops is 20 by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
consol e(confi g) #spanni ng-tree max- hops 32
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spanning-tree mode

Use the spanning-tree mode command in Global Configuration mode to
configure the spanning-tree protocol. To return to the default configuration,
use the no form of this command.

Syntax
spanning-tree mode {stp | rstp | mst}
no spanning-tree mode
* stp— Spanning Tree Protocol (STP) is enabled.
* 1stp — Rapid Spanning Tree Protocol (RSTP) is enabled.
* mst — Multiple Spanning Tree Protocol (MSTP) is enabled.

Default Configuration
Rapid Spanning Tree Protocol (RSTP) is supported.

Command Mode
Global Configuration mode

User Guidelines

In RSTP mode, the switch would use STP when the neighbor switch is using
STP. In MSTP mode, the switch would use RSTP when the neighbor switch is
using RSTP and would use STP when the neighbor switch is using STP

Example
The following example configures the spanning-tree protocol to MSTP.
consol e(confi g) #spanni ng-tree node nst

spanning-tree mst configuration

Use the spanning-tree mst configuration command in Global Contfiguration
mode to enable configuring an MST region by entering the multiple
spanning-tree (MST) mode.
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Syntax

spanning-tree mst configuration

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

For two or more switches to be in the same MST region, they must have the
same VLAN mapping, the same configuration revision number and the same
name.

Example
The following example configures an MST region.

consol e (confi g)#spanning-tree nst configuration
consol e (config-nst)#i nstance 1 add vlan 10-20
consol e (config-nst)#name regi onl

consol e (config-nst)#revision 1

spanning-tree mst cost

Use the spanning-tree mst cost command in Interface Configuration mode
to configure the internal path cost for multiple spanning tree (MST)
calculations. If a loop occurs, the spanning tree considers path cost when
selecting an interface to put in the forwarding state. To return to the default
port path cost, use the no form of this command.

Syntax
spanning-tree mst /nstance-id cost cost
no spanning-tree mst nstance-id cost

» instance-ID — 1D of the spanning -tree instance. (Range: 1-15)
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*  cost — The port path cost. (Range: 0-200,000,000)

Default Configuration

The default value is 0, which signifies that the cost will be automatically
calculated based on port speed.

The default configuration is:
*  Ethernet (10 Mbps) — 2,000,000
*  Fast Ethernet (100 Mbps) — 200,000
*  Gigabit Ethernet (1000 Mbps) — 20,000
e Port-Channel — 20,000

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

MST instance id 0 is the common internal spanning tree instance (CIST).

Example

The following example configures the MSTP instance 1 path cost for
interface 1/0/9 to 4.

consol e(config)#interface gigabitethernet 1/0/9

consol e(config-if-1/0/9)#spanning-tree nmst 1 cost 4

spanning-tree mst port-priority

Use the spanning-tree mst port-priority command in Interface Configuration
mode to configure port priority. To return to the default port priority, use the
no form of this command.

Syntax
spanning-tree mst instance-id port-priority priority

no spanning-tree mst 1stance-1d port-priority
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Parameter Description

Parameter Description
instance-id ID of the spanning-tree instance. (Range: 1-4094)
priority The port priority. (Range: 0-240 in multiples of 16.)

Default Configuration
The default port-priority for IEEE STP is 128,

Command Mode

Interface Contiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines
The priority will be set to the nearest multiple of 4096 if not an exact multiple
of 4096.

Example

The following example configures the port priority of gigabit Ethernet
interface 1/0/5 to 144.

consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if)#spanning-tree nst 1 port-priority
144

spanning-tree mst priority

Use the spanning-tree mst priority command in Global Configuration mode
to set the switch priority for the specified spanning-tree instance. To return to
the default setting, use the no form of this command.

Syntax
spanning-tree mst /nstance-id priority priority

no spanning-tree mst nstance-rd priority
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Parameter Description

Parameter Description
instance-id ID of the spanning-tree instance. (Range: 1-4094)
priority Sets the switch priority for the specified spanning-tree instance.

This setting affects the likelihood that the switch is selected as
the root switch. A lower value increases the probability that the
switch is selected as the root switch. (Range: 0-61440)

Default Configuration
The default bridge priority for IEEE STP is 32768.

Command Mode
Global Configuration mode

User Guidelines

The priority value must be a multiple of 4096. The priority will be set to the
nearest multiple of 4096 if not an exact multiple of 4096.

The switch with the lowest priority is selected as the root of the spanning tree.

Example

The following example configures the spanning tree priority of instance 1 to
4096.

consol e(confi g) #spanning-tree nst 1 priority 4096

spanning-tree portfast

Use the spanning-tree portfast command in Interface Configuration mode to
enable PortFast mode. In PortFast mode, the interface is immediately put
into the forwarding state upon linkup, without waiting for the timer to expire.
To disable PortFast mode, use the no form of this command.

Syntax
spanning-tree portfast

no spanning-tree portfast
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Default Configuration
PortFast mode is disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command only applies to access ports. The command is to be used only
with interfaces connected to end stations. Otherwise, an accidental topology
loop could cause a data packet loop and disrupt switch and network
operations.

An interface with PortI'ast mode enabled is moved directly to the spanning
tree forwarding state when linkup occurs without waiting the standard
forward-time delay.

Example
The following example enables PortFast on 1/0/5.
consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if-1/0/5)#spanni ng-tree portfast

spanning-tree portfast bpdufilter default

The spanning-tree portfast bpdufilter default command discards BPDUs
received on spanning-tree ports in portfast mode. Use the “no” form of the
command to disable discarding.

Syntax
spanning-tree portfast bpdufilter default
no spanning-tree portfast bpdufilter default

Default Configuration
This feature is disabled by default.
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Command Mode
Global Configuration mode

Usage Guidelines

There are no usage guidelines for this command.

Example

The following example discards BPDUs received on spanning-tree ports in
portfast mode.

consol e#spanni ng-tree portfast bpdufilter default

spanning-tree portfast default

Use the spanning-tree portfast default command to enable Portfast mode
only on access ports. Use the no form of this command to disable Portfast
mode on all ports.

Syntax
spanning-tree portfast default

no spanning-tree portfast default

Default Configuration
Portfast mode is disabled by default.

Command Mode
Global Contfiguration mode

Usage Guidelines
This command only applies to access ports.

E4 NOTE: This command should be used with care. An interface with
PortFast mode enabled is moved directly to the spanning tree forwarding
state when linkup occurs without waiting for the standard forward-time delay.
Setting a port connected to another switch into PortFast mode may cause an
accidental topology loop and disrupt switch and network operations.
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Example
The following example enables Portfast mode on all access ports.

consol e(confi g) #spanni ng-tree portfast default

spanning-tree port-priority

Use the spanning-tree port-priority command in Interface Configuration
mode to configure port priority. To reset the default port priority, use the no
form of this command.

Syntax
spanning-tree port-priority priority
no spanning-tree port-priority

»  priority— The port priority. (Range: 0-240)

Default Configuration
The default port-priority for IEEE STP is 128.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

The priority value must be a multiple of 16.

Example
The following example configures the spanning priority on 1/0/5 to 96.
consol e(confi g)#i nterface gigabitethernet 1/0/5

consol e(config-if-1/0/5)#spanni ng-tree port-priority
96
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spanning-tree priority

Use the spanning-tree priority command in Global Configuration mode to

configure the spanning-tree priority. The priority value is used to determine
which bridge is elected as the root bridge. To reset the default spanning-tree
priority use the no form of this command.

Syntax
spanning-tree priority priority
no spanning-tree priority
*  priorty— Priority of the bridge. (Range: 0-61440)

Default Configuration
The default bridge priority for IEEE STP is 32768.

Command Mode
Global Configuration mode

User Guidelines
The priority value must be a multiple of 4096.

The switch with the lowest priority is the root of the spanning tree.

Example
The following example configures spanning-tree priority to 12288.

consol e(confi g)#spanning-tree priority 12288

spanning-tree tcnguard

Use the spanning-tree tcnguard command to prevent a port from propagating
topology change notifications. Use the “no” form of the command to enable
TCN propagation.

Syntax

spanning-tree tcnguard

no spanning-tree tenguard
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Default Configuration
TCN propagation is disabled by default.

Command Mode

Interface Contfiguration (Ethernet, Port Channel) mode

User Guidelines

There are no user guidelines for this command.

Example
The following example configures spanning-tree tenguard on 4/0/1.

console(config-if-4/0/1) #spanning-tree tenguard

spanning-tree transmit hold-count

Use the spanning-tree transmit hold-count command to set the maximum
number of BPDUs that a bridge is allowed to send within a hello time window
(2 seconds). Use the no form of this command to reset the hold count to the
default value.

Syntax
spanning-tree transmit [hold-count] | va/ue |
no spanning-tree transmit hold-count

*  value— The maximum number of BPDUs to send (Range: 1-10).

Default Configuration
The default hold count is 6 BPDUs.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.
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Example
The fol | owi ng exanpl e sets the maxi mumnunber of BPDUs
sent to 6.

consol e(confi g) #spanni ng-tree transmt hol d-count 6
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TACACS+ Commands

TACACS + provides access control for networked devices via one or more
centralized servers, similar to RADIUS this protocol simplifies authentication
by making use of a single database that can be shared by many clients on a
large network. TACACS+ is based on the TACACS protocol (described in
RFC1492) but additionally provides for separate authentication,
authorization and accounting services. The original protocol was UDP based
with messages passed in clear text over the network; TACACS+ uses TCP to
ensure reliable delivery and a shared key configured on the client and daemon
server to encrypt all messages.

PowerConnect supports authentication of a user using a TACACS+ server.
When TACACS + is configured as the authentication method for a user login
type (CLI/HTTP/HTTPS), the NAS will prompt for the user login credentials
and request services from the FASTPATH TACACS+ client; the client will
then use the configured list of servers for authentication and provide results
back to the NAS. The TACACS+ server list is configured with one or more
hosts defined via their network IP address; each can be assigned a priority to
determine the order in which the TACACS+ client will contact them, a
server is contacted when a connection attempt fails or times out for a higher
priority server. Each server host can be separately configured with a specific
connection type, port, timeout, and shared key, or the global configuration
may be used for the key and timeout. Like RADIUS, the TACACS+ server
may do the authentication itself, or redirect the request to another back-end
device, all sensitive information is encrypted and the shared secret is never
passed over the network.
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Commands in this Chapter

This chapter explains the following commands:

key tacacs-server host
port tacacs-server key
priority tacacs-server timeout
show tacacs timeout

key

Use the key command in TACACS Configuration mode to specity the
authentication and encryption key for all TACACS communications between
the device and the TACACS server. This key must match the key used on the
TACACS daemon.

Syntax
key [ key-string |
*  key-string — 7o specily the key name. (Range: 1-128 characters)

Default Configuration
If left unspecified, the key-string parameter defaults to the global value.

Command Mode
TACACS Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example specifies an encryption and authentication key of 12.
consol e(tacacs) #key 12
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port

Use the port command in TACACS Configuration mode to specify a server
port number.

Syntax
port [ port-number |

*  port-number — The server port number. If left unspecitied, the default
port number 15 49. (Range: 0-65535)

Default Configuration
The default port number is 49.

Command Mode
TACACS Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example displays how to specify server port number 1200.

consol e(tacacs) #port 1200

priority
Use the priority command in TACACS Contfiguration mode to specify the
order in which servers are used, where 0 (zero) is the highest priority.
Syntax
priority [ priority |
*  priority — Specifies the prionty for servers. 0 (zero) is the highest priority.

(Range: 0-65535)

Default Configuration
If left unspecified, this parameter defaults to 0 (zero).
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Command Mode
TACACS Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example shows how to specify a server priority of 10000.

consol e(tacacs) #priority 10000

show tacacs

Use the show tacacs command in Privileged EXEC mode to display the
configuration and statistics of a TACACS+ server.

Syntax
show tacacs [ip-address]

*  p-address — The name or IP address of the host.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples
The following example displays TACACS + server settings.
consol e#show t acacs

d obal Tinmeout: 5
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| P address Por t Ti meout Priority

10. 254. 24. 162 49 G obal 0

tacacs-server host

Use the tacacs-server host command in Global Configuration mode to
configure a TACACS + server. This command enters into the TACACS +
configuration mode. To delete the specified hostname or IP address, use the
no form of this command.

Syntax
tacacs-server host {ip-address | hostname}

no tacacs-server host {ip-address | hostname}

* ip-address — 'The IP address of the TACACS + server.

*  hostname — The hostname of the TACACS + server. (Range: 1-255
characters).

Default Configuration
No TACACS+ host is specified.

Command Mode
Global Configuration mode

User Guidelines

To specify multiple hosts, multiple tacacs-server host commands can be used.
TACACS servers are keyed by the host name, therefore it is advisable to use
unique host names.

Example
The following example specifies a TACACS + host.
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consol e(confi g) #t acacs-server host 172.16.1.1

consol e(tacacs) #

tacacs-server key

Use the tacacs-server key command in Global Configuration mode to set the
authentication and encryption key for all TACACS+ communications
between the switch and the TACACS+ daemon. To disable the key, use the
no form of this command.

Syntax
tacacs-server key | key-string|
no tacacs-server key

*  key-string — Specifies the authentication and encryption key for all
TACACS communications between the switch and the TACACS + server.
This key must match the key used on the TACACS+ daemon. (Range:
0-128 printable characters except for question marks and double quotes.)

Default Configuration
The default is an empty string.

Command Mode
Global Configuration mode

User Guidelines

The tacacs-server key command accepts any printable characters for the key
except a double quote or question mark. Enclose the string in double quotes
to include spaces within the key. The surrounding quotes are not used as part
of the name. The CLI does not filter illegal characters and may accept entries
up to the first illegal character or reject the entry entirely.

Example
The following example sets the authentication encryption key.

consol e(confi g) #t acacs-server key "l've got a secret”
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consol e(confi g) #t acacs- server key @$%&* () _ +=-

{}[<> 1"

tacacs-server timeout

Use the tacacs-server timeout command in Global Configuration mode to set
the interval during which a switch waits for a server host to reply. To restore
the default, use the no form of this command.

Syntax

tacacs-server timeout [ trmeout |

no tacacs-server timeout

*  timeout — The timeout value in seconds. (Range: 1-30)

Default Configuration

The default value is 5 seconds.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
The following example sets the timeout value as 30.

consol e(confi g) #t acacs-server tineout 30

timeout

Use the timeout command in TACACS Configuration mode to specify the
timeout value in seconds. If no timeout value is specified, the global value is
used.

Syntax

timeout [ timeout |
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*  timeout — The timeout value in seconds. (Range: 1-30)

Default Configuration

If left unspecified, the timeout defaults to the global value.

Command Mode
TACACS Configuration mode

User Guidelines

This command has no user guidelines.

Example
This example shows how to specify the timeout value.

consol e(tacacs) #ti neout 23
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VLAN Commands

PowerConnect §02.10Q VLANs are an implementation of the Virtual Local
Area Network, specification 802.1Q. Operating at Layer 2 of the OSI model,
the VLAN is a means of parsing a single network into logical user groups or
organizations as if they physically resided on a dedicated LAN segment of
their own. In reality, this virtually defined community may have individual
members scattered across a large, extended LAN. The VLAN identifier is part
of the 802.10 tag, which is added to an Ethernet frame by an 802.10-
compliant switch or router. Devices recognizing 802.10-tagged frames
maintain appropriate tables to track VLANs. The first 3 bits of the 802.1Q tag
are used by 802.1p to establish priority for the packet.

PowerConnect supports 8§02.10 VLANSs. As such, ports may simultaneously
belong to multiple VLANs. VLANs allow a network to be logically segmented
without regard to the physical locations of devices in the network.

PowerConnect switching supports up to 1024 VLANS for forwarding.

VLANS can be allocated by subnet and netmask pairs, thus allowing
overlapping subnets. For example, subnet 10.10.128.0 with Mask
255.255.128.0 and subnet 10.10.0.0 with Mask 255.255.0.0 can have different
VLAN associations.

Double VLAN Mode

An incoming frame is identified as tagged or untagged based on Tag Protocol
Identifier (TPID) value it contains. The 802.1Q standard specifies a TPID
value (0x8100) to recognize an incoming frame as tagged or untagged. Any
valid Ethernet frame with a value 0x8100 in the 12th and 13th bytes is
recognized as tagged frame. 802.1Q switches check the 12th and 13th bytes to
decide the tag status of incoming frame.

The PowerConnect switching component can be configured to enable the
port in double-VLAN (DVLAN) mode. In this mode switch looks for 12th,
13th, 16th, and 17th bytes for the tag status in the incoming frame. The outer
tag (S-TAG) TPID is identified with the 12th and 13th bytes values. The
inner tag (C-TAG) TPID is identified with 16th and 17th bytes values. These
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two TPID values can be different or the same. VLAN normalization, source
MAC learning, and forwarding are based on the S-TAG value in a received
frame.

PowerConnect supports configuring one outer VLAN TPID value per switch.
The global default TPID is 0x88A8, which indicates a Virtual Metropolitan
Area Network (VMAN).

Independent VLAN Learning

Independent VLAN Learning (IVL) allows unicast address-to-port mappings
to be created based on a MAC Address in conjunction with a VLAN ID.

This arrangement associates the MAC Address only with the VLAN on which
the frame was received. Therefore, frames are forwarded based on their
unicast destination address as well as their VLAN membership. This
configuration affords multiple occurrences of an address in the forwarding
database. Each address associates with a unique VLAN. Care must be taken
in the administration of networks, as multiple instances of a MAC address,
cach on a different VLAN, can quickly eat up address entries.

Each VLAN is associated with its own forwarding database. Hence the
number of forwarding databases equals the number of VLANSs supported.

The MAC address stored is supplemented by a 2-byte VLAN ID. The first 2
bytes of a forwarding database entry contain the VLAN ID associated, and the
next 6 bytes contain the MAC address. There is a one-to-one relationship
between VLAN ID and FID (forwarding database ID).

Protocol Based VLANs

The main purpose of Protocol-based VLANs (PBVLANS) is to selectively
process packets based on their upper-layer protocol by setting up protocol-
based filters. Packets are bridged through user-specified ports based on their
protocol.

In PBVLANS, the VLAN classification of a packet is based on its protocol (IP,
IPX, NetBIOS, and so on). PBVLANSs help optimize network traffic because
protocol-specific broadcast messages are sent only to end stations using that
protocol. End stations do not receive unnecessary traffic, and bandwidth is
used more efficiently. It is a flexible method that provides a logical grouping
of users. An IP subnet or an IPX network, for example, can each be assigned
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its own VLAN. Additionally, protocol-based classification allows an
administrator to assign nonroutable protocols, such as NetBIOS or DECnet,
to larger VLANSs than routable protocols like IPX or IP. This maximizes the
efficiency gains that are possible with VLANS.

In port-based VLAN classification, the Port VLAN Identifier (PVID) is
associated with the physical ports. The VLAN ID (VID) for an untagged
packet is equal to the PVID of the port. In port-and protocol-based VLAN
classifications, multiple VIDs are associated with each of the physical ports.
Each VID is also associated with a protocol. The ingress rules used to classify
incoming packets include the use of the packet's protocol, in addition to the
PVID, to determine the VLAN to which the packet belongs. This approach
requires one VID on each port for each protocol for which the filter is desired.

IP Subnet Based VLANs

This feature allows an untagged packet to be placed in a configured VLAN
based upon its [P address.

MAC-Based VLANs

This feature allows an untagged packet to be placed in a configured VLAN
based upon its MAC address.

Commands in this Chapter

This chapter explains the following commands:

dvlan-tunnel show dvlan-tunnel = switchport general vlan database
ethertype interface allowed vlan
interface vlan show interfaces switchport general  vlan makestatic

switchport ingress-filtering

disable

interface range show port protocol switchport general  vlan protocol group
vlan pvid
mode dvlan-tunnel show vlan switchport mode  vlan protocol group

add protocol
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name (VLAN
Configuration)

protocol group
protocol vlan group
protocol vlan group

all

show dvlan-tunnel

show vlan switchport trunk  vlan protocol group
association mac name

show vlan vlan vlan protocol group
association subnet remove

switchport access  vlan (Global vlan routing

vlan Config)

switchport vlan association

forbidden vlan mac

switchport general  vlan association
acceptable-frame-  subnet
type tagged-only

dvlan-tunnel ethertype

Use the dvlan-tunnel ethertype command in Global Configuration mode to
enable the configuration of the outer VLAN tag ethertype.

To configure the EtherType to its default value, use the no form of this

command.

Syntax

dvlan-tunnel ethertype {802.10 | vman | custom 0-65535 | primary-tpid|}

no dvlan-tunnel ethertype

Parameter Description

Parameter Description

802.10 Configures the EtherType as 0x8100.

viman Contfigures the EtherType as 0x88AS8

custom Configures a custom EtherType for the DVLAN tunnel. The

value must be 0-65535.

primary-tpid

Globally configures the tag protocol identifier on the outer
VLAN tag (S-TAG).
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Default Configuration

The default for this command is 802.10Q. The default S-TAG TPID, when
double-tagging is enabled, is 0x88A8. The default C-TAG TPID when double
vlan tagging is enabled is 0x8100.

Command Mode

Global Configuration, Interface Configuration mode

User Guidelines

This command configures the TPID value on the outer VLAN (S-VLAN).
The global configuration form of the command configures all physical and
port-channel interfaces to use the specified ethertype. The interface form of
the command enables/disables the use of the ethertype on the specific
interface. The ethertype used in the interface form of the command must use
the same ethertype as specified in the global configuration form of the
command. The inner vlan tag (C-TAG) is configured using the switchport
command in interface configuration mode.

Example

The following example displays configuring Double VLAN tunnel for vman
Etherlype.

consol e(confi g) #dvl an-tunnel ethertype vman

interface vlan

Use the interface vlan command in Global Configuration mode to configure
a VLAN type and to enter Interface Configuration mode.

Syntax

interface vlan vian-id

Parameter Description

Parameter Description
vlan-id The ID of a valid VLAN (Range: 1-4093).
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Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

This command has no user guidelines.

Example

The following example configures the VLAN 1 IP address of 131.108.1.27 and
subnet mask 255.255.255.0.

consol e(config)#interface vlian 1

consol e(confi g-vlan)#i p address 131.108. 1. 27
255.255.255.0

interface range vian

Use the interface range vlan command in Global Configuration mode to
execute a command on multiple VLANSs at the same time.

Syntax
interface range vlan {v/an-range | all}

*  vian-range — A list of valid VLAN IDs to add. Separate nonconsecutive
VLAN IDs with a comma and no spaces; use a hyphen to designate a range
of IDs. (Range: 2-4093)

* all — All existing static VLANG.

Default Configuration

This command has no default configuration.

Command Mode
Global Contfiguration mode

122 | VLAN Commands



User Guidelines

Commands used in the interface range context are executed independently
on each interface in the range. If the command returns an error on one of the
interfaces, an error message is displayed and execution continues on other
interfaces.

Example
The following example groups VLAN 221 till 228 and VLAN 889 to receive

the same command.

consol e(config)#i nterface range vlan 221-228, 889

consol e(config-if)#

mode dvlan-tunnel

Use the mode dvlan-tunnel command in Interface Configuration mode to
enable Double VLAN Tunneling on the specified interface. To disable Double
VLAN Tunneling on the specified interface, use the no form of this
command.

Syntax
mode dvlan-tunnel

no mode dvlan-tunnel

Default Configuration
By default, Double VLAN Tunneling is disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet)
mode

User Guidelines

This command has no user guidelines.
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Example

The following example displays how to enable Double VLAN Tunneling at
gigabit ethernet port 1/0/1.

consol e(config-if-1/0/1)#nmode dvl an-tunnel

name (VLAN Configuration)

Use the name command in VLAN Configuration mode to configure the
VLAN name. To return to the default configuration, use the no form of this
command.

m NOTE: This command cannot be configured for a range of interfaces (range
context).

Syntax
name V](’IH—HQHYE’

no name

Parameter Description

Parameter Description

vlan—name The name of the VLAN. Must be 1-32 characters in length.

Default Configuration
The default VLAN name is default.

Command Mode
Interface (VLAN) Contfiguration mode

User Guidelines

The VLAN name may include any alphanumeric characters including a space,
underscore, or dash. Enclose the string in double quotes to include spaces
within the name. The surrounding quotes are not used as part of the name.
The CLI does not filter illegal characters and may truncate entries at the first
illegal character or reject the entry entirely.
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Example
The following example configures a VLAN name of office2 for VLAN 2.

consol e(config)#interface vlian 2
consol e(confi g-vl an) #nane " RDU- NOC Managenent VLAN'

protocol group

Use the protocol group command in VLAN Database mode to attach a
VLAN ID to the protocol-based group identified by grouprd. A group may
only be associated with one VLAN at a time. However, the VLAN association
can be changed. The referenced VLAN should be created prior to the creation
of the protocol-based group except when GVRP is expected to create the
VLAN.

To detach the VLAN from this protocol-based group identified by this
groupid, use the no form of this command.

Syntax
protocol group groupid vianid
no protocol group groupid vianid

»  groupid— The protocol-based VLAN group ID, which is automatically
generated when you create a protocol-based VLAN group with the vlan
protocol group command. To see the group ID associated with the name
of a protocol group, use the show port protocol all command.

e vylanid— A valid VLAN ID.

Default Configuration

This command has no default configuration.

Command Mode
VLAN Database mode

User Guidelines

This command has no user guidelines.
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Example

The following example displays how to attach the VLAN ID "100" to the
protocol-based VLAN group "3."

consol e#vl an dat abase
consol e(confi g-vl an) #prot ocol group 3 100

protocol vian group

Use the protocol vlan group command in Interface Configuration mode to
add the physical unit/slot/port interface to the protocol-based group
identified by groupid. A group may have more than one interface associated
with it. Each interface and protocol combination can be associated with one
group only. If adding an interface to a group causes any conflicts with
protocols currently associated with the group, this command fails and the
interface(s) are not added to the group. Ensure that the referenced VLAN is
created prior to the creation of the protocol-based group except when GVRP
is expected to create the VLAN.

To remove the interface from this protocol-based VLAN group that is
identified by this grouprd, use the no form of this command.

If you select all, all ports are removed from this protocol group.

Syntax

protocol vlan group grouprd

no protocol vlan group groupid

»  groupid— The protocol-based VLAN group ID, which is automatically

generated when you create a protocol-based VLAN group with the vlan
protocol group command. To see the group ID associated with the name
of a protocol group, use the show port protocol all command.

Default Configuration

This command has no default configuration.

Command Mode

Interface Configuration (Ethernet) mode
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User Guidelines

This command has no user guidelines.

Example

The following example displays how to add a physical port interface to the
group ID of "2."

consol e(config-if-1/0/1)#protocol vlan group 2

protocol vlan group all

Use the protocol vlan group all command in Global Contiguration mode to
add all physical interfaces to the protocol-based group identified by grouprd.
A group may have more than one interface associated with it. Each interface
and protocol combination can be associated with one group only. If adding an
interface to a group causes any conflicts with protocols currently associated
with the group, this command fails and the interface(s) are not added to the
group. Ensure that the referenced VLAN is created prior to the creation of the
protocol-based group except when GVRP is expected to create the VLAN.

To remove all interfaces from this protocol-based group that is identified by
this grouprd, use the no form of the command

Syntax
protocol vlan group all groupid
no protocol vlan group all groupid

»  groupid— The protocol-based VLAN group ID, which is automatically
generated when you create a protocol-based VLAN group with the vlan
protocol group command. To see the group ID associated with the name
of a protocol group, use the show port protocol all command.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode
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User Guidelines

This command has no user guidelines.

Example

The following example displays how to add all physical interfaces to the
protocol-based group identified by group ID "2."

consol e(confi g) #protocol vlan group all 2

show dvlan-tunnel
Use the show dvlan-tunnel command in Privileged EXEC mode to display all
interfaces enabled for Double VLAN Tunneling.

Syntax

show dvlan-tunnel

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example shows how to display all interfaces for Double VLAN
Tunneling.

consol e#show dvl an-t unnel

I nterfaces Enabled for DVLAN Tunneling......... 1/0/1
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show dvlan-tunnel interface

Use the show dvlan-tunnel interface command in Privileged EXEC mode to
display detailed information about Double VLAN Tunneling for the specified
interface or all interfaces.

Syntax

show dvlan-tunnel interface {gigabithethernet unit/slot/port |
tengigabitethernet unst/slot/port | all}

* all — Displays information for all interfaces.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays detailed information for port 1/0/1.
consol e#show dvl an-tunnel interface 1/0/1

Interface Mde Et her Type

1/0/1 Enabl e vNMAN

The following table describes the significant fields shown in the example.

Field Description

Mode This field specifies the administrative mode through which
Double VLAN Tunneling can be enabled or disabled. The default
value for this field is disabled.

Interface Interface Number.
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EtherType This field represents a 2-byte hex EtherType to be used as the first
16 bits of the DVLAN tunnel. The three different EtherType tags
are: (1) 802.1Q, which represents the commonly used value of
0x8100. (2) vMAN, which represents the commonly used value of
0x88A8. (3) If EtherType is not one of these two values, it is a
custom tunnel value, representing any value in the range of 0 to

65535.

show interfaces switchport

Use the show interfaces switchport command in Privileged EXEC mode to
display switchport configuration.

Syntax

show interfaces switchport {{gigabitethernet unit/slot/port | port-channel
port-channel-number | tengigabitethernet unit/slot/port}}

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Examples

The following example displays switchport configuration individually for

gil/0/1.

consol e#show i nterface sw tchport gigabitethernet
1/0/1

Port 1/0/1:
VLAN Menber ship node: General

Qper ating paraneters:

730 | VLAN Commands



PVID: 1 (default)

Ingress Filtering: Enabled
Accept abl e Frame Type: All
GVRP status: Enabled
Protected: Enabled

Port 1/0/1 is nmenber in:

VLAN Nane Egress rul e
1 def aul t unt agged

8 VLANOOS t agged

11 VLANOO11 t agged

19 | Pv6 VLAN unt agged

72 VLANOO72 unt agged

Static configuration:
PVID: 1 (default)
Ingress Filtering: Enabled

Acceptabl e Frame Type: All

Port 1/0/1 is statically configured to:

VLAN Nane Egress rul e
11 VLANOO11 t agged

19 | Pv6 VLAN unt agged

72 VLANOO72 unt agged
For bi dden VLANS:

VLAN Name

Def aul t
Dynani c
Static
Static
Static
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73 Qut

The following example displays switchport configuration individually for
1/0/2.

consol e#show i nterface sw tchport gigabitethernet
1/0/2

Port 1/0/2:

VLAN Menber ship node: General

Operating paraneters:

PVI D: 4095 (discard vlan)

Ingress Filtering: Enabled

Accept abl e Franme Type: Al

Port 1/0/1 is menber in:

VLAN Nane Egress rule Type

91 | P Tel ephony t agged Static
Static configuration:

PVID: 8

Ingress Filtering: Disabled

Accept abl e Frane Type: Al

Port 1/0/2 is statically configured to:

VLAN Nane Egress rule
8 VLANOO72 unt agged

91 | P Tel ephony t agged

For bi dden VLANS:

VLAN Name
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73 Qut

The following example displays switchport configuration individually for

2/0/19.

consol e#show i nterfaces sw tchport gi gabitethernet

2/0/ 19

Port 2/0/19:

Operating paraneters:

PVI D. 2922

Ingress Filtering: Enabled
Accept abl e Frame Type: Untagged
GVRP status: Disabled

Port 2/0/19 is nenber in:

VLAN Nane Egress rule
2921 Primary A unt agged
2922 Conmunity Al unt agged

Static configuration

PVI D. 2922

Ingress Filtering: Enabled

Accept abl e Frame Type: Untagged

GVRP status: Disabled

Port 2/0/19 is nenber in:

VLAN Nane Egress rule

2921 Primary A unt agged
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2922 Comunity Al unt agged Static

show port protocol
Use the show port protocol command in Privileged EXEC mode to display

the Protocol-Based VLAN information for either the entire system or for the
indicated group.

Syntax

show port protocol {groupid | all}

»  groupid— The protocol-based VLAN group ID, which is automatically
generated when you create a protocol-based VLAN group with the vlan
protocol group command.

¢ all — Enter all to show all interfaces.

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example

The following example displays the Protocol-Based VLAN information for
cither the entire system.

consol e#show port protocol all

G oup
Group Nare 1D Protocol (s VLAN Interface(s)

t est 1 I P 1 1/0/1
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show vlan

Use the show vlan command in Privileged EXEC mode to display detailed
information, including interface information and dynamic VLAN type, for a
specific VLAN. The ID is a valid VLAN identification number.

Syntax

show vlan [id vianid |name vlan-name|

Parameter Description

Parameter Description
vlanid VLAN identifier
vlan-name A valid VLAN name (Range 1-32 characters)

Default Configuration

This command has no default configuration.

Command Mode
Privileged EXEC mode

User Guidelines

This command has no user guidelines.

Example
The following example displays information for VLAN id 1, 2 and 3.

consol e#tshow vlan id 1

VLAN Name Ports Type
1 def aul t Pol- 48, Def aul t
G 1/0/1-10

consol e##show vlan id 2

VLAN Name Ports Type
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2 VLANO0O2 G 1/0/11-20  Dynanic (DOT1X)

consol e#tshow vlan id 3

3 VLANO0O3 G 1/0/21-24  Dynanic (GVRP)

show vlan association mac

Use the show vlan association mac command in Privileged EXEC mode to
display the VLAN associated with a specific configured MAC address. If no
MAC address is specified, the VLAN associations of all the configured MAC
addresses are displayed.

Syntax

show vlan association mac [ mac-a